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openSUSE Leap — 5T0 cBoO60gHaA onepaliiOHHAasA cucTeMa Ha 6ase Linux
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[TpuMeuaHus K BBIIYCKY IOCTOSSHHO AopabaTeiBaloTcA. UTOOB! y3HATh O OC/IeAHUX OOHOBJIEHU-
AX, IOCMOTpUTE OHJIANH-BEPCHIO MO ajapecy https://doc.opensuse.org/release-notes A. AHrIMN-
CKHI1 TEKCT MPUMeYaHUM K BHIIIYCKy OOHOBJIAETCA cpa3y 1o Mepe HeobxogumocTu. [lepeBogHbIe

BEPCHU MOT'YT 3ama3bIBaTh.

Ecau BBl 00HOBJIseTEeCh € OoJiee cTapoll Bepcru 10 3Toro Beimycka openSUSE Leap, cM. npefsl-

Ayure puMevaHus 34ech: https://en.opensuse.org/openSUSE:Release_Notes 4.
Wudopmalua o mpoekTe AOCTYIHA 0 agpecy https://www.opensuse.orga.

s coobieHnil 06 ommbKax B 3TOM BhITycKe KcnoJib3yiite openSUSE Bugzilla. Bosibiie cBefe-

HUI MOXXHO HaWTH o aapecy https://en.opensuse.org/Submitting_Bug_Reports 4.

Major new features of openSUSE Leap 15.3 are also listed at https://en.opensuse.org/

Features_15.34.

1 YctaHoBKa

JlaHHBIN pasfen cofiepXkuT uHdopMaIuio 1o ycraHoBke. ITogpoOHbIe MHCTPYKIUKM 110 OOHOB-
JIeHVI0 TIpUBeJeHBl B JOKyMeHTaluu Ha https://doc.opensuse.org/documentation/leap/startup/

html/book.opensuse.startup/part-basics.html <.

1.1 Using atomic updates with the system role Transactional Server

The installer supports the system role Transactional Server. This system role features an update
system that applies updates atomically (as a single operation) and makes them easy to revert
should that become necessary. These features are based on the package management tools that
all other SUSE and openSUSE distributions also rely on. This means that the vast majority of
RPM packages that work with other system roles of openSUSE Leap 15.3 also work with the

system role Transactional Server.

@ MpumedaHme: Incompatible packages

HekoTopsle nmakeTsl M3MEHAIT coAepxumMoe /var win /srv B cBoux RPM-makpocax

%spost. JTU makeThl HECOBMeCTHUMEI. Ecjiu Bbl 06HaPY)KI/ITe Takou I[IaKeT, OTIIpaBbTE CO-

obieHue 06 omuoKe.
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HJ'[H MMpeaoCTaBJIE€HNA 3TUX BO3MOXHOCTeH cricTeMa OOHOBJIEHUH IToJIaraeTcs Ha:

® CHumkum btrfs. Tlepen 3amyckoM OOHOBJIEHUA CUCTEMBI CO34AETCA HOBBIM CHUMOK KOpHe-
BOoU (aiyioBol cucteMsl. [Tocsie 3TOoro Bce OOHOBJIEHUs YCTAaHABJIMBAIOTCA HA 3TOT CHU-
MOK. UTOOBI 3aBeplIUTh OOHOBJIEHUE, ITepe3alyCTUTe CUCTEMY C HOBOTO CHHMKA.

YToObl OTKATUTh 06HOBJ'IeHI/Ie, IMPOCTO 3arpy3uTech C npeabaAymero CHMMKaA.

* KopHeBas ¢aiinioBas cuctemMa TobkKo AN uteHus. Bo usbexaHue npobsieM U NOTEPb
JIaHHBIX, CBA3aHHBIX ¢ OOHOBJIEHUAMHU, KOPHeBasA (GaijioBas cucTemMa J0JDKHA ObITh HeJO0-
CTYIIHA JJIA 3aIIMCH BO BCEX OCTAJIbHBIX CJIy4asx. [103ToMy BO BpemsA HOpMaJIbHOI paboTh
KOPHEBOH pa3fieJl MOHTHUPYETCs TOJIbKO AJIA YTeHU.

YToObl 3TOT NOAX0 paboTas, HyXKHbI JBa JOIOJHUTEJIbHBIX U3MeHeHUA B (ailjioBoOu CU-
cTeMe: 4TOGBI TIO3BOJIUTH 3ATKCh [0JIb30BATEIbCKUX KOHUIrypanuil B /etc, sTOT KaTauior
aBTOMAaTHUYECKU HACTPOEH Ha mcnosb3oBanue OverlayFS. /var Tenepb OTAeJIbHBINA MOA-

TOM C IMpaBOM 3aIlrcCu AJIA IIponecCoB.

0 BaxxHo: Transactional Server needs at least 12 GB of disk space

The system role Transactional Server needs a disk size of at least 12 GB to accommodate

Btrfs snapshots.

HpI/I pa60Te C TpaH3aKOVOHHBIMH OOHOBJIEHUAMU Bcerga HCHOHBBYﬁTe KOMaHay

transactional-update Bmecto YaST u Zypper ajia jo6oro ynpasienus I10:

® O6HOBUTH cucteMy: transactional-update up

® YcraHoBUTH nakeT: transactional-update pkg in /M5 [IAKETA

® Vnanuth naket: transactional-update pkg rm /M5 [TAKETA

e JyiA oTKarta K mocjieJHEMy CHUMKY yOequTech, 4YTO CUCTeMa 3arpykeHa co CJIeIyIOIero

3a HUM CHMMKA U 3anycture: transactional-update rollback

HpI/I XKeJIaHMN YKaxunTe I/IJZ[eHTI/Iq)I/IKaTOp CHMMKA B KOHII€ KOMaH/bI, YTOOBI OTKATUTHCA

Ha OIlpeJieJIEHHBII CHUMOK.

When using this system role, by default, the system will perform a daily update and reboot
between 03:30 am and 05:00 am. Both of these actions are systemd-based and if necessary can
be disabled using systemctl:

systemctl disable --now transactional-update.timer rebootmgr.service
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[TonpoGHee O TpaH3aKIMOHHBIX OOHOBJIEHUsAX uyuTaitTe B Gyiore openSUSE Kubic: https://
kubic.opensuse.org/blog/2018-04-04-transactionalupdates/ < n  https://kubic.opensuse.org/
blog/2018-04-20-transactionalupdates2/ 4.

1.2 Installing on hard disks with less than 12 GB of capacity

The installer will only propose a partitioning scheme if the available hard disk size is larger than
12 GB. If you want to set up, for example, very small virtual machines images, use the guided

partitioner to tune partitioning parameters manually.

1.3 UEFI — eaviHbIn HTepdenc EFI

[lepen ycraHoBkoil openSUSE Ha cuctemy, 3arpyxamwmyiocsa c¢ mnomomuipio UEFI (Unified
Extensible Firmware Interface), Bam HacTOATEIbHO PEKOMEHAYETCS TPOBEPUTDH HAJTUULIE OOHOB-
JIEHU! [IPOLIMBKY, PEKOMEH/IOBAHHBIX [TPOM3BOAUTEIEM, U B CJIyyae UX CylLIeCTBOBAHUA yCTa-
HOBUTb Takue obHoBJieHUA. [IpenycranosieHHas Windows 8 miu 6osiee HOBas sABJIAeTCA Bep-

HBIM IPU3HAKOM TOT'0, YTO Balla cucrtemMma ucrnoss3yeTr UEFIL.

Ob6ocHogaHue: Hexotopele npomnBku UEFI comepxart ommnbOku, IpuBoAAmye K cO00 B cilydae
3anucy CJIMIIKOM 00J1bIIoro o6béMa AaHHbIX B 00s1acTh xpaHeHuA UEFI. UTo xapakTepHO, HUKTO

TOYHO He 3HaeT, HaCKOJIbKO «00JIbIIO» 00hEM MPUBOAUT K TAKOMY COOIO.

openSUSE MUHUMU3UPYET 3TOT PUCK, 3aMChIBasi MUHUMAJIbHBIN 00bEM JaHHBIX, HEOOXOAMMBIX
niia 3arpy3ku OC. ITog MuHUMAaIBHEIM NTOHUMaeTcA ykasaHue npomuske UEFI Ha pacnosioxe-
Hue 3arpy3unka openSUSE. CnenuasibHble BO3MOXHOCTU AApa Linux, ncnosb3ymomye 0061acTh
xpaHeHus UEFI ajia cBegeHuii o 3arpyskax 1 ¢6osx (pstore ), o ymMos4aHHIO OTK/IIOUeHBl. Tem
He MeHee, peKOMeH1yeTCs YCTaHOBUTh BCe PEKOMEHI0OBaHHbIE NPOU3BOAUTEIeM OOHOBJIEHUS

MIPOIIMBKU.

1.4 UEFI, GPT, and MS-DOS partitions

Bmecte co cnenudukanuenn EFI/UEFI npumeHserca HoBwM crnocob pasmetku: GPT (GUID
Partition Table). OH ucnosb3yeT rj106ajgbHO YHUKaIbHBIE UAeHTUGUKATOPH (128-6uTHbIE 3HA-

YyeHUA B BUje 32 miecTHaAaTEPUYHbIX U(P) A1 onpeiesieHus YCTPOUCTB U TUIIOB pa3zeJioB.
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Kpowme storo, cneuudukanusa UEFI paspelaeT ucnosib3oBaHue ycTapeBlInx pasznesioB MBR
(MS-DOS). 3arpy3umku Linux (ELILO wnu GRUB2) meiTatoTcss aBToMaTtuuecku co3pnath GUID
AJIA TaKuX pasfeJioB U COXpPaHUTh M3MeHeHus B npomwuBke. Takne GUID moryt yacto musme-
HATBHCA, YTO IPUBOAUT K Ilepe3alrcy JaHHbIX IPOMKUBKY. [Iepe3anyichk COCTOUT M3 ABYX Pa3HBIX

JelCcTBUI: yoaleH!us CTapoi 3anM1cHu U CO3/1aHKsA HOBOH 3allCU HA 3aMeHy CTapoM.

B coBpeMeHHBIX IPOLIMBKAX €CTh COOPIIMK Mycopa, COOMpaIuil yIaaéHHbIe 3aliCH U OCBO-
60X 1a0Muii IaMATh, 3ape3epBUPOBAHHYIO IO/ cTaphle 3anucu. [Ipo6iemMa Bo3HUKaeT B cJIyvae,
KOrJa IJII0YHAs MPOLIMBKA He OCBOOOX/IAEeT TaKHe 3aMKCH; 3TO MOXET MPUBECTH K HEBO3MOX-

HOCTH 3arpy3Ku CHCTEMBEI.

YrtoO6el 000ITH 3Ty MpobIeMy, CKOHBEpTUPYITe ycTapeBmuii pasaes MBR B HoBbIl GPT.

2 System upgrade

B aTOM pasfesie mepeuricjeHbl 3aMevaHNs, CBsi3aHHble C OOHOBJIeHNEeM curcTeMbl. [1o/ipoOHbBIE

MHCTPYKILMHU 110 OOHOBJIEHUIO NPUBEEeHHBI B JOKYMEHTAlUH 110 aJipecy:

® https://en.opensuse.org/SDB:System_upgrade <

® https://doc.opensuse.org/documentation/leap/startup/html/book.opensuse.startup/cha-

update-osuse.html <

Additionally, check Pazdesn 3, «<Removed and deprecated packages and features».

3 Removed and deprecated packages and features

3.1 Deprecated packages and features

YcTapesie nakeTsl O-IpeXHeMy IOCTaBJIAITCA KaK 4aCcTh AUCTPUOYTHUBA, HO OyAyT yAasIeHbl
B cieaytomieii Bepcuu openSUSE Leap. OHu cymiecTBYIOT AJiA o6jierieHus MUTpalyuu, HO MX

HCIIOJIb30BAaHME HE PEKOMEHAYETCA N OAJIAd HUX MOT'YT OTCYTCTBOBATh OOHOBJIEHUS.

YTOoOBI NPOBEPUTH, UMEIOT JIU NOAAEPKKY yCTAaHOBJIEHHbIE [TaKeThl, yOeAUTeCh YTO YCTaHOBJIEH

lifecycle-data-openSUSE, a 3aTeM HCIIOJIb3yHiTEe KOMaHAY:

zypper lifecycle
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3.2 Removed packages and features

V,E[af[éHHbIe naxkeTnl 60Jiee He IOCTaBJIAIOTCA KaK 4acTh ,E[I/ICTpI/IGYTI/IBa.

¢ libqt4 and kdelibs4 have been removed because they were unmaintained and had

security issues. For more information, see Pasdes 5.1, «<KDE 4 and Qt4 have been removed».

4 Drivers and hardware

4.1 Secure Boot: third-party drivers need to be properly signed

openSUSE Leap 15.2 and later enable a kernel module signature check for third-party drivers
(CONFIG_MODULE SIG=y). This is an important security measure to avoid untrusted code

running in the kernel.

This may prevent third-party kernel modules from being loaded if UEFI Secure Boot is enabled.
Kernel Module Packages (KMPs) from the official openSUSE repositories are not affected,
because the modules they contain are signed with the openSUSE key. The signature check has

the following behavior:

® Kernel modules that are unsigned or signed with a key that is either known as untrusted

or cannot be verified against the system's trusted key data base will be blocked.

It is possible to generate a custom certificate, enroll it into the system's Machine Owner Key
(MOK) data base, and sign locally compiled kernel modules with this certificate's key. Modules
signed in this manner will neither be blocked nor cause warnings. See https://en.opensuse.org/
openSUSE:UEFI <.

Since this also affects NVIDIA graphics drivers, we addressed this in our official packages for
openSUSE. However, you need to manually enroll a new MOK key after installation to make
the new packages work. For instructions how to install the drivers and enroll the MOK key, see

https://en.opensuse.org/SDB:NVIDIA_drivers#Secureboot <.

5 Pabounii cton

This section lists desktop issues and changes in openSUSE Leap 15.3.
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5.1 KDE 4 and Qt4 have been removed

KDE 4 packages are no longer part of openSUSE Leap 15.3. Update your system to Plasma 5 and
Qt 5. Some Qt 4 packages may still remain for compatibility reasons. For more information, see

https://bugzilla.opensuse.org/show_bug.cgi?id=1179613 4.

6 More information and feedback

Yurats Qaitiel README Ha yCTaHOBOYHOM HOCHUTEJIE.

¢ [TpocMoTpeTh MOAPOOHBIH XKypHAJI M3MeHeHNI KOHKPeTHOro nakera u3 ero RPM:
rpm --changelog -qp MMA_QAMJIA. rpm

3amenute VMA OAWIA Ba nMsa nakera RPM.

¢ XpOHOJIOTMYeCKUI )KypHaJl BceX U3MeHeHU! B OOHOBJIEHHBIX ITaKeTax MpUBeIEH B ¢aiiie

ChangelLog Ha BepxHEM ypOBHE JIMCKa.
® BoJblle cBeeHUN Bbl HalEéTe B KaTajore docu Ha JHCKe.
® JlonmoJsiHUTeJIbHAasA U OOHOBJIEHHAA AOKYMeHTAlUA no aagpecy https://doc.opensuse.org/ .

® [locnennue HoBocTu OT openSUSE 1o agpecy https://www.opensuse.org A.

Astopckue npasa © SUSE LLC
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