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(v,

Welcome to the WildFly Documentation. The documentation for WildFly is split into two categories:
* Administrator Guides for those wanting to understand how to install and configure the server
® Developer Guides for those wanting to understand how to develop applications for the server

There is also the WildFly Model Reference that provides information about all subsystem configuration
options generated directly from the management model.
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1 Administrator Guides

® The Getting Started Guide shows you how to install and start the server, how to configure logging,
how to deploy an application, how to deploy a datasource, and how to get started using the command
line interface and web management interface

® The Admin Guide provides detailed information on using the CLI and Web Management interface,
how to use the domain configuration, and shows you how to configure key subsystems

® The High Availability Guide shows you how to create a cluster, how configure the web container and
EJB container for clustering, and shows you how to configure load balancing and failover
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2 Developer Guides

® The Getting Started Developing Applications Guide shows you how to build Java EE applications and
deploy them to WildFly. The guide starts by showing you the simplest helloworld application using just
Servlet and CDI, and then adds in JSF, persistence and transactions, EJB, Bean Validation, RESTful
web services and more. You'll also discover how to deploy an OSGi bundle to WildFly. Finally, you'll
get the opportunity to create your own skeleton project. Each tutorial is accompanied by a quickstart,
which contains the source code, deployment descriptors and a Maven based build.

® The Developer Guide (in progress) takes you through every deployment descriptor and every
annotation offered by WildFly.

® The JavaEE 6 Tutorial (in progress) builds on what you learnt in the Getting Started Developing
Applications Guide, and shows you how to build a complex application using Java EE and portable
extensions.

®* The Extending WildFly guide walks you through creating a new WildFly subsystem extension, in order
to add more functionality to WildFly, and shows how to test it before plugging it into WildFly.
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3 Quickstarts

WildFly comes with a number of quickstarts, examples which introduce to a particular technology or feature
of the application server. The Contributing a Quickstart section of the documentation details the available
quickstarts
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4 More Resources

® Glossary

® WildFly project page
® WildFly issue tracker
® WildFly user forum
® WildFly wiki

® WildFly source
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5 Admin Guide

® Target audience
®* Prerequisites
® Examples in this guide
® Management clients
®* \Web Management Interface

HTTP Management Endpoint
Accessing the web console
Default HTTP Management Interface Security

® Command Line Interface
® Configuration Files

Standalone Server Configuration File
Managed Domain Configuration Files
® Host Specific Configuration - host . xm
® Domain Wide Configuration - domai n. xmi

® Core management concepts
® Operating modes

Standalone Server
Managed Domain
® Host
® Host Controller
® Domain Controller
® Server Group
® Server

® Deciding between running standalone servers or a managed domain
® General configuration concepts

Extensions

Profiles and Subsystems

Paths

Interfaces

Socket Bindings and Socket Binding Groups
System Properties

®* Management resources

Address

Operations

Attributes

Children

Descriptions

Comparison to JMX MBeans

Basic structure of the management resource trees
® Standalone server
® Managed domain
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® Configuring interfaces and ports
® Interface declarations
® The -b command line argument
® Socket Binding Groups
® |Pv4 versus IPv6
® Stack and address preference
® |P address literals
¢ Administrative security
® Security realms
® General Structure
® Using a Realm
® Inbound Connections
® Management Interfaces
® Remoting Subsystem
® Qutbound Connections
¢ Remoting Subsystem
® Slave Host Controller
® Authentication
® Authorization
® Qut Of The Box Configuration
® Management Realm
¢ Application Realm
® Authentication
® Authorization
® other security domain
® add-user.sh
® Adding a User
® A Management User
® |nteractive Mode
® Non-Interactive Mode
® An Application User
® |nteractive Mode
®* Non-Interactive Mode
® Updating a User
* A Management User
® |nteractive Mode
® Non-Interactive Mode
®* An Application User
® |nteractive Mode
® Non-Interactive Mode
® Community Contributions
®* JMX Security
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¢ Detailed Configuration
® <server-identities />
® <ss| />
® <secret />
® <authentication />
® <truststore />
® <|ocal />
® <jaas />
® <|dap />
® <usernane-filter />
® <advanced-filter />
® <properties />
® <users />
® <authorization />
® <properties />
® <out bound-connection />
® <ldap />
® Plug Ins
¢ AuthenticationPlugin
® PasswordCredential
¢ DigestCredential
® ValidatePasswordCredential
¢ AuthorizationPlugin
® PluginConfigurationSupport
® |nstalling and Configuring a Plug-In
¢ PluginProvider
® Package as a Module
® The AuthenticationPlugin
® The AuthorizationPlugin
® Forcing Plain Text Authentication
® Example Configurations
® | DAP Authentication
® Enable SSL
® Add Client-Cert to SSL
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® Authorizing management actions with Role Based Access Control
® Access Control Providers
® RBAC provider overview
®* RBAC roles
® Access control constraints
® Addressing a resource
® Switching to the "rbac" provider
® Mapping users and groups to roles
® Mapping individual users
® User groups
® Mapping groups to roles
® |ncluding all authenticated users in a role
® Excluding users and groups
® Users who map to multiple roles
® Adding custom roles in a managed domain
® Server group scoped roles
® Host scoped roles
® Using the admin console to create scoped roles
® Configuring constraints
® Configuring sensitivity
® Sensitive resources, attributes and operations
¢ Classifications with broad use
® Values with security vault expressions
® Configuring "Deployer"” role access
® Application classifications shipped with WildFly
®* RBAC effect on administrator user experience
¢ Admin console
® CLI
® Description of access control constraints in the management model metadata
® | earning about your own role mappings
® "Run-as" capability for SuperUsers
® CLIl run-as
¢ Admin console run-as
® Using run-as roles with the "simple" access control provider
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® Application deployment
®* Managed Domain
® Deployment Commands
® Exploded managed deployments
® XML Configuration File
® Standalone Server
® Deployment Commands
® Deploying Using the Deployment Scanner
® Deployment Scanner Modes
®* Marker Files
®* Managed and Unmanaged Deployments
¢ Content Repository
®* Unmanaged Deployments
® Deployment overlays
® (Creating a deployment overlay
® Subsystem configuration
® EE Subsystem Configuration
® Overview
® Java EE Application Deployment
® Global Modules
® EAR Subdeployments Isolation
®* Property Replacement
® Spec Descriptor Property Replacement
® JBoss Descriptor Property Replacement
® Annotation Property Replacement
® EE Concurrency Utilities
® Context Services
® Managed Thread Factories
® Managed Executor Services
®* Managed Scheduled Executor Services
® Default EE Bindings
®* Naming
®* Overview
® Global Bindings Configuration
® Simple Bindings
® Object Factories
® External Context Federation
®* Remote JNDI Configuration
¢ Data sources
® JDBC Driver Installation
® Datasource Definitions
® Using security domains
®* Component Reference
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® Logging
®* Overview
® Attributes
® add- 1 oggi ng- api - dependenci es
® use-depl oynment - | oggi ng-config
® Per-deployment Logging
® Logging Profiles
® Default Log File Locations
®* Managed Domain
® Standalone Server
® Filter Expressions
® List Log Files and Reading Log Files
® List Log Files
® Read Log File
* FAQ
® Why is there al oggi ng. properti es file?
* Web (Undertow)
® Buffer cache configuration
® Server configuration
® Connector configuration
¢ Common settings
® HTTP Connector
® HTTPS listener
® AJP listener
® Host configuration
® Servlet container configuration
® JSP configuration
® Session Cookie Configuration
® Persistent Session Configuration
®* Messaging
® Required Extension
¢ Connectors
¢ JMS Connection Factories
® JMS Queues and Topics
® Dead Letter & Redelivery
® Security Settings for Artemis addresses and JMS destinations
® Security Domain for Users
® Using the Elytron Subsystem
® Cluster Authentication
® Deployment of -jms.xml files
* JMS Bridge
® Modules for other messaging brokers
® Configuration
®* Management commands
® Component Reference
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® Security

® Structure of the Security Subsystem
® Authentication Manager
® Authorization Manager
® Audit Manager
® Mapping Manager
® Security Subsystem Configuration
® security-management
® subject-factory
® security-domains

authentication
authentication-jaspi
authorization
mapping

audit

jsse

® security-properties

®* Web services

® Structure of the webservices subsystem
® Published endpoint address
®* Predefined endpoint configurations

Endpoint configs
Handler chains
Handlers

® Runtime information
® Component Reference

® Resource adapters

® Resource Adapter Definitions
® Using security domains

® Automatic activation of resource adapter archives

® Component Reference

® Qverview

® Default Subsystem Configuration

® Security

® Deployment Descriptors
® Deployment Resources
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* JSF
®* Overview
® |nstalling a new JSF implementation manually
® Add a module slot for the new JSF implementation JAR
® Add a module slot for the new JSF API JAR
® Add a module slot for the JSF injection JAR
® For MyFaces only - add a module for the commons-digester JAR
® Start the server
® Changing the default JSF implementation
® Configuring a JSF app to use a non-default JSF implementation
* JMX
® Audit logging
® JSON Formatter
® Deployment Scanner
® Core Management
®* Overview
® Lifecycle listener
® Configuration changes
¢ Simple configuration subsystems
® Domain setup
¢ Domain Controller Configuration
® Host Controller Configuration
® Server groups
® Servers
* JVM
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® Other management tasks
® Controlling operation via command line parameters
® System properties
® Controlling filesystem locations with system properties
¢ Standalone
® Managed Domain
¢ Other command line parameters
¢ Standalone
® Managed Domain
¢ Common parameters
¢ Controlling the Bind Address with -b
® Controlling the Default Multicast Address with -u
® Suspend, resume and graceful shutdown
® Core Concepts
® Starting Suspended
®* The Request Controller Subsystem
® Subsystem Integrations
¢ Standalone Mode
®* Domain Mode
® Starting & stopping Servers in a Managed Domain
Controlling JVM settings
®* Managed Domain
® Standalone Server
® Administrative audit logging
¢ JSON Formatter
®* Handlers
® File handler
® Syslog handler
* UDP
* TCP
®* TLS
® TLS with Client certificate authentication.
® | ogger configuration
® Domain Mode (host specific configuration)
® Canceling management operations
® The cancel - non- pr ogr essi ng- oper at i on operation

® Thefind-non-progressi ng-operati on operation
® Examining the status of an active operation
® Canceling a specific operation
® Controlling operation blocking time
® Configuration file history
® Snapshots
® Subsequent Starts
® Management API reference
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® Global operations

® Detyped management and the jboss-dmr library

The r ead- r esour ce operation
The read- at t ri but e operation
Thewrite-attribute operation
The undefi ne-attri but e operation
The | i st - add operation

The l i st -renpve operation
The | i st - get operation
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The map- get operation
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The read- chi | dr en-t ypes operation

The r ead- chi | dr en- nanes operation

The r ead- chi | dr en-r esour ces operation
The read- attri but e- gr oup operation

The read- attri but e- gr oup- nanes operation

Standard Operations
® The add operation
® The r enpbve operation

ModelNode and ModelType
® Basic Model Node manipulation
® Lists
® Properties
® ModelType.OBJECT
®* ModelType.EXPRESSION
®* ModelType. TYPE
® Full list of Model Node types

® Text representation of a Model Node
® JSON representation of a Model Node

® Description of the Management Model

® Description of the WildFly Managed Resources

® Description of an Attribute
® Description of an Operation

® Description of an Operation Parameter or Return Value

® Arbitrary Descriptors

® Description of Parent/Child Relationships
® Applying Updates to Runtime Services
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® The native management API

Native Management Client Dependencies

® Working with a Model Control | erC i ent

® CLI Recipes

® Creating the Model Control | erC i ent
® (Creating an operation request object
® Execute the operation and manipulate the result:
® Close the Model Control l erC i ent
Format of a Detyped Operation Request
® Simple Operations
® Operation Headers
® Composite Operations
® Operations with a Rollout Plan
¢ Default Rollout Plan
® Creating and reusing a Rollout Plan
Format of a Detyped Operation Response
® Simple Responses
® Response Headers
® Basic Composite Operation Responses
® Multi-Server Responses

®* Properties

Adding, reading and removing system property using CLI
Overview of all system properties

® Configuration

List Subsystems

List description of available attributes and childs

View configuration as XML for domain model or host model
Take a snapshot of what the current domain is

Take the latest snapshot of the host.xml for a particular host
How to get interface address

® Runtime

Get all configuration and runtime details from CLI

® Scripting

Windows and "Press any key to continue ..." issue

® Statistics

Read statistics of active datasources

® Deployment

Undeploying and redeploying multiple deployments
Incremental deployment with the CLI
® Notes for server side operation Handler implementors

® Downloading files with the CLI
® All WildFly documentation
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5.1 Target audience

This document is a guide to the setup, administration, and configuration of WildFly.

5.1.1 Prerequisites

Before continuing, you should know how to download, install and run WildFly. For more information on these
steps, refer here: Getting Started Guide.

5.1.2 Examples in this guide

The examples in this guide are largely expressed as XML configuration file excerpts, or by using a
representation of the de-typed management model.

5.2 Management clients

WildFly offers three different approaches to configure and manage servers: a web interface, a command line
client and a set of XML configuration files. Regardless of the approach you choose, the configuration is
always synchronized across the different views and finally persisted to the XML files.

5.2.1 Web Management Interface

The web interface is a GWT application that uses the HTTP management API to configure a management
domain or standalone server.
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HTTP Management Endpoint

The HTTP API endpoint is the entry point for management clients that rely on the HTTP protocol to integrate
with the management layer. It uses a JSON encoded protocol and a de-typed, RPC style API to describe
and execute management operations against a managed domain or standalone server. It's used by the web
console, but offers integration capabilities for a wide range of other clients too.

The HTTP API endpoint is co-located with either the domain controller or a standalone server. By default, it
runs on port 9990:

<managenent -i nterf aces>

[...]

<http-interface security-real =" Managenent Real ni' >
<socket - bi ndi ng http="managenent-http"/>
</http-interface>
<managenent -i nterfaces>

(See standalone/configuration/standalone.xml or domain/configuration/host.xml)

The HTTP API Endpoint serves two different contexts. One for executing management operations and
another one that allows you to access the web interface:

® Domain API: http://<host>:9990/management
®* Web Console: http://<host>:9990/console

Accessing the web console

The web console is served through the same port as the HTTP management API. It can be accessed by
pointing your browser to:

® http://<host>:9990/console

) Default URL

By default the web interface can be accessed here: http://localhost:9990/console.

Default HTTP Management Interface Security

WildFly is distributed secured by default. The default security mechanism is username / password based
making use of HTTP Digest for the authentication process.

The reason for securing the server by default is so that if the management interfaces are accidentally
exposed on a public IP address authentication is required to connect - for this reason there is no default user
in the distribution.

If you attempt to connect to the admin console before you have added a user to the server you will be
presented with the following screen.
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Welcome to WildFly

Your WildFiy Application Server is running

The user are stored in a properties file called mgmt-users.properties under standalone/configuration and
domain/configuration depending on the running mode of the server, these files contain the users username
along with a pre-prepared hash of the username along with the name of the realm and the users password.

. Although the properties files do not contain the plain text passwords they should still be guarded as
the pre-prepared hashes could be used to gain access to any server with the same realm if the
same user has used the same password.
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To manipulate the files and add users we provide a utility add-user.sh and add-user.bat to add the users and
generate the hashes, to add a user you should execute the script and follow the guided process.

darranl®localhost: ~/links/ JBoss7/bin

Eile Edit WView Search Terminal Help
[|1||1||1. |1. 11.|| =t |l||]| e 1||"|'—|.'||

--||1t t| E T LUsel I you l|| t 1||:
3) Management User (mgmt-users.propertles
b) Application User (application-users.properties

= | " A

Enter tll_ |—t1i-|.' T tll_ ne user ti 1||.

Realm (ManagementRealm

Username : darranl

Password :

Re-enter Password :

About to add user 'darranl' for realm 'ManagementRealm'

Is this correct yes/no? )

Added user 'darranl' to file '/home/darranl/src/jbossas7?/jboss-as/build/target/]

boss-as-7.2.0.ALphal-SNAPSHOT /standalone/configuration/mgmt- users.properties’

Added user 'darranl' to file '/homesdarranl/src/jbossas?/jboss-as/bulld/target/]

boss-as-7.2.0.Alphal- SMNAPSHOT fdomain/configuration/mgmt-users.properties’

Is this new user golng to be used for one AS process t nnect to another AS pr
e55 2.9J. '1.1 = | |I|1i|| ||t|'-|.-|.—|:

yes/snod n

[|1|| 1||1. |1. 11.|| =t |l||]| I

The full details of the add-user utility are described later but for the purpose of accessing the management
interface you need to enter the following values: -

® Type of user - This will be a 'Management User' to selection option a.

® Realm - This MUST match the realm name used in the configuration so unless you have changed the
configuration to use a different realm name leave this set as 'ManagementRealm'.

® Username - The username of the user you are adding.

® Password - The users password.

Provided the validation passes you will then be asked to confirm you want to add the user and the properties
files will be updated.

For the final question, as this is a user that is going to be accessing the admin console just answer 'n' - this
option will be described later for adding slave host controllers that authenticate against a master domain
controller but that is a later topic.

Updates to the properties file are picked up in real time so either click 'Try Again' on the error page that was
displayed in the browser or navigate to the console again and you should then be prompted to enter the
username and password to connect to the server.
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5.2.2 Command Line Interface

The Command Line Interface (CLI) is a management tool for a managed domain or standalone server. It
allows a user to connect to the domain controller or a standalone server and execute management
operations available through the de-typed management model.

Details on how to use the CLI can be found in the Command Line Interface page.

5.2.3 Configuration Files

WildFly stores its configuration in centralized XML configuration files, one per server for standalone servers
and, for managed domains, one per host with an additional domain wide policy controlled by the master
host. These files are meant to be human-readable and human editable.

&) The XML configuration files act as a central, authoritative source of configuration. Any configuration
changes made via the web interface or the CLI are persisted back to the XML configuration files. If
a domain or standalone server is offline, the XML configuration files can be hand edited as well,
and any changes will be picked up when the domain or standalone server is next started. However,
users are encouraged to use the web interface or the CLI in preference to making offline edits to
the configuration files. External changes made to the configuration files while processes are
running will not be detected, and may be overwritten.

Standalone Server Configuration File

The XML configuration for a standalone server can be found in the st andal one/ confi gurati on
directory. The default configuration file is st andal one/ confi gur ati on/ st andal one. xni .

The st andal one/ confi gur at i on directory includes a number of other standard configuration files, e.g.
st andal one-ful | . xnl , st andal one- ha. xm and st andal one-ful | - ha. xm each of which is
similar to the default st andal one. xni file but includes additional subsystems not present in the default
configuration. If you prefer to use one of these files as your server configuration, you can specify it with the €
or -server-config command line argument:

® bi n/standal one. sh -c=standal one-full.xmn
® bi n/standal one. sh --server-config=standal one-ha. xm

Managed Domain Configuration Files

In a managed domain, the XML files are found in the dorai n/ confi gur at i on directory. There are two
types of configuration files — one per host, and then a single domain-wide file managed by the master host,
aka the Domain Controller. (For more on the types of processes in a managed domain, see Operating
modes.)

JBoss Community Documentation Page 40 of 2293



Latest WildFly Documentation

Host Specific Configuration — host.xml

When you start a managed domain process, a Host Controller instance is launched, and it parses its own
configuration file to determine its own configuration, how it should integrate with the rest of the domain, any
host-specific values for settings in the domain wide configuration (e.g. IP addresses) and what servers it
should launch. This information is contained in the host-specific configuration file, the default version of
which is domai n/ confi gurati on/ host. xm .

Each host will have its own variant host . xim , with settings appropriate for its role in the domain. WildFly
ships with three standard variants:

host-master.xml A configuration that specifies the Host Controller should become the master, aka the
Domain Controller. No servers will be started by this Host Controller, which is a
recommended setup for a production master.

host-slave.xml A configuration that specifies the Host Controller should not become master and instead
should register with a remote master and be controlled by it. This configuration launches
servers, although a user will likely wish to modify how many servers are launched and
what server groups they belong to.

host.xml The default host configuration, tailored for an easy out of the box experience
experimenting with a managed domain. This configuration specifies the Host Controller
should become the master, aka the Domain Controller, but it also launches a couple of
servers.

Which host-specific configuration should be used can be controlled via the _--host-config_ command line
argument:

$ bi n/donmi n. sh --host-config=host-master.xm
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Domain Wide Configuration — domain.xml

Once a Host Controller has processed its host-specific configuration, it knows whether it is configured to act
as the master Domain Controller. If it is, it must parse the domain wide configuration file, by default located
at domai n/ confi gur ati on/ domai n. xm . This file contains the bulk of the settings that should be applied
to the servers in the domain when they are launched — among other things, what subsystems they should
run with what settings, what sockets should be used, and what deployments should be deployed.

Which domain-wide configuration should be used can be controlled via the _--domain-config_ command line
argument:

$ bi n/domai n. sh --donmai n- confi g=domai n- pr oducti on. xm

That argument is only relevant for hosts configured to act as the master.

A slave Host Controller does not usually parse the domain wide configuration file. A slave gets the domain
wide configuration from the remote master Domain Controller when it registers with it. A slave also will not
persist changes to a domai n. xri file if one is present on the filesystem. For that reason it is recommended
that no donai n. xm be kept on the filesystem of hosts that will only run as slaves.

A slave can be configured to keep a locally persisted copy of the domain wide configuration and then use it
on boot (in case the master is not available.) See --backup and --cached-dc under Command line
parameters.

5.3 Core management concepts

5.3.1 Operating modes

WildFly can be booted in two different modes. A managed domain allows you to run and manage a
multi-server topology. Alternatively, you can run a standalone server instance.

Standalone Server

For many use cases, the centralized management capability available via a managed domain is not
necessary. For these use cases, a WildFly instance can be run as a "standalone server". A standalone
server instance is an independent process, much like an JBoss Application Server 3, 4, 5, or 6 instance is.
Standalone instances can be launched via the st andal one. sh or st andal one. bat launch scripts.

If more than one standalone instance is launched and multi-server management is desired, it is the user's
responsibility to coordinate management across the servers. For example, to deploy an application across all
of the standalone servers, the user would need to individually deploy the application on each server.

It is perfectly possible to launch multiple standalone server instances and have them form an HA cluster, just
like it was possible with JBoss Application Server 3, 4, 5 and 6.
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Managed Domain

One of the primary new features of WildFly is the ability to manage multiple WildFly instances from a single
control point. A collection of such servers is referred to as the members of a "domain" with a single Domain
Controller process acting as the central management control point. All of the WildFly instances in the domain
share a common management policy, with the Domain Controller acting to ensure that each server is
configured according to that policy. Domains can span multiple physical (or virtual) machines, with all
WildFly instances on a given host under the control of a special Host Controller process. One Host Controller
instance is configured to act as the central Domain Controller. The Host Controller on each host interacts
with the Domain Controller to control the lifecycle of the application server instances running on its host and
to assist the Domain Controller in managing them.

When you launch a WildFly managed domain on a host (via the domai n. sh or domai n. bat launch scripts)
your intent is to launch a Host Controller and usually at least one WildFly instance. On one of the hosts the
Host Controller should be configured to act as the Domain Controller. See Domain Setup for details.

The following is an example managed domain topology:

Host 2
HostController 5| Server =]
- - - - - - - === = B -
|
| IISenrerGroup A'\\
| I |
| | |
| 1 I
i Host3 /
Host1 Server ]
Host Controller =] A
acting as . s _| HostController =
Domain Controller
Server =]
' — — — 3
| 7 T
| J ServerGroup B 4,
| i ]
| | I
Host 4

| u ,
I [
| HostController =] Server =]

——————————— = - — — >

Host

Each "Host" box in the above diagram represents a physical or virtual host. A physical host can contain zero,
one or more server instances.

JBoss Community Documentation Page 43 of 2293



Latest WildFly Documentation

Host Controller

When the domain.sh or domain.bat script is run on a host, a process known as a Host Controller is
launched. The Host Controller is solely concerned with server management; it does not itself handle
application server workloads. The Host Controller is responsible for starting and stopping the individual
application server processes that run on its host, and interacts with the Domain Controller to help manage
them.

Each Host Controller by default reads its configuration from the donai n/ confi gur ati on/ host . xnl file
located in the unzipped WildFly installation on its host's filesystem. The host . xnl file contains configuration
information that is specific to the particular host. Primarily:

® the listing of the names of the actual WildFly instances that are meant to run off of this installation.

® configuration of how the Host Controller is to contact the Domain Controller to register itself and
access the domain configuration. This may either be configuration of how to find and contact a remote
Domain Controller, or a configuration telling the Host Controller to itself act as the Domain Controller.

® configuration of items that are specific to the local physical installation. For example, hamed interface
definitions declared in domai n. xm (see below) can be mapped to an actual machine-specific IP
address in host . xm . Abstract path names in dormai n. xm can be mapped to actual filesystem
paths in host . xm .

Domain Controller

One Host Controller instance is configured to act as the central management point for the entire domain, i.e.
to be the Domain Controller. The primary responsibility of the Domain Controller is to maintain the domain's
central management policy, to ensure all Host Controllers are aware of its current contents, and to assist the
Host Controllers in ensuring any running application server instances are configured in accordance with this
policy. This central management policy is stored by default in the donai n/ confi gur ati on/ domai n. xm
file in the unzipped WildFly installation on Domain Controller's host's filesystem.

A domai n. xm file must be located in the domai n/ confi gur at i on directory of an installation that's
meant to run the Domain Controller. It does not need to be present in installations that are not meant to run a
Domain Controller; i.e. those whose Host Controller is configured to contact a remote Domain Controller.
The presence of a domai n. xm file on such a server does no harm.

The domai n. xnl file includes, among other things, the configuration of the various "profiles" that WildFly
instances in the domain can be configured to run. A profile configuration includes the detailed configuration
of the various subsystems that comprise that profile (e.g. an embedded JBoss Web instance is a subsystem;
a JBoss TS transaction manager is a subsystem, etc). The domain configuration also includes the definition
of groups of sockets that those subsystems may open. The domain configuration also includes the definition
of "server groups":
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Server Group

A server group is set of server instances that will be managed and configured as one. In a managed domain
each application server instance is a member of a server group. (Even if the group only has a single server,
the server is still a member of a group.) It is the responsibility of the Domain Controller and the Host
Controllers to ensure that all servers in a server group have a consistent configuration. They should all be
configured with the same profile and they should have the same deployment content deployed.

The domain can have multiple server groups. The above diagram shows two server groups, "ServerGroupA"
and "ServerGroupB". Different server groups can be configured with different profiles and deployments; for
example in a domain with different tiers of servers providing different services. Different server groups can
also run the same profile and have the same deployments; for example to support rolling application
upgrade scenarios where a complete service outage is avoided by first upgrading the application on one
server group and then upgrading a second server group.

An example server group definition is as follows:

<server-group name="mai n-server-group" profile="default">
<socket - bi ndi ng- group ref="standard-sockets"/>
<depl oynent s>
<depl oynment nane="foo.war_v1" runtinme-name="foo.war" />
<depl oyment name="bar.ear" runtine-nane="bar.ear" />
</ depl oynent s>
</ server - group>

A server-group configuration includes the following required attributes:

® name -- the name of the server group
® profile -- the name of the profile the servers in the group should run

In addition, the following optional elements are available:

® socket-binding-group -- specifies the name of the default socket binding group to use on servers in
the group. Can be overridden on a per-server basis in host . xn . If not provided in the
server - gr oup element, it must be provided for each server in host . xm .

* deployments -- the deployment content that should be deployed on the servers in the group.

* deployment-overlays -- the overlays and their associated deployments.

® system-properties -- system properties that should be set on all servers in the group

® jvm -- default jvm settings for all servers in the group. The Host Controller will merge these settings
with any provided in host . xm to derive the settings to use to launch the server's JVM. See JVM
settings for further details.
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Server

Each "Server" in the above diagram represents an actual application server instance. The server runs in a
separate JVM process from the Host Controller. The Host Controller is responsible for launching that
process. (In a managed domain the end user cannot directly launch a server process from the command
line.)

The Host Controller synthesizes the server's configuration by combining elements from the domain wide
configuration (from donai n. xm ) and the host-specific configuration (from host . xm ).

Deciding between running standalone servers or a managed domain

Which use cases are appropriate for managed domain and which are appropriate for standalone servers? A
managed domain is all about coordinated multi-server management -- with it WildFly provides a central point
through which users can manage multiple servers, with rich capabilities to keep those servers' configurations
consistent and the ability to roll out configuration changes (including deployments) to the servers in a
coordinated fashion.

It's important to understand that the choice between a managed domain and standalone servers is all about
how your servers are managed, not what capabilities they have to service end user requests. This distinction
is particularly important when it comes to high availability clusters. It's important to understand that HA
functionality is orthogonal to running standalone servers or a managed domain. That is, a group of
standalone servers can be configured to form an HA cluster. The domain and standalone modes determine
how the servers are managed, not what capabilities they provide.

So, given all that:

® A single server installation gains nothing from running in a managed domain, so running a standalone
server is a better choice.

® For multi-server production environments, the choice of running a managed domain versus
standalone servers comes down to whether the user wants to use the centralized management
capabilities a managed domain provides. Some enterprises have developed their own sophisticated
multi-server management capabilities and are comfortable coordinating changes across a number of
independent WildFly instances. For these enterprises, a multi-server architecture comprised of
individual standalone servers is a good option.

®* Running a standalone server is better suited for most development scenarios. Any individual server
configuration that can be achieved in a managed domain can also be achieved in a standalone
server, so even if the application being developed will eventually run in production on a managed
domain installation, much (probably most) development can be done using a standalone server.

® Running a managed domain mode can be helpful in some advanced development scenarios; i.e.
those involving interaction between multiple WildFly instances. Developers may find that setting up
various servers as members of a domain is an efficient way to launch a multi-server cluster.

5.3.2 General configuration concepts

For both a managed domain or a standalone server, a number of common configuration concepts apply:

JBoss Community Documentation Page 46 of 2293



Latest WildFly Documentation

Extensions

An extension is a module that extends the core capabilities of the server. The WildFly core is very simple
and lightweight; most of the capabilities people associate with an application server are provided via
extensions. An extension is packaged as a module in the nodul es folder. The user indicates that they want
a particular extension to be available by including an <ext ensi on/ > element naming its module in the
domai n. xm or st andal one. xmi file.

<ext ensi ons>

[...]

<ext ensi on nodul e="org.jboss. as.transacti ons"/>
<ext ensi on nodul e="org.j boss. as. webservi ces" />
<ext ensi on nodul e="org.j boss. as. wel d" />

[..-1]
<ext ensi on nodul e="org.w | df | y. ext ensi on. undert ow'/ >
</ ext ensi ons>

Profiles and Subsystems

The most significant part of the configuration in domai n. xm and st andal one. xm is the configuration of
one (in st andal one. xm ) or more (in domai n. xm ) "profiles”. A profile is a named set of subsystem
configurations. A subsystem is an added set of capabilities added to the core server by an extension (see
"Extensions" above). A subsystem provides servlet handling capabilities; a subsystem provides an EJB
container; a subsystem provides JTA, etc. A profile is a named list of subsystems, along with the details of
each subsystem's configuration. A profile with a large number of subsystems results in a server with a large
set of capabilities. A profile with a small, focused set of subsystems will have fewer capabilities but a smaller
footprint.

The content of an individual profile configuration looks largely the same in donai n. xm and

st andal one. xn . The only difference is st andal one. xm is only allowed to have a single profile element
(the profile the server will run), while dorai n. xm can have many profiles, each of which can be mapped to
one or more groups of servers.

The contents of individual subsystem configurations look exactly the same between donai n. xm and
st andal one. xmi .

Paths

A logical name for a filesystem path. The donai n. xnml , host . xm and st andal one. xm configurations
all include a section where paths can be declared. Other sections of the configuration can then reference
those paths by their logical name, rather than having to include the full details of the path (which may vary on
different machines). For example, the logging subsystem configuration includes a reference to the "

j boss. server. | og. di r" path that points to the server's "l og" directory.
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<file relative-to="jboss.server.log.dir" path="server.|og"/>

WildFly automatically provides a number of standard paths without any need for the user to configure them

in a configuration file:

® j boss. hone.dir - the root directory of the WildFly distribution

® user. home - user's home directory

® user. dir -user's current working directory

® java. hone - java installation directory

® jboss. server.
® jboss. server.
® jboss. server.
® | boss. server.
® | boss. server.

base. di r - root directory for an individual server instance

confi g. dir -directory the server will use for configuration file storage
dat a. di r - directory the server will use for persistent data file storage
| og. di r - directory the server will use for log file storage

t enmp. di r - directory the server will use for temporary file storage

® jboss.controller.tenp. dir -directory the server will use for temporary file storage
® jboss. donmain. servers. dir - directory under which a host controller will create the working area
for individual server instances (managed domain mode only)

Users can add their own paths or override all except the first 5 of the above by adding a <pat h/ > element
to their configuration file.

<pat h nane="exanpl e"

The attributes are:

pat h="exanpl e" rel ative-to="j boss. server.data.dir"/>

®* nane -- the name of the path.

® pat h -- the actual filesystem path. Treated as an absolute path, unless the 'relative-to' attribute is

specified, in which case the value is treated as relative to that path.
® rel ative-to -- (optional) the name of another previously named path, or of one of the standard
paths provided by the system.

A <pat h/ > element in a domai n. xm need not include anything more than the nane attribute; i.e. it need

not include any information indicating what the actual filesystem path is:

<pat h nane="x"/>

Such a configuration simply says, "There is a path named 'x' that other parts of the donai n. xm
configuration can reference. The actual filesystem location pointed to by 'X' is host-specific and will be
specified in each machine's host . xm file." If this approach is used, there must be a path element in each

machine's host . xni that specifies what the actual filesystem path is:

<pat h nane="x" path="/var/x" />

JBoss Community Documentation Page 48 of 2293



Latest WildFly Documentation

A <pat h/ > element in a st andal one. xm must include the specification of the actual filesystem path.

Interfaces

A logical name for a network interface/IP address/host name to which sockets can be bound. The

domai n. xm , host . xm and st andal one. xm configurations all include a section where interfaces can
be declared. Other sections of the configuration can then reference those interfaces by their logical name,
rather than having to include the full details of the interface (which may vary on different machines). An
interface configuration includes the logical name of the interface as well as information specifying the criteria
to use for resolving the actual physical address to use. See Interfaces and ports for further details.

An <i nterface/ > elementin a domai n. xm need not include anything more than the nane attribute; i.e. it
need not include any information indicating what the actual IP address associated with the name is:

<interface nane="internal"/>

Such a configuration simply says, "There is an interface named 'internal’ that other parts of the domain.xml
configuration can reference. The actual IP address pointed to by ‘internal' is host-specific and will be
specified in each machine's host.xml file." If this approach is used, there must be an interface element in
each machine's host . xni that specifies the criteria for determining the IP address:

<interface nanme="internal">
<ni ¢ name="ethl"/>
</interface>

An <i nt erface/ > elementin a st andal one. xnl must include the criteria for determining the IP address.

Socket Bindings and Socket Binding Groups

A socket binding is a named configuration for a socket.

The domai n. xm and st andal one. xm configurations both include a section where named socket
configurations can be declared. Other sections of the configuration can then reference those sockets by their
logical name, rather than having to include the full details of the socket configuration (which may vary on
different machines). See Interfaces and ports for full details.
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System Properties

System property values can be set in a number of places in domai n. xn , host . xm and
st andal one. xnl . The values in st andal one. xm are set as part of the server boot process. Values in
domai n. xm and host . xnl are applied to servers when they are launched.

When a system property is configured in domai n. xm or host . xm , the servers it ends up being applied to
depends on where it is set. Setting a system property in a child element directly under the dorai n. xm root
results in the property being set on all servers. Setting it in a <syst em pr operty/ > element inside a
<server - group/ > element in domain.xml results in the property being set on all servers in the group.
Setting it in a child element directly under the host . xm root results in the property being set on all servers
controlled by that host's Host Controller. Finally, setting it in a <syst em pr opert y/ > element inside a
<server/>elementin host. xn result in the property being set on that server. The same property can be
configured in multiple locations, with a value in a <ser ver/ > element taking precedence over a value
specified directly under the host . xm root element, the value in a host . xni taking precedence over
anything from domai n. xm , and a value in a <ser ver - gr oup/ > element taking precedence over a value
specified directly under the domai n. xm root element.

5.3.3 Management resources

When WildFly parses your configuration files at boot, or when you use one of the AS's Management Clients
you are adding, removing or modifying management resources in the AS's internal management model. A
WildFly management resource has the following characteristics:
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Address

All WildFly management resources are organized in a tree. The path to the node in the tree for a particular
resource is its address. Each segment in a resource's address is a key/value pair:

® The key is the resource's type, in the context of its parent. So, for example, the root resource for a
standalone server has children of type subsyst em i nt er f ace, socket - bi ndi ng, etc. The
resource for the subsystem that provides the AS's webserver capability has children of type
connect or and vi rtual - server. The resource for the subsystem that provides the AS's
messaging server capability has, among others, children of type j ns- queue and j nms-t opi c.

® The value is the name of a particular resource of the given type, e.g web or nessagi ng for
subsystems or ht t p or ht t ps for web subsystem connectors.

The full address for a resource is the ordered list of key/value pairs that lead from the root of the tree to the
resource. Typical notation is to separate the elements in the address with a '/' and to separate the key and
the value with an '="

® /subsyst enrundertow server=defaul t-server/http-1istener=default
®* /subsyst emenmessagi ng/ j ms- queue=t est Queue
®* /interface=public

When using the HTTP API, a /' is used to separate the key and the value instead of an '="

® http://1ocal host: 9990/ managenent / subsyst enf undert ow server/ defaul t - server/ ht
® http://1ocal host: 9990/ managenent / subsyst enl messagi ng/ j ns- queue/ t est Queue
® http://1ocal host: 9990/ managenent /i nterface/ public

Operations

Querying or modifying the state of a resource is done via an operation. An operation has the following
characteristics:

® A string hame

® Zero or more named parameters. Each parameter has a string name, and a value of type
org.j boss. dnr. Model Node (or, when invoked via the CLI, the text representation of a
Mbdel Node; when invoked via the HTTP API, the JSON representation of a Mbodel Node.)
Parameters may be optional.

® A return value, which will be of type or g. j boss. dnr . Model Node (or, when invoked via the CLI, the
text representation of a Model Node; when invoked via the HTTP API, the JSON representation of a
Model Node.)

Every resource except the root resource will have an add operation and should have a r enove operation
("should" because in WildFly 8 many do not). The parameters for the add operation vary depending on the
resource. The r enobve operation has no parameters.
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There are also a number of "global” operations that apply to all resources. See Global operations for full
details.

The operations a resource supports can themselves be determined by invoking an operation: the

r ead- oper at i on- nanes operation. Once the name of an operation is known, details about its parameters
and return value can be determined by invoking the r ead- oper at i on- descri pti on operation. For
example, to learn the names of the operations exposed by the root resource for a standalone server, and
then learn the full details of one of them, via the CLI one would:
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[ standal one@ ocal host: 9990 /] :read- operation-nanes
{

"outconme" => "success",

"result" => |
"add- nanmespace",
"add- schema- | ocati on",
"del et e- snapshot ",
"full -repl ace-depl oynent ",
"list-snapshots",
"read-attribute",
"read- chil dren- nanes",
"read-children-resources",
"read-chil dren-types",
"read-config-as-xm",
"read- operation-description",
"read- oper ati on- names",
"read-resource",
"read-resource-description",
"rel oad",
"renove- nanespace",
"renove- schema-| ocation",
"repl ace-depl oynent",
"shut down",
"t ake- snapshot ",
"upl oad- depl oynent - byt es",
"upl oad- depl oynent - st r eant'
"upl oad- depl oynent -url ",
"val i dat e- addr ess",
"wite-attribute"

}
[ st andal one@ ocal host: 9990 /] :read-operation-description(nanme=upl oad-depl oynent-url)
{

"out cone" => "success",

"result" =>{

"operation-name" => "upl oad-depl oynent-url"

"description" => "Indicates that the deploynent content available at the included URL
shoul d be added to the depl oynent content repository. Note that this operation does not indicate
the content should be deployed into the runtine."

"request-properties" => {"url" => {

"type" => STRI NG
"description" => "The URL at which the deploynment content is available for upload to
the domain's or standal one server's depl oynent content repository.. Note that the URL nust be
accessible fromthe target of the operation (i.e. the Domain Controller or standal one server).",
"required" => true
"mn-length" => 1
"nillable" => fal se
1}
"reply-properties" => {
"type" => BYTES
"description" => "The hash of nanaged depl oynent content that has been upl oaded to
the donmmin's or standal one server's depl oynent content repository.",
"mn-1ength" => 20
"max-| ength" => 20
"nillable" => fal se
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See Descriptions below for more on how to learn about the operations a resource exposes.

Attributes

Management resources expose information about their state as attributes. Attributes have string name, and
a value of type or g. j boss. dnr . Model Node (or: for the CLI, the text representation of a Model Node; for
HTTP API, the JSON representation of a Mbdel Node.)

Attributes can either be read-only or read-write. Reading and writing attribute values is done via the global
read-attributeandwite-attribute operations.

The r ead- at t ri but e operation takes a single parameter "name" whose value is a the name of the
attribute. For example, to read the "port" attribute of a socket-binding resource via the CLI:

[ st andal one@ ocal host: 9990 /]
/ socket - bi ndi ng- gr oup=st andar d- socket s/ socket - bi ndi ng=htt ps: read-attri bute(name=port)

{

"out cone" => "success",
"result" => 8443

If an attribute is writable, the wri t e- at t ri but e operation is used to mutate its state. The operation takes
two parameters:

®* nane — the name of the attribute
* val ue —the value of the attribute

For example, to read the "port" attribute of a socket-binding resource via the CLI:

[ st andal one@ ocal host: 9990 /]
/ socket - bi ndi ng- gr oup=st andar d- socket s/ socket - bi ndi ng=https: write-attribute(name=port, val ue=8444) {
=> "success"}

Attributes can have one of two possible storage types:

®* CONFIGURATION — means the value of the attribute is stored in the persistent configuration; i.e. in
the domai n. xm , host . xm or st andal one. xm file from which the resource's configuration was
read.

®* RUNTIME - the attribute value is only available from a running server; the value is not stored in the
persistent configuration. A metric (e.g. number of requests serviced) is a typical example of a
RUNTIME attribute.

The values of all of the attributes a resource exposes can be obtained via the r ead- r esour ce operation,
with the "include-runtime" parameter set to "true". For example, from the CLI:
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[ st andal one@ ocal host: 9990 /]

/ subsyst enrundert ow server =def aul t - server/ http-1listener=defaul t:read-resource(include-runtinme=true

"out cone" => "success",

"result" => {

"al | ow encoded- sl ash" => fal se,
"al | ow equal s-i n-cooki e-val ue" => fal se,
"al ways- set - keep-al i ve" => true,
"buf f er - pi pel i ned-data" => true,
"buffer-pool" => "default",
"byt es-recei ved" => OL,
"bytes-sent” => OL,
"certificate-forwarding" => fal se,
"decode-url" => true,
"di sal | owed- met hods" => ["TRACE"],
"enabl e- htt p2" => fal se,
"enabl ed" => true,
"error-count” => OL,
"max- buf f er ed-request -si ze" => 16384,
"max- connections" => undefi ned,
"max- cooki es" => 200,
"max- header - si ze" => 1048576,
"max- headers" => 200,
" max- paranmeters” => 1000,
"max- post -si ze" => 10485760L,
"max- processi ng-ti me" => OL,
"no-request-tineout” => undefi ned,
"processing-tinme" => 0L,
" proxy-address-forwardi ng" => fal se,
"read-ti nmeout” => undefi ned,
"receive-buffer" => undefined,
"record-request-start-time" => fal se,
"redirect-socket" => "https",
"request-count" => OL,
"request - parse-tineout" => undefi ned,
"resol ve- peer - address" => fal se,
"send- buf fer" => undefi ned,
"socket - bi ndi ng" => "http",
"t cp- backl og" => undefi ned,
"t cp- keep-alive" => undefined,
"url -charset" => "UTF-8",
"wor ker" => "default",
"wite-tinmeout" => undefined

Omit the "include-runtime" parameter (or set it to "false") to limit output to those attributes whose values are
stored in the persistent configuration:
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[ st andal one@ ocal host: 9990 /]

/ subsyst enrundert ow server =def aul t - server/ http-1listener=defaul t:read-resource(include-runtinme=fal si

"out cone" => "success",

"result" => {

"al | ow encoded- sl ash" => fal se,
"al | ow equal s-i n-cooki e-val ue" => fal se,
"al ways- set - keep-al i ve" => true,
"buf f er - pi pel i ned-data" => true,
"buffer-pool" => "default",
"certificate-forwarding" => fal se,
"decode-url" => true,
"di sal | owed- et hods" => ["TRACE"],
"enabl e-http2" => fal se,
"enabl ed" => true,
"max- buf f ered- request - si ze" => 16384,
"max- connecti ons" => undefi ned,
"max- cooki es" => 200,
"max- header -si ze" => 1048576,
"max- headers" => 200,
"max- paraneters" => 1000,
"max- post - si ze" => 10485760L,
"no-request-tineout” => undefi ned,
" proxy-address-forwardi ng" => fal se,
"read-timeout" => undefi ned,
"recei ve-buffer" => undefined,
"record-request-start-time" => fal se,
"redirect-socket" => "https",
"request - parse-tinmeout" => undefi ned,
"resol ve- peer - address" => fal se,
"send- buf fer" => undefi ned,
"socket - bi ndi ng" => "http",
"t cp- backl og" => undefi ned,
"t cp- keep-alive" => undefined,
"url -charset" => "UTF-8",
"wor ker" => "default",
"wite-tinmeout" => undefined

See Descriptions below for how to learn more about the attributes a particular resource exposes.
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Children

Management resources may support child resources. The types of children a resource supports (e.g.
connect or for the web subsystem resource) can be obtained by querying the resource's description (see
Descriptions below) or by invoking the r ead- chi | dr en-t ypes operation. Once you know the legal child
types, you can query the names of all children of a given type by using the global r ead- chi | dren-t ypes
operation. The operation takes a single parameter "child-type" whose value is the type. For example, a
resource representing a socket binding group has children. To find the type of those children and the names
of resources of that type via the CLI one could:

[ st andal one@ ocal host: 9990 /] /socket - bi ndi ng- gr oup=st andar d- socket s: read- chi | dren-types
{
"out cone" => "success",
"result" => ["socket - bi ndi ng"]
}
[ st andal one@ ocal host: 9990 /]
/ socket - bi ndi ng- gr oup=st andar d- socket s: r ead- chi | dr en- nanes(chi | d-t ype=socket - bi ndi ng)
{
"out come" => "success",
"result" => [
“http",
"https",
"j mx-connector-registry",
"j nx- connect or - server",

“indi",
"osgi-http",
"renoting",

"txn-recovery-environnment",
"t xn- st at us- manager"

Descriptions

All resources expose metadata that describes their attributes, operations and child types. This metadata is
itself obtained by invoking one or more of the global operations each resource supports. We showed
examples of the r ead- oper at i on- nanes, r ead- oper ati on-descri pti on, read-chil dren-types
and r ead- chi | dr en- nanes operations above.

The r ead- r esour ce- descri pti on operation can be used to find the details of the attributes and child
types associated with a resource. For example, using the CLI:
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[ st andal one@ ocal host: 9990 /]
{

"out cone" => "success",
"result" => {
"description" => "Cont
"head- comment - al | owed"
"tail-coment-all owed"
"attributes" => {
"name" => {
"type" => STR
"description"
"required" =>
"head- comrent -
"tail-comrent-
"access-type"

"storage" =>

/ socket - bi ndi ng- gr oup=st andar d- socket s: r ead-r esour ce-descri ption

ains a list of socket configurations.",
=> true,
=> fal se

NG

=> "The name of the socket binding group."
true,

al | owed"
al | owed"
=> "read-only",

=> fal se,
=> fal se,

"configuration"

I
"default-interface" => {
"type" => STRI NG

"description" => "Nane of an interface that should be used as the interface for

any sockets that do not explicitly declare one.",
"required" => true,
"head- conment - al | owed" => fal se
"tail-coment-all owed" => fal se

"access-type" => "read-wite",
"storage" => "configuration"
H
"port-offset" => {
"type" => INT
"description"
socket bindings to derive the

=> "Increnent to apply to the base port values defined in the
runtime values to use on this server.",

"required" => fal se,
"head- comment - al | owed" => true
“tail-conment-allowed" => fal se

"access-type" => "read-wite",

"storage" => "configuration"

},

"operations" => {},

"children" => {"socket-binding" => {
"description" => "The individua
"mn-occurs” => 0
"nodel - descri ption"

socket configurtions.",

=> undefi ned

1}

Note the "operations" => 1} in the output above. If the command had i ncl uded the
{{oper ati ons parameter (i.e.
/ socket - bi ndi ng- gr oup=st andar d- socket s: r ead-r esour ce-descri pti on(operati ons=true;

) the output would have included the description of each operation supported by the resource.
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See the Global operations section for details on other parameters supported by the
read- r esour ce- descri pti on operation and all the other globally available operations.

Comparison to JMX MBeans

WildFly management resources are conceptually quite similar to Open MBeans. They have the following

primary differences:

* WildFly management resources are organized in a tree structure. The order of the key value pairs in a
resource's address is significant, as it defines the resource's position in the tree. The order of the key
properties in a JMX Qbj ect Nane is not significant.

® |In an Open MBean attribute values, operation parameter values and operation return values must
either be one of the simple JDK types (String, Boolean, Integer, etc) or implement either the
j avax. managenent . opennmbean. Conposi t eDat a interface or the

j avax. managenent . opennbean. Tabul ar Dat a interface. WildFly management resource attribute

values, operation parameter values and operation return values are all of type
org.j boss. dnr. Model Node.

Basic structure of the management resource trees

As noted above, management resources are organized in a tree structure. The structure of the tree depends
on whether you are running a standalone server or a managed domain.

Standalone server
The structure of the managed resource tree is quite close to the structure of the st andal one. xmi

configuration file.

®* The root resource

ext ensi on — extensions installed in the server
pat h — paths available on the server
syst em property — system properties set as part of the configuration (i.e. not on the
command line)
cor e-servi ce=managenent — the server's core management services
core-servi ce=servi ce-cont ai ner —resource for the JBoss MSC Ser vi ceCont ai ner
that's at the heart of the AS
subsyst em— the subsystems installed on the server. The bulk of the management model will
be children of type subsyst em
i nt er f ace — interface configurations
socket - bi ndi ng- gr oup — the central resource for the server's socket bindings
® socket - bi ndi ng — individual socket binding configurations
depl oynent — available deployments on the server
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Managed domain

In a managed domain, the structure of the managed resource tree spans the entire domain, covering both
the domain wide configuration (e.g. what's in domai n. xm , the host specific configuration for each host (e.g.
what's in host . xm , and the resources exposed by each running application server. The Host Controller
processes in a managed domain provide access to all or part of the overall resource tree. How much is
available depends on whether the management client is interacting with the Host Controller that is acting as
the master Domain Controller. If the Host Controller is the master Domain Controller, then the section of the
tree for each host is available. If the Host Controller is a slave to a remote Domain Controller, then only the
portion of the tree associated with that host is available.

® The root resource for the entire domain. The persistent configuration associated with this resource
and its children, except for those of type host , is persisted in the donai n. xnd file on the Domain

Controller.
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® ext ensi on — extensions available in the domain
® pat h — paths available on across the domain
®* system property — system properties set as part of the configuration (i.e. not on the
command line) and available across the domain
* profil e —sets of subsystem configurations that can be assigned to server groups
®* subsyst em- configuration of subsystems that are part of the profile
® interface — interface configurations
® socket - bi ndi ng- gr oup — sets of socket bindings configurations that can be applied to
server groups
® socket - bi ndi ng — individual socket binding configurations
* depl oynment — deployments available for assignment to server groups
* deployment-overlay -- deployment-overlays content available to overlay deployments in server
groups
® server-group — server group configurations
® host — the individual Host Controllers. Each child of this type represents the root resource for a
particular host. The persistent configuration associated with one of these resources or its
children is persisted in the host's host . xm file.
® pat h — paths available on each server on the host
® system property — system properties to set on each server on the host
® core-servi ce=managenent —the Host Controller's core management services
®* i nterface — interface configurations that apply to the Host Controller or servers on the
host
® j vm—JVM configurations that can be applied when launching servers
® server-confi g — configuration describing how the Host Controller should launch a
server; what server group configuration to use, and any server-specific overrides of
items specified in other resources
® server —the root resource for a running server. Resources from here and below are
not directly persisted; the domain-wide and host level resources contain the persistent
configuration that drives a server
® ext ensi on — extensions installed in the server
® pat h — paths available on the server
® systent property — system properties set as part of the configuration (i.e. not
on the command line)
® core-servi ce=managenent —the server's core management services
® core-service=service-contai ner —resource for the JBoss MSC
Ser vi ceCont ai ner that's at the heart of the AS
® subsyst em- the subsystems installed on the server. The bulk of the
management model will be children of type subsyst em
®* i nterface — interface configurations
® socket - bi ndi ng- gr oup — the central resource for the server's socket bindings
® socket - bi ndi ng — individual socket binding configurations
® depl oynent - available deployments on the server
* deployment-overlay -- available overlays on the server
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5.4 Configuring interfaces and ports

5.4.1 Interface declarations

WildFly uses named interface references throughout the configuration. A network interface is declared by
specifying a logical name and a selection criteria for the physical interface:

[ st andal one@ ocal host: 9990 /] :read-children-names(child-type=interface)
{
"out cone" => "success",
"result" => [
"managenent ",
"public"

This means the server in question declares two interfaces: One is referred to as "management"; the other
one "public". The "management" interface is used for all components and services that are required by the
management layer (i.e. the HTTP Management Endpoint). The "public" interface binding is used for any
application related network communication (i.e. Web, Messaging, etc). There is nothing special about these
names; interfaces can be declared with any name. Other sections of the configuration can then reference
those interfaces by their logical name, rather than having to include the full details of the interface (which, on
servers in a management domain, may vary on different machines).

The domai n. xm , host . xm and st andal one. xm configuration files all include a section where
interfaces can be declared. If we take a look at the XML declaration it reveals the selection criteria. The
criteria is one of two types: either a single element indicating that the interface should be bound to a wildcard
address, or a set of one or more characteristics that an interface or address must have in order to be a valid
match. The selection criteria in this example are specific IP addresses for each interface:

<interfaces>
<i nterface name="managenent">
<i net - address val ue="127.0.0.1"/>
</interface>
<interface nanme="public">
<i net - addr ess val ue="127.0.0.1"/>
</interface>
</interfaces>

Some other examples:
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<interface name="gl obal ">
<l-- Use the wildcard address -->
<any- addr ess/ >

</interface>

<interface nane="external">
<ni ¢ name="et h0"/>
</interface>

<interface nane="defaul t">
<l-- Match any interface/address on the right subnet if it's
up, supports multicast and isn't point-to-point -->
<subnet - mat ch val ue="192. 168. 0. 0/ 16"/ >
<up/ >
<mul ticast/>
<not >
<poi nt -t o- poi nt/>
</ not >
</interface>

The -b command line argument

WildFly supports using the - b command line argument to specify the address to assign to interfaces. See
Controlling the Bind Address with -b for further details.
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5.4.2 Socket Binding Groups

The socket configuration in WildFly works similarly to the interfaces declarations. Sockets are declared using
a logical name, by which they will be referenced throughout the configuration. Socket declarations are
grouped under a certain name. This allows you to easily reference a particular socket binding group when
configuring server groups in a managed domain. Socket binding groups reference an interface by its logical
name:

<socket - bi ndi ng- gr oup nane="st andar d- sockets" defaul t-interface="public">
<socket - bi ndi ng name="nmanagenent - htt p* i nterface="nmnagenent"
port="%{j boss. managenent . http. port: 9990} "/ >
<socket - bi ndi ng name="managenent - htt ps" interface="managenent"
port="%{j boss. managenent . htt ps. port: 9993}"/>
<socket - bi ndi ng name="aj p" port="$%${j boss. aj p. port:8009}"/>
<socket - bi ndi ng nane="http" port="8%${j boss. http. port:8080}"/>
<socket - bi ndi ng nane="https" port="${j boss. https. port:8443}"/>
<socket - bi ndi ng name="t xn-recovery-envi ronnent" port="4712"/>
<socket - bi ndi ng nanme="t xn- st at us- manager" port="4713"/>
</ socket - bi ndi ng- gr oup>

A socket binding includes the following information:

®* name -- logical name of the socket configuration that should be used elsewhere in the configuration

® port -- base port to which a socket based on this configuration should be bound. (Note that servers
can be configured to override this base value by applying an increment or decrement to all port
values.)

® interface (optional) -- logical name (see "Interfaces declarations" above) of the interface to which a
socket based on this configuration should be bound. If not defined, the value of the "default-interface"
attribute from the enclosing socket binding group will be used.

®* multicast-address (optional) -- if the socket will be used for multicast, the multicast address to use

* multicast-port (optional) -- if the socket will be used for multicast, the multicast port to use

* fixed-port (optional, defaults to false) -- if true, declares that the value of port should always be used
for the socket and should not be overridden by applying an increment or decrement

5.4.3 IPv4 versus IPv6

WildFly supports the use of both IPv4 and IPv6 addresses. By default, WildFly is configured for use in an
IPv4 network and so if you are running in an IPv4 network, no changes are required. If you need to run in an
IPv6 network, the changes required are minimal and involve changing the JVM stack and address
preferences, and adjusting any interface IP address values specified in the configuration (standalone.xml or
domain.xml).
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Stack and address preference

The system properties java.net.preferlPv4Stack and java.net.preferlPv6Addresses are used to configure the
JVM for use with IPv4 or IPv6 addresses. With WildFly, in order to run using IPv4 addresses, you need to
specify java.net.preferlPv4Stack=true; in order to run with IPv6 addresses, you need to specify
java.net.preferlPv4Stack=false (the JVM default) and java.net.preferlPv6Addresses=true. The latter ensures
that any hostname to IP address conversions always return IPv6 address variants.

These system properties are conveniently set by the JAVA_OPTS environment variable, defined in the
standalone.conf (or domain.conf) file. For example, to change the IP stack preference from its default of IPv4
to IPv6, edit the standalone.conf (or domain.conf) file and change its default IPv4 setting:

if [ "x$JAVA_OPTS" = "x" ]; then
JAVA OPTS=" ... -Djava.net.preferlPv4Stack=true ..."

to an IPv6 suitable setting:

if [ "x$JAVA OPTS" = "x" ]; then
JAVA_OPTS=" ... -Djava.net.preferlPv4Stack=fal se -0 ava. net. prefer| Pv6Addresses=true ..."
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IP address literals

To change the IP address literals referenced in standalone.xml (or domain.xml), first visit the interface
declarations and ensure that valid IPv6 addresses are being used as interface values. For example, to
change the default configuration in which the loopback interface is used as the primary interface, change
from the IPv4 loopback address:

<interfaces>
<i nterface nanme="nmnagenent">
<i net - addr ess val ue="${j boss. bi nd. addr ess. nenagenent : 127. 0. 0. 1} "/ >
</interface>
<interface name="public">
<i net - addr ess val ue="${j boss. bi nd. address: 127. 0. 0. 1}"/ >
</interface>
</interfaces>

to the IPv6 loopback address:

<interfaces>
<i nterface name="managenent">
<i net - addr ess val ue="${j boss. bi nd. addr ess. managenent: [::1]}"/>
</interface>
<interface name="public">
<i net - address val ue="${j boss. bi nd. address:[::1]}"/>
</interface>
</interfaces>

Note that when embedding IPv6 address literals in the substitution expression, square brackets surrounding
the IP address literal are used to avoid ambiguity. This follows the convention for the use of IPv6 literals in
URLs.

Over and above making such changes for the interface definitions, you should also check the rest of your
configuration file and adjust IP address literals from IPv4 to IPv6 as required.

5.5 Administrative security

5.5.1 Security realms

Within WildFly we make use of security realms to secure access to the management interfaces, these same
realms are used to secure inbound access as exposed by JBoss Remoting such as remote JNDI and EJB
access, the realms are also used to define an identity for the server - this identity can be used for both
inbound connections to the server and outbound connections being established by the server.
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General Structure

The general structure of a management realm definition is: -

<securi ty-real m name="Managenent Real ni{' >
<pl ug-i ns></ pl ug-i ns>
<server-identities></server-identities>
<aut henti cati on></ aut henti cati on>
<aut hori zat i on></ aut hori zati on>
</security-real m»

® plug-ins - This is an optional element that is used to define modules what will be searched for
security realm PluginProviders to extend the capabilities of the security realms.

® server-identities -Anoptional element to define the identity of the server as visible to the
outside world, this applies to both inbound connection to a resource secured by the realm and to
outbound connections also associated with the realm.

One example is the SSL identity of the server, for inbound connections this will control the identity of the
server as the SSL connection is established, for outbound connections this same identity can be used where
CLIENT-CERT style authentication is being performed.

A second example is where the server is establishing an outbound connection that requires username /
password authentication - this element can be used to define that password.

® aut henti cati on - This is probably the most important element that will be used within a security
realm definition and mostly applies to inbound connections to the server, this element defines which
backing stores will be used to provide the verification of the inbound connection.

This element is optional as there are some scenarios where it will not be required such as if a realm is being
defined for an outbound connection using a username and password.

® aut hori zati on - This is the final optional element and is used to define how roles are loaded for an
authenticated identity. At the moment this is more applicable for realms used for access to EE
deployments such as web applications or EJBs but this will also become relevant as we add role
based authorization checks to the management model.

Using a Realm

After a realm has been defined it needs to be associated with an inbound or outbound connection for it to be
used, the following are some examples where these associations are used within the WildFly
8 configuration.
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Inbound Connections

Management Interfaces
Either within the st andal one. xm or host . xnml configurations the security realms can be associated with
the management interface as follows:

<http-interface security-real n¥"Managenent Real m'>. .. </http-interface>

If the securi ty-r eal mattribute is omitted or removed from the interface definition it means that access to
that interface will be unsecured.

. By default we do bind these interfaces to the loopback address so that the interfaces are not
accessible remotely out of the box, however do be aware that if these interfaces are then
unsecured any other local user will be able to control and administer the WildFly installation.

Remoting Subsystem
The Remoting subsystem exposes a connector to allow for inbound comunications with JNDI and the EJB
subsystem by default we associate the Appl i cat i onReal mwith this connection.

<subsyst em xm ns="urn: j boss: domai n: remoti ng: 3. 0" >

<endpoi nt worker="defaul t"/>

<htt p- connect or name="http-renoting-connector" connector-ref="default"
security-real m=" Appl i cationReal ni'/ >
</ subsyst en>
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Outbound Connections

Remoting Subsystem

Outbound connections can also be defined within the Remoting subsystem, these are typically used for
remote EJB invocations from one AS server to another, in this scenario the security realm is used to obtain
the server identity either it's password for X.509 certificate and possibly a trust store to verify the certificate of
the remote host.

Even if the referenced realm contains username and password authentication configuration the
client side of the connection will NOT use this to verify the remote server.

<r enot e- out bound- connecti on nane="r enot e- ej b- connecti on"
out bound- socket - bi ndi ng- r ef =" bi ndi ng-r enot e- ej b- connecti on"
user nanme="user 1"
security-real n¥" Passwor dReal ni' >

@ The security realm is only used to obtain the password for this example, as you can see here the
username is specified separately.

Slave Host Controller
When running in domain mode slave host controllers need to establish a connection to the native interface of
the master domain controller so these also need a realm for the identity of the slave.

<donwi n-control | er>

<renpt e host="${j boss. donai n. mast er . addr ess}" port="%${j boss. domai n. mast er. port: 9999}"
security-real n¥"Managenent Real ni'/ >
</ domai n-control | er>

&) By default when a slave host controller authenticates against the master domain controller it uses
its configured name as its username. If you want to override the username used for authentication
a user nane attribute can be added to the <r enot e / > element.
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Authentication

One of the primary functions of the security realms is to define the user stores that will be used to verify the
identity of inbound connections, the actual approach taken at the transport level is based on the capabilities
of these backing store definitions. The security realms are used to secure inbound connections for both the
http management interface and for inbound remoting connections for both the native management interface
and to access other services exposed over remoting - because of this there are some small differences
between how the realm is used for each of these.

At the transport level we support the following authentication mechanisms.

HTTP Remoting (SASL)
None Anonymous

N/A JBoss Local User
Digest Digest

Basic Plain

Client Cert Client Cert

The most notable are the first two in this list as they need some additional explanation - the final 3 are fairly
standard mechanisms.

If either the http interface, the native interface or a remoting connection are difined without a security realm
reference then they are effectively unsecured, in the case of the http interface this means that no
authentication will be performed on the incoming connection - for the remoting connections however we
make use of SASL so require at least one authentication mechanism so make use of the anonymous
mechanism to allow a user in without requiring a validated authentication process.

The next mechanism 'JBoss Local User' is specific to the remoting connections - as we ship WildFly secured
by default we wanted a way to allow users to connect to their own AS installation after it is started without
mandating that they define a user with a password - to accomplish this we have added the 'JBoss Local
User' mechanism. This mechanism makes the use of tokens exchanged on the filesystem to prove that the
client is local to the AS installation and has the appropriate file permissions to read a token written by the AS
to file. As this mechanism is dependent on both server and client implementation details it is only supported
for the remoting connections and not the http connections - at some point we may review if we can add
support for this to the http interface but we would need to explore the options available with the commony
used web browsers that are used to communicate with the http interface.

The Digest mechanism is simply the HTTP Digest / SASL Digest mechanism that authenticates the user by
making use of md5 hashed including nonces to avoid sending passwords in plain text over the network - this
is the preferred mechanism for username / password authentication.

The HTTP Basic / SASL Plain mechanism is made available for times that Digest can not be used but
effectively this means that the users password will be sent over the network in the clear unless SSL is
enabled.
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The final mechanism Client-Cert allows X.509 certificates to be used to verify the identity of the remote
client.

@ one point bearing in mind is that it is possible that an association with a realm can mean that a
single incoming connection has the ability to choose between one or more authentication
mechanisms. As an example it is possible that an incoming remoting connection could choose
between 'Client Cert', A username password mechanism or 'JBoss Local User' for authentication -
this would allow say a local user to use the local mechanism, a remote user to supply their
username and password whilst a remote script could make a call and authenticate using a
certificate.

Authorization

The actual security realms are not involved in any authorization decisions. However, they can be configured
to load a user's roles, which will subsequently be used to make authorization decisions - when references to
authorization are seen in the context of security realms, it is this loading of roles that is being referred to.

For the loading of roles, the process is split out to occur after the authentication step so after a user has
been authenticated, a second step will occur to load the roles based on the username they used to
authenticate with.

Out Of The Box Configuration

Before describing the complete set of configuration options available within the realms, we will look at the
default configuration, as for most users, that is going to be the starting point before customising further.

@ The examples here are taken from the standalone configuration. However, the descriptions are
equally applicable to domain mode. One point worth noting is that all security realms defined in the
host . xm are available to be referenced within the domain configuration for the servers running
on that host controller.
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Management Realm

<security-real m nane="Managenent Real ni' >
<aut henti cati on>
<l ocal default-user="$l ocal"/>
<properties path="ngnt-users. properties" relative-to="jboss.server.config.dir"/>
</ aut henti cati on>
</security-real m»

The realm Managenent Real mis the simplest realm within the default configuration. This realm simply
enables two authentication mechanisms, the local mechanism and username/password authentication which
will be using Digest authentication.

®* |ocal

When using the local mechanism, it is optional for remote clients to send a username to the server. This
configuration specifies that where clients do not send a username, it will be assumed that the clients
username is $l ocal -the <l ocal /> element can also be configured to allow other usernames to be
specified by remote clients. However, for the default configuration, this is not enabled so is not supported.

® properties

For username / password authentication the users details will be loaded from the file
nmgnt - user s. properti es which is located in {j boss. hone} / st andal one/ confi gurati on or {
j boss. hone}/ domai n/ confi gur ati on depending on the running mode of the server.

Each user is represented on their own line and the format of each line is user nane=HASH where HASH is a
pre-prepared hash of the users password along with their username and the name of the realm which in this
case is Managenent Real m

&) You do not need to worry about generating the entries within the properties file as we provide a
utility add- user . sh or add- user . bat to add the users, this utility is described in more detail
below.

= By pre-hashing the passwords in the properties file it does mean that if the user has used the same
password on different realms then the contents of the file falling into the wrong hands does not
nescesarily mean all accounts are compromised. HOWEVER the contents of the files do still need
to be protected as they can be used to access any server where the realm name is the same and
the user has the same username and password pair.
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Application Realm

<security-real m nane="Appl i cati onReal ni' >
<aut henti cati on>
<l ocal default-user="8$local" allowed-users="*"/>
<properties path="application-users.properties" relative-to="jboss.server.config.dir"/>
</ aut henti cati on>
<aut hori zati on>
<properties path="application-rol es.properties" relative-to="jboss.server.config.dir"/>
</ aut hori zati on>
</ security-real n»

The realm Appl i cat i onReal mis a slightly more complex realm as this is used for both

Authentication
The authentication configuration is very similar to the Managenent Real min that it enabled both the local
mechanism and a username/password based Digest mechanism.

® |ocal

The local configuration is similar to the Managenent Real min that where the remote user does not supply a
username it will be assumed that the username is $I ocal , however in addition to this there is now an

al | oned- user s attribute with a value of ' *' - this means that the remote user can specify any username
and it will be accepted over the local mechanism provided that the local verification is a success.

@ To restrict the usernames that can be specified by the remote user a comma separated list of
usernames can be specified instead within the al | owed- user s attribute.

® properties

The properties definition works in exactly the same way as the definition for Management Real mexcept now
the properties file is called appl i cati on-users. properties.
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Authorization

The contents of the Aut hor i zat i on element are specific to the Appl i cat i onReal m in this case a
properties file is used to load a users roles.

The properties file is called appl i cati on-rol es. properti es and is located in {

j boss. hone}/ st andal one/ confi gurati on or {j boss. hone}/ domai n/ confi gur ati on depending
on the running mode of the server. The format of this file is user name=ROLES where ROLES is a comma
separated list of the users roles.

&) Asthe loading of a users roles is a second step this is where it may be desirable to restrict which
users can use the local mechanism so that some users still require username and password
authentication for their roles to be loaded.
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other security domain

<security-domai n nane="ot her" cache-type="default">
<aut henti cati on>
<l ogi n- nodul e code="Renoti ng" flag="optional ">
<nmodul e- opti on name="passwor d- st acki ng" val ue="useFi r st Pass"/>
</l ogi n- nodul e>
<l ogi n- modul e code="Real nDirect" flag="required">
<nmodul e- opti on nanme="passwor d- st acki ng" val ue="useFi rst Pass"/>
</l ogi n- nodul e>
</ aut henti cati on>
</ security-domai n>

When applications are deployed to the application server they are associated with a security domain within
the security subsystem, the ot her security domain is provided to work with the Appl i cat i onReal m this
domain is defined with a pair of login modules Remoting and RealmDirect.

®* Remoting

The Renot i ng login module is used to check if the request currently being authenticated is a request
received over a Remoting connection, if so the identity that was created during the authentication process is
used and associated with the current request.

If the request did not arrive over a Remoting connection this module does nothing and allows the JAAS
based login to continue to the next module.

®* RealmDirect

The Real nDi r ect login module makes use of a security realm to authenticate the current request if that did
not occur in the Renot i ng login module and then use the realm to load the users roles, by default this login
module assumes the realm to use is called Appl i cat i onReal malthough other names can be overridden
using the "realm” module-option.

The advantage of this approach is that all of the backing store configuration can be left within the realm with
the security domain just delegating to the realm.

user.sh

For use with the default configuration we supply a utility add- user which can be used to manage the
properties files for the default realms used to store the users and their roles.

The add-user utility can be used to manage both the users in the Managenent Real mand the users in the
Appl i cat i onReal m changes made apply to the properties file used both for domain mode and standalone
mode.
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&) After you have installed your application server and decided if you are going to run in standalone
mode or domain mode you can delete the parent folder for the mode you are not using, the
add-user utility will then only be managing the properties file for the mode in use.

The add-user utility is a command line utility however it can be run in both interactive and non-interactive
mode. Depending on your platform the script to run the add-user utility is either add- user . sh or
add- user . bat which can be found in {j boss. hone}/ bi n.

This guide now contains a couple of examples of this utility in use to accomplish the most common tasks.

Adding a User

Adding users to the properties files is the primary purpose of this utility. Usernames can only contain the
following characters in any number and in any order:

® Alphanumeric characters (a-z, A-Z, 0-9)

® Dashes (-), periods (.), commas (,), at (@)
® Escaped backslash (\\)

® Escaped equals (\=)

. The server caches the contents of the properties files in memory, however the server does check
the modified time of the properties files on each authentication request and re-load if the time has
been updated - this means all changes made by this utility are immediately applied to any running
server.

A Management User

. The default name of the realm for management users is Managenent Real m when the utility
prompts for the realm name just accept the default unless you have switched to a different realm.
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Interactive Mode

r "

Add User

File Edit View Search Terminal Help
[darranl@localhost binl$ ./add-user.sh

what type of user do you wish to add:
3) Management User (mgmt-users.propertles
b) Application User (application-users.properties

=]

Enter tl'l—. |—t 1i-|.' T tl'l—. new user to 1'|'|.
Re 11.|II ManagementRes 11.|II
Username : adminUse!
Password :
Fe-enter Passwol | B
add user 'adminUser' for realm 'ManagementRealm!
Is correct yes/no? y
Added user 'adminUser' to file ' /heme/darranl/src/jbossas7/jboss-as/build/target
boss-as-7.1.3.Final- SNAPSHOT /standalone fconfiguration/mgmt- users.properties’

e
Added user 'adminUser! to file '/home/darranl/src/jbossas7/jboss-as/build/target
jboss-as-7.1.3.Final-SNAPSHOT /domain/configuration/mgmt- users.properties’

Is this new user going to be used for one AS process to connect to another AS pi
ocess e.g. slave domain controller?

yes,;/nos n
[darranl@localhost binl$ []

Here we have added a new Management User called adm nUser , as you can see some of the questions
offer default responses so you can just press enter without repeating the default value.

For now just answer n or no to the final question, adding users to be used by processes is described in more
detail in the domain management chapter.

Interactive Mode

To add a user in non-interactive mode the command . / add- user . sh {user nane} {password} can be
used.

r "

Add User

Eile Edit View 5Search Terminal Help
[darranl@localhost binl$ ./ add-user.sh adminUser adminPassword

Added user 'adminUser' to file '/home/darranl/src/jbossas7/jboss-as/build/target F
jboss-as-7.1.3.Final-SNAPSHOT /standalone/configuration/mgmt- users.properties’
Added user 'adminUser' to file '/home/darranl/src/jbossas7/jboss-as/build/target
jboss-as-7.1.3.Final- SNAPSHOT /domain/configuration/mgmt- users.properties’

[darranl@localhost binls [

= If you add users using this approach there is a risk that any other user that can view the list of
running process may see the arguments including the password of the user being added, there is
also the risk that the username / password combination will be cached in the history file of the shell
you are currently using.
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An Application User
When adding application users in addition to adding the user with their pre-hashed password it is also now
possible to define the roles of the user.

Interactive Mode
Add User

File Edit Miew Search Terminal Help
[|1||1||1. Localhost |1||]| ./add-user.sh

what type of user do you wish to add?
) Management User (mgmt-users.propertles
b) fpplication User (application-users.properties

3

Enter the details of the new user to add.
Realm ;||1.i stionRealm
Username : applser
Password :
Re-enter Password :
||'|t I.I._ | Il '|||t tlll Il_l t |_.I.||| t- F.I._'|_ _llt_l = | “I“I'| _l '|| 1t_| -l.l -
e blank for none)[ 1: User,Trainer,Admnistrator

out to add user 'appUser' for realm 'ApplicationRealm'

' orrect yes/no? y
"appUser' te file '/heme/darranl/src/jbossas?/jboss-as/build/target/jboss
|- SNAPSHOT fstandalone/configuration/application-users.properties’

Added user 'appUser' te file '/heme/darranl/src/jbossas?/jboss-as/build/target/jboss
2.Final-SNAPSHOT /domain/configuration/application-users.properties’
Added user 'appUser' with reoles User,Trainer,Administrator to file '/home/darranl/src/jbossa

_- [ z-as/bulld/target 1| 55-a5-7.1.2.Final-SNAPSHOT /standalone/configuration 1||1.i ation-
roles.properties’
Added user 'appUser' with roles User,Trainer,Administrater to file ' /home/darranl/src/jbossa
7/1boss-as/build/target/jboss-as-7.1.3.Final- SNAPSHOT /domain/configuration/application-role
s.properties’
Is this new user going to be used for one AS process to connect to another AS pro
lave domain controller?
yes,/nos n
[|1|| 1||1. |1.' 11.||' 5t |1||]| I

Here a new user called appUser has been added, in this case a comma separated list of roles has also
been specified.

As with adding a management user just answer n or no to the final question until you know you are adding a
user that will be establishing a connection from one server to another.
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Interactive Mode
To add an application user non-interactively use the command . / add- user. sh -a {usernane}
{ passwor d}.

r 5]

Add User

File Edit View Search Terminal Help

[darranl@localhest binlg$ ./add-user.sh -a appUser appUserPassword

Added user 'appUser' to file '/home/sdarranl/src/jbossas?/jboss-as/build/target/jboss-as-7.1.
3.Final-SNAPSHOT /standalone/configuration/application-users.properties’

Added user 'appUser' to file '/home/fdarranl/src/jbossas?/jboss-as/build/target/jboss-as-7.1.

3.Final- SNAPSHOT /domain/configuration/application-users.properties’
[|1||1||1. Localhost |1||]| D

» Non-interactive mode does not support defining a list of users, to associate a user with a set of
roles you will need to manually edit the appl i cati on-rol es. properti es file by hand.

Updating a User
Within the add-user utility it is also possible to update existing users, in interactive mode you will be
prompted to confirm if this is your intention.

A Management User

Interactive Mode
Add User

Eile Edit Miew Search Terminal Help
[darranl@localhost binl$ ./add-user.sh

Wwhat type of user do you wish to add?
3) Management User (mgmt-users.properties
b) Application User (application-users.properties

3

Enter the details of the new user to add.

Realm (ManagementRealm

Username : adminUser

User 'adminUser! 11.|—1'|. exits, ould you like to 'I|"|-|'t— the existing user

__' ||"i
Password :
Re-enter Password :
Updated user 'adminUser' to file '/home/darranl/src/jbossas?/jboss-as/build/target/jboss-as-
7.1.3.Final-SKNAPSHOT /standaleone/configuration/mgmt-users.properties!
Updated user 'adminUser' to file '/home/darranl/src/jbessas?/jboss-as/build/target/jboss-as-
7.1.3.Final-SKNAPSHOT fdemain/configuration/mgmt- users.properties’
Is this rnew user going to be used for o AS process to connect to another
lave domain controller?
yes,/noy n
[|1|| 1||1. |1.' 11.||' 5t |l||]| I

Interactive Mode
In non-interactive mode if a user already exists the update is automatic with no confirmation prompt.
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An Application User

Interactive Mode
Add User

File Edit Miew Search Terminal Help
[|1||1||1. Localhost |1||]| . /add-user.sh

what type of user do you wish to add?
3) Management User (mgmt-users.propertles
b) Application User (application-users.properties

a) ;|

Enter the details of the new user to add.
Realm ;||1.i stionRealm
Username : applser
'appUser' already exits, would you like to update the existing user
orrect yes/no?

Re-enter Password :

--||1t |"1.—' | _."|| 1||t tlll LUser t |'—1."||'| t. F1.—1'— —||t—| =1 amma '—|'1| 1t—'| -l.i't,

e blank for none) [User,Trainer,Administrater]: User,Trainer,Administrator

Updated user 'appUser' to file '/heme/darranl/src/jbessas7/jboss-as/build/target/jboss
1.2.Final- SNAPSHOT /standalone/configuration/application- users.properties’

Jpdated user 'appUser' to file '/home/darranl/src/jbossas7/jboss-as/build/target/jboss
1.2.Final-SNAPSHOT /domain/cenfiguration/application-users.properties!

Jpdated user 'appUser' with reles User,Trainer,Administrator to file ' /home/darranl/src/]
Sas7y 1| z5-as/build/target _'|| 55-a5-7.1.32.Final - SNAPSHOT /standalones onfiguration 1||1.i
n-roles.properties’

Updated user 'appUser' with roles User,Trainer, Administrator to file ' /home/darranl/src/;
5asy :|| 55-d5 |'|i1_| target :il""-1"_.1.T.Fi||11_"||;|: SHOT | |||1i|| '||T.j_ JuT 1ti'|| 1||1_1 11:1
les.properties’

Is this new user going to be used for one AS process to connect to another AS process
lave domain controller?

e nos n

[ |1|| 1||1. |1.' 11.||' 5t | ill] | I

On updating a user with roles you will need to re-enter the list of roles assigned to the user.

Interactive Mode
In non-interactive mode if a user already exists the update is automatic with no confirmation prompt.

Community Contributions

There are still a few features to add to the add-user utility such as removing users or adding application
users with roles in non-interactive mode, if you are interested in contributing to WildFly development the
add-user utility is a good place to start as it is a stand alone utility, however it is a part of the AS build so you
can become familiar with the AS development processes without needing to delve straight into the internals
of the application server.
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JMX Security

When configuring the security realms remote access to the server's MBeanServer needs a special mention.
When running in standalone mode the following is the default configuration:

<subsyst em xm ns="urn: j boss: domai n: j mx: 1. 3">

<renoti ng- connector/ >
</ subsyst en>

With this configuration remote access to JMX is provided over the http management interface, this is
secured using the realm Managenent Real m this means that any user that can connect to the native
interface can also use this interface to access the MBeanServer - to disable this just remove the
<renoti ng- connect or /> element.

In domain mode it is slightly more complicates as the native interface is exposed by the host controller
process however each application server is running in it's own process so by default remote access to JIMX
is disabled.

<subsyst em xm ns="urn:j boss: donai n: renoti ng: 3. 0" >

<htt p-connect or nanme="http-renoting-connector" connector-ref="default"
security-real n=" ApplicationReal ni'/ >
</ subsyst en>

<subsyst em xm ns="urn:j boss: donai n: j nx: 1. 3" >

<!--<renoting-connector use-nanagenent-endpoi nt="fal se"/>-->
</ subsyst en>

To enable remote access to JMX uncomment the <r enot i ng- connect or /> element however be aware
that this will make the MBeanServer accessible over the same Remoting connector used for remote JNDI
and EJB access - this means that any user that can authenticate against the realm Appl i cat i onReal mwill
be able to access the MBeanServer.

@ The following Jira issue is currently outstanding to allow access to the individual MBeanServers by
proxying through the host controllers native interface AS7-40009, if this is a feature you would use
please add your vote to the issue.

Detailed Configuration

This section of the documentation describes the various configuration options when defining realms, plug-ins
are a slightly special case so the configuration options for plug-ins is within it's own section.
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Within a security realm definition there are four optional elements <pl ug-i ns />, <server-identities
/>, <aut hentication />, and <aut hori zati on />, as mentioned above plug-ins is defined within it's
own section below so we will begin by looking at the <server-identities /> element.

<server-identities />

The server identities section of a realm definition is used to define how a server appears to the outside
world, currently this element can be used to configure a password to be used when establishing a remote
outbound connection and also how to load a X.509 key which can be used for both inbound and outbound
SSL connections.

<ssl| />

<server-identities>
<ssl protocol="...">
<keystore path="..." relative-to="..." keystore-password="..." alias="..."
key- password="..." />
</ ssl >
</server-identities>

® protocol - By default this is set to TLS and in general does not need to be set.

The SSL element then contains the nested <keyst or e /> element, this is used to define how to load the
key from the file based (JKS) keystore.

® path (mandatory) - This is the path to the keystore, this can be an absolute path or relative to the next
attribute.

* relative-to (optional) - The name of a service representing a path the keystore is relative to.

® keystore-password (mandatory) - The password required to open the keystore.

® alias (optional) - The alias of the entry to use from the keystore - for a keystore with multiple entries in
practice the first usable entry is used but this should not be relied on and the alias should be set to
guarantee which entry is used.

® key-password (optional) - The password to load the key entry, if omitted the keystore-password will
be used instead.

© If you see the error Unr ecover abl eKeyExcepti on: Cannot recover key the most likely
cause that you need to specify a key- passwor d and possible even an al i as as well to ensure
only one key is loaded.
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<secret />

<server-identities>
<secret value="..." />
</server-identities>

® value (mandatory) - The password to use for outbound connections encoded as Base64, this field
also supports a vault expression should stronger protection be required.

% The username for the outbound connection is specified at the point the outbound connection is
defined.

<authentication />

The authentication element is predominantly used to configure the authentication that is performed on an
inbound connection, however there is one exception and that is if a trust store is defined - on negotiating an
outbound SSL connection the trust store will be used to verify the remote server.

<aut henti cati on>
<truststore />
<l ocal />
<jaas />
<l dap />
<properties />
<users />
<plug-in />

</ aut henti cati on>

An authentication definition can have zero or one <t r ust st or e />, it can also have zero or one <| ocal

/ > and it can also have one of <j aas />,<ldap />,<properties /> <users /> and<plug-in />
i.e. the local mechanism and a truststore for certificate verification can be independent switched on and off
and a single username / password store can be defined.
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<truststore />

<aut henti cati on>
<truststore path="..." relative-to="..." keystore-password="..."/>
</ aut henti cati on>

This element is used to define how to load a key store file that can be used as the trust store within the
SSLContext we create internally, the store is then used to verify the certificates of the remote side of the
connection be that inbound or outbound.

® path (mandatory) - This is the path to the keystore, this can be an absolute path or relative to the next
attribute.

* relative-to (optional) - The name of a service representing a path the keystore is relative to.

® keystore-password (mandatory) - The password required to open the keystore.

. Although this is a definition of a trust store the attribute for the password is keyst or e- passwor d,
this is because the underlying file being opened is still a key store.

<local />

<aut henti cati on>
<l ocal default-user="..." allowed-users="..." />
</ aut henti cati on>

This element switches on the local authentication mechanism that allows clients to the server to verify that
they are local to the server, at the protocol level it is optional for the remote client to send a user name in the
authentication response.

® default-user (optional) - If the client does not pass in a username this is the assumed username, this
value is also automatically added to the list of allowed-users.

* allowed-users (optional) - This attribute is used to specify a comma separated list of users allowed to
authenticate using the local mechanism, alternatively '*' can be specified to allow any username to be
specified.
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<jaas />

<aut henti cati on>
<jaas name="..." />
</ aut henti cati on>

The jaas element is used to enable username and password based authentication where the supplied
username and password are verified by making use of a configured jaas domain.

®* name (mandatory) - The name of the jaas domain to use to verify the supplied username and
password.

& As JAAS authentication works by taking a username and password and verifying these the use of
this element means that at the transport level authentication will be forced to send the password in
plain text, any interception of the messages exchanged between the client and server without SSL
enabled will reveal the users password.
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<ldap />

<aut henti cati on>

<l dap connection="..." base-dn="..." recursive="..." user-dn="...">
<usernane-filter attribute="..." />
<advanced-filter filter="..." />

</ | dap>

</ aut henti cati on>

The Idap element is used to define how LDAP searches will be used to authenticate a user, this works by
first connecting to LDAP and performing a search using the supplied user name to identity the distinguished
name of the user and then a subsequent connection is made to the server using the password supplied by
the user - if this second connection is a success then authentication succeeds.

& Due to the verification approach used this configuration causes the authentication mechanisms
selected for the protocol to cause the password to be sent from the client in plain text, the following
Jira issue is to investigating proxying a Digest authentication with the LDAP server so no plain text
password is needed AS7-4195.

® connection (mandatory) - The name of the connection to use to connect to LDAP.

®* base-dn (mandatory) - The distinguished name of the context to use to begin the search from.

® recursive (optional) - Should the filter be executed recursively? Defaults to false.

® user-dn (optional) - After the user has been found specifies which attribute to read for the users
distinguished name, defaults to 'dn'.

Within the Idap element only one of <user name-filter />or<advanced-filter /> can be specified.

<username-filter />
This element is used for a simple filter to match the username specified by the remote user against a single
attribute, as an example with Active Directory the match is most likely to be against the 'sAMAccount Nane'

attribute.
® attribute (mandatory) - The name of the field to match the users supplied username against.

<advanced-filter />
This element is used where a more advanced filter is required, one example use of this filter is to exclude
certain matches by specifying some additional criteria for the filter.

* filter (mandatory) - The filter to execute to locate the user, this filter should contain '{0}' as a place
holder for the username supplied by the user authenticating.
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<properties />

<aut henti cati on>
<properties path="..." relative-to="..." plain-text="..." />
</ aut henti cati on>

The properties element is used to reference a properties file to load to read a users password or
pre-prepared digest for the authentication process.

® path (mandatory) - The path to the properties file, either absolute or relative to the path referenced by
the relative-to attribute.

® relative-to (optional) - The name of a path service that the defined path will be relative to.

® plain-text (optional) - Setting to specify if the passwords are stored as plain text within the properties
file, defaults to false.

By default the properties files are expected to store a pre-prepared hash of the users password in
the form HEX( MD5( username "' realm "' password))

<users />

<aut henti cati on>

<user s>
<user username="...">
<passwor d>. .. </ passwor d>
</ user>
</ users>

</ aut henti cati on>

This is a very simple store of a username and password that stores both of these within the domain model,
this is only really provided for the provision of simple examples.

® username (mandatory) - A users username.

The <passwor d/ > element is then used to define the password for the user.
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<authorization />

The authorization element is used to define how a users roles can be loaded after the authentication process
completes, these roles may then be used for subsequent authorization decisions based on the service being
accessed. At the moment only a properties file approach or a custom plug-in are supported - support for
loading roles from LDAP or from a database are planned for a subsequent release.

<aut hori zati on>
<properties />
<plug-in />

</ aut hori zati on>

<properties />

<aut hori zati on>
<properties path="..." relative-to="..." />
</ aut hori zati on>

The format of the properties file is user name={ ROLES} where {ROLES} is a comma separated list of the
users roles.

® path (mandatory) - The path to the properties file, either absolute or relative to the path referenced by
the relative-to attribute.
® relative-to (optional) - The name of a path service that the defined path will be relative to.
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<outbound-connection />
Strictly speaking these are not a part of the security realm definition, however at the moment they are only
used by security realms so the definition of outbound connection is described here.

<managenent >
<security-realms />
<out bound- connect i ons>
<l dap />
</ out bound- connecti ons>
</ managenent >

<ldap />
At the moment we only support outbound connections to Idap servers for the authentication process - this
will later be expanded when we add support for database based authentication.

<out bound- connecti ons>

<l dap name="..." url="..." search-dn="..." search-credential="..."
initial-context-factory="..." />
</ out bound- connecti ons>

The outbound connections are defined in this section and then referenced by name from the configuration
that makes use of them.

®* name (mandatory) - The unique name used to reference this connection.

® url (mandatory) - The URL use to establish the LDAP connection.

¢ search-dn (mandatory) - The distinguished name of the user to authenticate as to perform the
searches.

® search-credential (mandatory) - The password required to connect to LDAP as the search-dn.

® initial-context-factory (optional) - Allows overriding the initial context factory, defaults to '
com sun. j ndi . | dap. LdapCt xFact ory'

Plug Ins

Within WildFly 8 for communication with the management interfaces and for other services exposed using
Remoting where username / password authentication is used the use of Digest authentication is preferred
over the use of HTTP Basic or SASL Plain so that we can avoid the sending of password in the clear over
the network. For validation of the digests to work on the server we either need to be able to retrieve a users
plain text password or we need to be able to obtain a ready prepared hash of their password along with the
username and realm.
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Previously to allow the addition of custom user stores we have added an option to the realms to call out to a
JAAS domain to validate a users username and password, the problem with this approach is that to call
JAAS we need the remote user to send in their plain text username and password so that a JAAS
LoginModule can perform the validation, this forces us down to use either the HTTP Basic authentication
mechanism or the SASL Plain mechanism depending on the transport used which is undesirable as we can
not longer use Digest.

To overcome this we now support plugging in custom user stores to support loading a users password, hash
and roles from a custom store to allow different stores to be implemented without forcing the authentication
back to plain text variant, this article describes the requirements for a plug in and shows a simple example
plug-in for use with WildFly 8.

When implementing a plug in there are two steps to the authentication process, the first step is to load the
users identity and credential from the relevant store - this is then used to verify the user attempting to
connect is valid. After the remote user is validated we then load the users roles in a second step. For this
reason the support for plug-ins is split into the two stages, when providing a plug-in either of these two steps
can be implemented but there is no requirement to implement the other side.

When implementing a plug-in the following interfaces are the bare minimum that need to be implemented so
depending on if a plug-in to load a users identity or a plug-in to load a users roles is being implemented you
will be implementing one of these interfaces.

Note - All classes and interfaces of the SPI to be implemented are in the
‘org.jboss.as.domain.management.plugin' package which is a part of the 'org.jboss.as.domain-management’
module but for simplicity for the rest of this section only the short names will be shown.

AuthenticationPlugin
To implement an Aut hent i cat i onPl ugl n the following interface needs to be implemened: -

public interface AuthenticationPlugln<T extends Credential > {
Identity<T> | oadldentity(final String userNanme, final String realm throws | CException;

During the authentication process this method will be called with the user name supplied by the remote user
and the name of the realm they are authenticating against, this method call represents that an authentication
attempt is occurring but it is the Identity instance that is returned that will be used for the actual
authentication to verify the remote user.

The Identity interface is also an interface you will implement: -

public interface lIdentity<T extends Credential > {
String getUser Nanme();
T getCredential ();
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Additional information can be contained within the Identity implementation although it will not currently be
used, the key piece of information here is the Credential that will be returned - this needs to be one of the
following: -

PasswordCredential

public final class PasswordCredential inplenents Credential {
public PasswordCredential (final char[] password);
public char[] getPassword();
voi d clear();

The Passwor dCr edent i al is already implemented so use this class if you have the plain text password of
the remote user, by using this the secured interfaces will be able to continue using the Digest mechanism for
authentication.

DigestCredential

public final class D gestCredential inplenents Credential {
public DigestCredential (final String hash);
public String getHash();

This class is also already implemented and should be returned if instead of the plain text password you
already have a pre-prepared hash of the username, realm and password.

ValidatePasswordCredential

public interface ValidatePasswordCredential extends Credential {
bool ean val i dat ePassword(final char[] password);

This is a special Credential type to use when it is not possible to obtain either a plain text representation of
the password or a pre-prepared hash - this is an interface as you will need to provide an implementation to
verify a supplied password. The down side of using this type of Credential is that the authentication
mechanism used at the transport level will need to drop down from Digest to either HTTP Basic or SASL
Plain which will now mean that the remote client is sending their credential across the network in the clear.

If you use this type of credential be sure to force the mechanism choice to Plain as described in the
configuration section below.
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AuthorizationPlugin
If you are implementing a custom mechanism to load a users roles you need to implement the
Aut hori zati onPl ugl n

public interface AuthorizationPlugln {
String[] loadRol es(final String userNane, final String realm throws | CException

As with the Aut hent i cat i onPl ugl n this has a single method that takes a users userName and realm -
the return type is an array of Strings with each entry representing a role the user is a member of.

PluginConfigurationSupport

In addition to the specific interfaces above there is an additional interface that a plug-in can implement to
receive configuration information before the plug-in is used and also to receive a Map instance that can be
used to share state between the plug-in instance used for the authentication step of the call and the plug-in
instance used for the authorization step.

public interface PluglnConfigurationSupport {

void init(final Map<String, String> configuration, final Map<String, Object> sharedState)
throws | CException
}

Installing and Configuring a Plug-In

The next step of this article describes the steps to implement a plug-in provider and how to make it available
within WildFly 8 and how to configure it. Example configuration and an example implementation are shown
to illustrate this.

The following is an example security realm definition which will be used to illustrate this: -

<securi ty-real m nane="Pl ugl nReal n{ >
<pl ug-i ns>
<pl ug-i n nodul e="org.j boss. as. sanpl e. pl ugi n"/ >
</ pl ug-ins>
<aut henti cati on>
<pl ug-i n name="Sanpl e" >
<properties>
<property name="darranl . password" val ue="dpd"/>
<property name="darranl.rol es" val ue="Admi n, Banker, User"/ >
</ properties>
</ plug-in>
</ aut henti cati on>
<aut hori zati on>
<pl ug-in nanme="Del egate" />
</ aut hori zati on>
</security-real np
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Before looking closely at the packaging and configuration there is one more interface to implement and that
is the Pl ugl nPr ovi der interface, that interface is responsible for making Plugln instances available at
runtime to handle the requests.

PlugIinProvider

public interface PluglnProvider {
Aut hent i cati onPl ugl n<Credenti al > | oadAut henti cati onPl ugl n(final String nane);
Aut hori zati onPl ugl n | oadAut hori zati onPl ugl n(final String nane);

These methods are called with the name that is supplied in the plug-in elements that are contained within the
authentication and authorization elements of the configuration, based on the sample configuration above the
loadAuthenticationPlugin method will be called with a parameter of 'Sample' and the loadAuthorizationPlugin
method will be called with a parameter of 'Delegate’.

Multiple plug-in providers may be available to the application server so if a Pl ugl nPr ovi der
implementation does not recognise a name then it should just return null and the server will continue
searching the other providers. If a Pl ugl nPr ovi der does recognise a hame but fails to instantiate the
Plugin then a Runt i meExcept i on can be thrown to indicate the failure.

As a server could have many providers registered it is recommended that a naming convention including
some form of hierarchy is used e.g. use package style names to avoid conflicts.

For the example the implementation is as follows: -

public class Sanpl ePl ugi nProvi der inplenents PluglnProvider {

publi ¢ AuthenticationPl ugl n<Credenti al > | oadAut henti cati onPl ugl n(String nanme) {
if ("Sanple".equal s(nane)) {
return new Sanpl eAut henti cati onPl ugl n();

}

return null;

public AuthorizationPlugln | oadAuthorizationPlugln(String name) {
if ("Sanple".equal s(nanme)) {
return new Sanpl eAut henti cati onPl ugl n();
} else if ("Del egate".equal s(nanme)) {
return new Del egat eAut hori zati onPl ugl n();

}

return null;

The load methods are called for each authentication attempt but it will be an implementation detail of the
provider if it decides to return a new instance of the provider each time - in this scenario as we also use
configuration and shared state then new instances of the implementations make sense.
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To load the provider use a ServiceLoader so within the META-INF/services folder of the jar this project adds
a file called 'or g. j boss. as. domai n. managenent . pl ugi n. Pl ugl nPr ovi der ' - this contains a single
entry which is the fully qualified class name of the PluginProvider implementation class.

org.j boss. as. sanpl e. Sanpl ePl ugi nProvi der

Package as a Module
To make the Pl ugl nPr ovi der available to the application it is bundled as a module and added to the
modules already shipped with WildFly 8.

To add as a module we first need a nodul e. xml : -

<?xm version="1.0" encodi ng="UTF-8"?>

<nmodul e xm ns="urn:j boss: nodul e: 1. 1" nane="org. j boss. as. sanpl e. pl ugi n">
<properties>
</ properties>

<resour ces>
<resource-root path="SanplePlugln.jar"/>
</ resources>

<dependenci es>
<nmodul e nanme="org.j boss. as. donai n- managenent" />
</ dependenci es>
</ modul e>

The interfaces being implemented are in the 'or g. j boss. as. domai n- managenent ' module so a
dependency on that module is defined, this nodul e. xni is then placed in the {
j boss. hone}/ nodul es/ or g/ j boss/ as/ sanpl e/ pl ugi n/ nai n'.

The compiled classed and META- | NF/ ser vi ces as described above are assembled into a jar called
Sanpl ePl ugl n. j ar and also placed into this folder.

Looking back at the sample configuration at the top of the realm definition the following element was added:

<pl ug-i ns>
<pl ug-in nodul e="org.j boss. as. sanpl e. pl ugi n"/ >
</ pl ug-i ns>

This element is used to list the modules that should be searched for plug-ins. As plug-ins are loaded during
the server start up this search is a lazy search so don't expect a definition to a non existant module or to a
module that does not contain a plug-in to report an error.

The AuthenticationPluglin
The example Aut hent i cati onPl ugl n is implemented as: -
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public class Sanpl eAut henti cati onPl ugln extends AbstractPlugln {
private static final String PASSWORD SUFFI X = ". password";
private static final String ROLES _SUFFI X = ".rol es";

private Map<String, String> configuration;

public void init(Map<String, String> configuration, Map<String, Object> sharedState) throws

| OException {
this.configuration = configuration;
/1 This will allow an AuthorizationPlugln to del egate back to this instance.

shar edSt at e. put (Aut hori zati onPl ugl n. cl ass. get Name(), this);

public ldentity |oadldentity(String userNanme, String realm throws | OException {
String passwordKey = user Nane + PASSWORD SUFFI X;
i f (configuration.contai nsKey(passwordKey)) ({
return new Sanpl el dentity(userNane, configuration. get(passwordKey));

}

t hrow new | CException("ldentity not found.");

public String[] |oadRol es(String userNanme, String realm throws | COException {
String rol eskey = userNane + ROLES_SUFFI X;
if (configuration.containsKey(rol esKey)) {
String roles = configuration. get(rol eskey);
return roles.split(",");
} else {
return new String[O0];

private static class Sanpleldentity inplenments Identity {
private final String userNang;
private final Credential credential;

private Sanpleldentity(final String userName, final String password) {
this. user Nane = user Nane;
this.credential = new PasswordCredenti al (password.toCharArray());

public String getUserNanme() {
return user Name;

public Credential getCredential () {
return credential ;
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As you can see from this implementation there is also an additional class being extended Abst r act Pl ugl n
- that is simply an abstract class that implements the Aut henti cati onPl ugl n, Aut hori zati onPl ugl n,
and Pl ugl nConf i gur ati onSupport interfaces already. The properties that were defined in the
configuration are passed in as a Map and importantly for this sample the plug-in adds itself to the shared
state map.

The AuthorizationPlugln
The example implementation of the authentication plug in is as follows: -

public class Del egat eAut hori zati onPl ugl n extends AbstractPl ugln {
private AuthorizationPlugln authorizationPl ugln;

public void init(Map<String, String> configuration, Map<String, Object> sharedState) throws
| CException {
aut hori zati onPl ugl n = (Aut hori zati onPl ugl n)
shar edSt at e. get (Aut hori zat i onPl ugl n. cl ass. get Nane() ) ;

}

public String[] |oadRoles(String userNane, String realm throws | OException {
return authorizationPl ugl n. | oadRol es(user Narme, realnj;

This plug-in illustrates how two plug-ins can work together, by the Aut hent i cati onPl ugl n placing itself in
the shared state map it is possible for the authorization plug-in to make use of it for the loadRoles
implementation.

Another option to consider to achieve similar behaviour could be to provide an Identity implementation that
also contains the roles and place this in the shared state map - the Aut hori zat i onPl ugl n can retrieve
this and return the roles.

Forcing Plain Text Authentication

As mentioned earlier in this article if the Val i dat ePasswor dCr edent i al is going to be used then the
authentication used at the transport level needs to be forced from Digest authentication to plain text
authentication, this can be achieved by adding a mechanism attribute to the plug-in definition within the
authentication element i.e.

<aut henti cati on>
<pl ug-i n name="Sanpl e" mechani sn=" PLAI N'>
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Example Configurations

This section of the document contains a couple of examples for the most common scenarios likely to be
used with the security realms, please feel free to raise Jira issues requesting additional scenarios or if you
have configured something not covered here please feel free to add your own examples - this document is

editable after all @

At the moment these examples are making use of the 'Managenent Real m however the same can apply to
the 'Appl i cat i onReal ni or any custom realm you create for yourselves.

LDAP Authentication
The following example demonstrates an example configuration making use of Active Directory to verify the
users username and password.

<managemnent >
<security-real ms>
<security-real m name="Managenent Real ni' >
<aut henti cati on>
<l dap connecti on="EC2" base-dn="CN=Users, DC=darr anl , DC=j boss, DC=or g" >
<usernane-filter attribute="sAMAccount Name" />
</ | dap>
</ aut henti cati on>
</ security-real n»

</ security-real ns>

<out bound- connecti ons>
<l dap name="EC2" url="1dap://127.0.0.1:9797"
sear ch- dn="CN=wf 8, CN=User s, DC=dar r anl , DC=j boss, DC=or g" search-credenti al =" password"/ >
</ out bound- connecti ons>

</ managenent >

For simplicity the <I ocal / > configuration has been removed from this example, however there it
is fine to leave that in place for local authentication to remain possible.
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Enable SSL

The first step is the creation of the key, by default this is going to be used for both the native management
interface and the http management interface - to create the key we can use the keyTool , the following
example will create a key valid for one year.

Open a terminal window in the folder {j boss. hone}/ st andal one/ confi gur ati on and enter the
following command: -

keyt ool -genkey -alias server -keyalg RSA -keystore server.keystore -validity
365

Enter keystore password:
Re-enter new password:

In this example | choose 'keyst or e_password'.

What is your first and | ast name?
[ Unknown] : | ocal host

» Of all of the questions asked this is the most important and should match the host name that will be
entered into the web browser to connect to the admin console.

Answer the remaining questions as you see fit and at the end for the purpose of this example | set the key
password to 'key_password'.

The following example shows how this newly created keystore will be referenced to enable SSL.

<security-real m nane="Managenent Real ni' >
<server-identities>
<ssl >
<keystore path="server. keystore" rel ative-to="jboss.server.config.dir"
keyst or e- passwor d="keyst ore_password" al i as="server" key-password="key_password" />
</ ssl >
</server-identities>
<aut henti cati on>

</ aut henti cati on>

</security-real np

The contents of the <aut hent i cati on /> have not been changed in this example so authentication still
occurs using either the local mechanism or username/password authentication using Digest.
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Add Client-Cert to SSL

To enable Client-Cert style authentication we just now need to add a <t r ust st ore / > element to the
<aut henti cati on /> element referencing a trust store that has had the certificates or trusted clients
imported.

<security-real m name="Managenent Real ni >
<server-identities>
<ssl >
<keystore path="server. keystore" rel ative-to="jboss.server.config.dir"
keyst or e- passwor d="keyst ore_password" al i as="server" key-password="key_password" />
</ ssl >
</server-identities>
<aut henti cati on>
<truststore path="server.truststore" relative-to="jboss.server.config.dir"
keyst or e- passwor d="t rust st ore_password" />
<l ocal defaul t-user="$l ocal"/>
<properties path="ngnt-users.properties" relative-to="jboss.server.config.dir"/>
</ aut henti cati on>
</security-real m»

In this scenario if Client-Cert authentication does not occur clients can fall back to use either the local
mechanism or username/password authentication. To make Client-Cert based authentication mandatory just
remove the <l ocal /> and <properties /> elements.

5.5.2 Authorizing management actions with Role Based Access
Control

WildFly introduces a Role Based Access Control scheme that allows different administrative users to have
different sets of permissions to read and update parts of the management tree. This replaces the simple
permission scheme used in JBoss AS 7, where anyone who could successfully authenticate to the
management security realm would have all permissions.

JBoss Community Documentation Page 99 of 2293



Latest WildFly Documentation

Access Control Providers

WildFly ships with two access control "providers", the "simple" provider, and the "rbac" provider. The
"simple" provider is the default, and provides a permission scheme equivalent to the JBoss AS 7 behavior
where any authenticated administrator has all permissions. The "rbac" provider gives the finer grained
permission scheme that is the focus of this section.

The access control configuration is included in the management section of a standalone server's
standalone.xml, or in a new "management” section in a managed domain's domain.xml. The access control
policy is centrally configured in a managed domain.

<nmanagenent >

<access-control provider="sinple">
<r ol e- mappi ng>
<rol e nanme="Super User" >
<i ncl ude>
<user nane="$l ocal "/>
</incl ude>
</rol e>
</ r ol e- mappi ng>
</ access-control >
</ managenent >

As you can see, the provider is set to "simple" by default. With the "simple" provider, the nested
"role-mapping" section is not actually relevant. It's there to help ensure that if the provider attribute is
switched to "rbac" there will be at least one user mapped to a role that can continue to administer the
system. This default mapping assigns the "$local" user name to the RBAC role that provides all permissions,
the "SuperUser" role. The "$local" user name is the name an administrator will be assigned if he or she uses
the CLI on the same system as the WildFly instance and the "local" authentication scheme is enabled.

RBAC provider overview

The access control scheme implemented by the "rbac" provider is based on seven standard roles. A role is a
named set of permissions to perform one of the actions: addressing (i.e. looking up) a management
resource, reading it, or modifying it. The different roles have constraints applied to their permissions that are
used to determine whether the permission is granted.
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RBAC roles

The seven standard roles are divided into two broad categories, based on whether the role can deal with
items that are considered to be "security sensitive". Resources, attributes and operations that may affect
administrative security (e.g. security realm resources and attributes that contain passwords) are "security
sensitive".

Four roles are not given permissions for "security sensitive" items:

® Monitor — a read-only role. Cannot modify any resource.

® Operator — Monitor permissions, plus can modify runtime state, but cannot modify anything that ends
up in the persistent configuration. Could, for example, restart a server.

® Maintainer — Operator permissions, plus can modify the persistent configuration.

® Deployer — like a Maintainer, but with permission to modify persistent configuration constrained to
resources that are considered to be "application resources". A deployment is an application resource.
The messaging server is not. Items like datasources and JMS destinations are not considered to be
application resources by default, but this is configurable.

Three roles are granted permissions for security sensitive items:

® SuperUser — has all permissions. Equivalent to a JBoss AS 7 administrator.

* Administrator — has all permissions except cannot read or write resources related to the administrative
audit logging system.

® Auditor — can read anything. Can only modify the resources related to the administrative audit logging
system.

The Auditor and Administrator roles are meant for organizations that want a separation of responsibilities
between those who audit normal administrative actions and those who perform them, with those who
perform most actions (Administrator role) not being able to read or alter the auditing configuration.

Access control constraints
The following factors are used to determine whether a given role is granted a permission:

® What the requested action is (address, read, write)

* Whether the resource, attribute or operation affects the persistent configuration

* Whether the resource, attribute or operation is related to the administrative audit logging function

® Whether the resource, attribute or operation is configured as security sensitive

® Whether an attribute or operation parameter value has a security vault expression

® Whether a resource is considered to be associated with applications, as opposed to being part of a
general container configuration

The first three of these factors are non-configurable; the latter three allow some customization. See "
Configuring constraints" for details.
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Addressing aresource

As mentioned above, permissions are granted to perform one of three actions, addressing a resource,
reading it, and modifying. The latter two actions are fairly self-explanatory. But what is meant by
"addressing" a resource?

"Addressing" a resource refers to taking an action that allows the user to determine whether a resource at a
given address actually exists. For example, the "read-children-names" operation lets a user determine valid
addresses. Trying to read a resource and getting a "Permission denied" error also gives the user a clue that
there actually is a resource at the requested address.

Some resources may include sensitive information as part of their address. For example, security realm
resources include the realm name as the last element in the address. That realm name is potentially security
sensitive; for example it is part of the data used when creating a hash of a user password. Because some
addresses may contain security sensitive data, a user needs permission to even "address" a resource. If a
user attempts to address a resource and does not have permission, they will not receive a "permission
denied" type error. Rather, the system will respond as if the resource does not even exist, e.g. excluding the
resource from the result of the "read-children-names" operation or responding with a "No such resource"
error instead of "Permission denied" if the user is attempting to read or write the resource.

Another term for "addressing" a resource is "looking up" the resource.

Switching to the "rbac" provider

Use the CLI to switch the access-control provider.

= Before changing the provider to "rbac", be sure your configuration has a user who will be mapped
to one of the RBAC roles, preferably with at least one in the Administrator or SuperUser role.
Otherwise your installation will not be manageable except by shutting it down and editing the xml
configuration. If you have started with one of the standard xml configurations shipped with WildFly,
the "$local" user will be mapped to the "SuperUser" role and the "local” authentication scheme will
be enabled. This will allow a user running the CLI on the same system as the WildFly process to
have full administrative permissions. Remote CLI users and web-based admin console users will
have no permissions.

We recommend mapping at least one user besides "$local" before switching the provider to "rbac".
You can do all of the configuration associated with the "rbac" provider even when the provider is
set to "simple”

The management resources related to access control are located in the

cor e-servi ce=managenent / access=aut hori zat i on portion of the management resource tree.
Update the pr ovi der attribute to change between the "simple" and "rbac" providers. Any update requires a
reload or restart to take effect.
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[ st andal one@ ocal host: 9990 /] cd core-servi ce=managenent/access=aut hori zati on
[ st andal one@ ocal host: 9990 access=aut hori zation] :wite-attribute(name=provider, val ue=rbac)
{
"out cone" => "success",
"response- headers" => {
"operation-requires-rel oad" => true,
"process-state" => "rel oad-required"

}

[ standal one@ ocal host: 9990 access=aut hori zation] rel oad

In a managed domain, the access control configuration is part of the domain wide configuration, so the
resource address is the same as above, but the CLI is connected to the master Domain Controller:

[ donmai n@ ocal host: 9990 /] cd core-servi ce=managenent/access=aut hori zati on
[ domai n@ ocal host: 9990 access=aut horization] :wite-attribute(name=provider, val ue=rbac)
{
"outconme" => "success",
"response- headers" => {
"operation-requires-rel oad" => true,
"process-state" => "rel oad-required"
b
"result" => undefi ned,
"server-groups" => {"nmain-server-group"” => {"host" => {"master" => {
"server-one" => {"response" => {
"out come” => "success",
"response- headers" => {
"operation-requires-rel oad" => true,
"process-state" => "rel oad-required"

1}
"server-two" => {"response" => {
"out cone" => "success",
"response- headers" => {
"operation-requires-rel oad" => true,
"process-state" => "rel oad-required"

1}
111}
}

[ domai n@ ocal host: 9990 access=aut hori zati on] rel oad --host=nmaster

As with a standalone server, a reload or restart is required for the change to take effect. In this case, all
hosts and servers in the domain will need to be reloaded or restarted, starting with the master Domain
Controller, so be sure to plan well before making this change.

Mapping users and groups to roles

Once the "rbac" access control provider is enabled, only users who are mapped to one of the available roles
will have any administrative permissions at all. So, to make RBAC useful, a mapping between individual
users or groups of users and the available roles must be performed.
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Mapping individual users
The easiest way to map individual users to roles is to use the web-based admin console.

Navigate to the "Administration” tab and the "Users" subtab. From there individual user mappings can be
added, removed, or edited.

WMth’ 1.0.0.Alphal Q  Messages: 0 & bstansberry
Home Configuration Domain Runtime Administration
= Access Control USERS GROUPS ROLES
Role Assignment
Users

A mapping of users to a specific roles.
Add Remove

User Roles

bstansberry Administrator
mjones Administrator
1-2of2
@ Edit
User: bstansberry
Roles: Administrator
2.2.8 Final = Tools /* Settings

The CLI can also be used to map individuals users to roles.

First, if one does not exist, create the parent resource for all mappings for a role. Here we create the
resource for the Admi ni str at or role.

[ domai n@ ocal host: 9990 /]
/ cor e-servi ce=managenent / access=aut hori zat i on/ r ol e- mappi ng=Adni ni strat or: add
{
"out come" => "success",
"result" => undefined,
"server-groups" => {"nmmin-server-group" => {"host" => {"nmaster" => {
"server-one" => {"response" => {"outcone" => "success"}},
"server-two" => {"response" => {"outcome" => "success"}}

111}

Once this is done, map a user to the role:
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[ domai n@ ocal host: 9990 /]
/ cor e-servi ce=managenent / access=aut hori zati on/ r ol e- mappi ng=Admi ni strat or/i ncl ude=user-j sm t h: add(ni
"out cone" => "success",
"result" => undefi ned,
"server-groups" => {"main-server-group" => {"host" => {"master" => {
"server-one" => {"response" => {"outcome" => "success"}},
"server-two" => {"response" => {"outcome" => "success"}}

1388

Now if user j smi t h authenticates to any security realm associated with the management interface they are
using, he will be mapped to the Admi ni str at or role.

To restrict the mapping to a particular security realm, change the r eal mattribute to the realm name. This
might be useful if different realms are associated with different management interfaces, and the goal is to
limit a user to a particular interface.

[ domai n@ ocal host: 9990 /]
/ cor e-servi ce=managenent / access=aut hori zati on/ r ol e- mappi ng=Admi ni strator/i ncl ude=user-nj ones: add( n:
"out come" => "success",
"result" => undefi ned,
"server-groups" => {"main-server-group" => {"host" => {"master" => {
"server-one" => {"response" => {"outcome" => "success"}},
"server-two" => {"response" => {"outcome" => "success"}}

111}

User groups

A "group” is an arbitrary collection of users that may exist in the end user environment. They can be named
whatever the end user organization wants and can contain whatever users the end user organization wants.
Some of the authentication store types supported by WildFly security realms include the ability to access
information about what groups a user is a member of and associate this information with the Subj ect
produced when the user is authenticated. This is currently supported for the following authentication store
types:

® properties file (via the <r eal m_nane>- gr oups. properti es file)
* LDAP (via directory-server-specific configuration)

Groups are convenient when it comes to associating a user with a role, since entire groups can be
associated with a role in a single mapping.

Mapping groups to roles
The easiest way to map groups to roles is to use the web-based admin console.

Navigate to the "Administration” tab and the "Groups" subtab. From there group mappings can be added,
removed, or edited.

JBoss Community Documentation Page 105 of 2293



Latest WildFly Documentation

WildFly 1.0.0.Alphal

Home Configuration Domain Runtime

= Access Control USERS

Role Assignment

Groups

Q Messages: 2 & bstansberry

Administration

GROUPS ROLES

A mapping of groups to a specific roles.

Group

PowerAdmins

SeniorAdmins

# Edit

Group:

Roles:

2.2.8.Final

Add Remove
Roles

Administrator
Administrator

1-2of 2

PowerAdmins@ManagementRealm

Administrator

«Tools # Settings

The CLI can also be used to map groups to roles. The only difference to individual user mapping is the value
of the t ype attribute should be GROUP instead of USER.

[ domai n@ ocal host: 9990 /]

/ cor e-servi ce=managenent / access=aut hori zati on/ r ol e- mappi ng=Admi ni strat or/i ncl ude=gr oup- Seni or Admi n!

"out come” => "success",
"resul t" => undefi ned,

"server-groups" => {"nmmin-server-group" => {"host" => {"master" => {
"server-one" => {"response" => {"outcome" => "success"}},
"server-two" => {"response" => {"outcome" => "success"}}

111}

As with individual user mappings, the mapping can be restricted to users authenticating via a particular
security realm:

[ domai n@ ocal host: 9990 /]

/ cor e-servi ce=managenent / access=aut hori zati on/ r ol e- mappi ng=Admi ni strator/i ncl ude=gr oup- Power Admi ns:

"out cone" => "success",
"resul t" => undefi ned,

"server-groups" => {"main-server-group"
"server-one" => {"response" => {"outcome" => "success"}},
"server-two" => {"response" => {"outcome" => "success"}}

111}

=> {"host" => {"master" => {
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Including all authenticated users in arole

It's possible to specify that all authenticated users should be mapped to a particular role. This could be used,
for example, to ensure that anyone who can authenticate can at least have Moni t or privileges.

. A user who can authenticate to the management security realm but who does not map to a role will
not be able to perform any administrative functions, not even reads.

In the web based admin console, navigate to the "Administration” tab, "Roles" subtab, highlight the relevant
role, click the "Edit" button and click on the "Include All" checkbox:

W”th' 1.0.0.Alphal Q  Messages: 2 & bstansberry

Home Configuration Domain Runtime Administration

= Access Control USERS GROUPS ROLES
ey — Standard Roles  Scoped Roles
The standard roles supported by the current management access control provider.
Members.

Name Include All
Administrator
Auditor
Deployer
Maintainer
Monitor
Operator

SuperUser

Need Help?

Name: Manitor

Include All: )

el e |

2.2.8.Final ~Tools / Settings

The same change can be made using the CLI:

[ domai n@ ocal host: 9990 /]
/ cor e-servi ce=managenent / access=aut hori zati on/ rol e- mappi ng=Monitor:wite-attribute(nane=include-all
"out come" => "success",
"resul t" => undefi ned,
"server-groups" => {"main-server-group" => {"host" => {"master" => {
"server-one" => {"response" => {"outcome" => "success"}},
"server-two" => {"response" => {"outcome" => "success"}}

111}
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Excluding users and groups

It is also possible to explicitly exclude certain users and groups from a role. Exclusions take precedence over
inclusions, including cases where the i ncl ude- al | attribute is set to true for a role.

In the admin console, excludes are done in the same screens as includes. In the add dialog, simply change
the "Type" pulldown to "Exclude”.

) |

Add User Assignment Pl
Need Help?
1 User:
‘ Realm:
Include ’
Type: v Exclude 3
Name

- Administrator
t
- Auditor |

- Deployer

Roles: - Maintainer

- Monitor

NrnAavatar

In the CLI, excludes are identical to includes, except the resource address has excl ude instead of
i ncl ude as the key for the last address element:

[ domai n@ ocal host: 9990 /]
/ cor e-servi ce=nanagenent / access=aut hori zati on/ r ol e- nappi ng=Mbni t or/ excl ude=gr oup- Tenps: add( nane=Tel|
"out cone" => "success",
"result" => undefi ned,
"server-groups" => {"main-server-group" => {"host" => {"master" => {
"server-one" => {"response" => {"outcome" => "success"}},
"server-two" => {"response" => {"outcome" => "success"}}

111}
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Users who map to multiple roles

It is possible that a given user will be mapped to more than one role. When this occurs, by default the user
will be granted the union of the permissions of the two roles. This behavior can be changed on a global
basis to instead respond to the user request with an error if this situation is detected:

[ st andal one@ ocal host: 9990 /] cd core-servi ce=nanagenent/access=aut hori zati on
[ st andal one@ ocal host: 9990 access=aut hori zati on]

:write-attribute(name=perni ssion-conbi nation-policy, val ue=rejecting)
{"outconme" => "success"}

Note that no reload is required; the change takes immediate effect.

To restore the default behavior, set the value to "permissive":

[ st andal one@ ocal host: 9990 /] cd core-servi ce=managenent/access=aut hori zati on
[ st andal one@ ocal host: 9990 access=aut hori zati on]

write-attribute(name=perm ssion-conbi nation-policy, val ue=perni ssive)
{"outconme" => "success"}

Adding custom roles in a managed domain

A managed domain may involve a variety of servers running different configurations and hosting different
applications. In such an environment, it is likely that there will be different teams of administrators
responsible for different parts of the domain. To allow organizations to grant permissions to only parts of a
domain, WildFly's RBAC scheme allows for the creation of custom "scoped roles". Scoped roles are based
on the seven standard roles, but with permissions limited to a portion of the domain — either to a set of server
groups or to a set of hosts.
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Server group scoped roles

The privileges for a server-group scoped role are constrained to resources associated with one or more
server groups. Server groups are often associated with a particular application or set of applications;
organizations that have separate teams responsible for different applications may find server-group scoped
roles useful.

A server-group scoped role is equivalent to the default role upon which it is based, but with privileges
constrained to target resources in the resource trees rooted in the server group resources. The server-group
scoped role can be configured to include privileges for the following resources trees logically related to the
server group:

® Profile

® Socket Binding Group
® Deployment

® Deployment override
® Server group

® Server config

® Server

Resources in the profile, socket binding group, server config and server portions of the tree that are not
logically related to a server group associated with the server-group scoped role will not be addressable by a
user in that role. So, in a domain with server groups “a” and “b”, a user in a server-group scoped role that
grants access to “a” will not be able to address /server-group=b. The system will treat that resource as
non-existent for that user.

In addition to these privileges, users in a server-group scoped role will have non-sensitive read privileges
(equivalent to the Monitor role) for resources other than those listed above.

The easiest way to create a server-group scoped role is to use the admin console. But you can also use the
CLI to create a server-group scoped role.

[ domai n@ ocal host: 9990 /]
/ cor e-servi ce=managenent / access=aut hori zat i on/ server - gr oup- scoped- r ol e=Mai nG oupAdni ns: add( base-r ol
"out come” => "success",
"result" => undefined,
"server-groups" => {"mmin-server-group" => {"host" => {"master" => {
"server-one" => {"response" => {"outcone" => "success"}},
"server-two" => {"response" => {"outcome" => "success"}}

111}

Once the role is created, users or groups can be mapped to it the same as with the seven standard roles.
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Host scoped roles

The privileges for a host-scoped role are constrained to resources associated with one or more hosts. A user
with a host-scoped role cannot modify the domain wide configuration. Organizations may use host-scoped
roles to give administrators relatively broad administrative rights for a host without granting such rights
across the managed domain.

A host-scoped role is equivalent to the default role upon which it is based, but with privileges constrained to
target resources in the resource trees rooted in the host resources for one or more specified hosts.

In addition to these privileges, users in a host-scoped role will have non-sensitive read privileges (equivalent
to the Monitor role) for domain wide resources (i.e. those not in the /host=* section of the tree.)

Resources in the /host=* portion of the tree that are unrelated to the hosts specified for the Host Scoped
Role will not be visible to users in that host-scoped role. So, in a domain with hosts “a” and “b”, a user in a
host-scoped role that grants access to “a” will not be able to address /host=b. The system will treat that
resource as non-existent for that user.

The easiest way to create a host-scoped role is to use the admin console. But you can also use the CLI to
create a host scoped role.

[ domai n@ ocal host: 9990 /]
/ cor e-servi ce=managenent / access=aut hori zat i on/ host - scoped- r ol e=Mast er Oper at or s: add( base- r ol e=Cper al
"out cone" => "success",
"result" => undefi ned,
"server-groups" => {"nmain-server-group"” => {"host" => {"master" => {
"server-one" => {"response" => {"outcome" => "success"}},
"server-two" => {"response" => {"outcome" => "success"}}

1388

Once the role is created, users or groups can be mapped to it the same as with the seven standard roles.

JBoss Community Documentation Page 111 of 2293



Latest WildFly Documentation

Using the admin console to create scoped roles

Both server-group and host scoped roles can be added, removed or edited via the admin console. Select
"Scoped Roles" from the "Administration" tab, "Roles" subtab:

W”th’ 1.0.0.Alphal Q Messages: 0 & bstansberry

Home Configuration Domain Runtime Administration

= Access Control USERS GROUPS ROLES
Role Assignment
Role Mangement
Standard Roles  Scoped Roles

Administrative roles that are based on standard roles but are constrained to a particular set of managed domain
hosts or server groups.

Members Add Remove
Name Based On Type Scope Include All
GroupAAd Admi Server Group main-server-group
MasterOperators Operator Host master, }
1-2 of 2
Need Help?

@ Edit

Name: GroupAAdmins

Base Role: Administrator

Type: Server Group

Scope: [main-server-group]

Include All: false

2.2.8.Final 4 Tools / Settings

When adding a new scoped role, use the dialogue's "Type" pull down to choose between a host scoped role
and a server-group scoped role. Then place the names of the relevant hosts or server groups in the "Scope"
text are.

Add Scoped Role o
Need Help?
Name:
Base Role: Administrator s
Type: ¥ Host N

Server Group

master

Scope:

Include All: o
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Configuring constraints

The following factors are used to determine whether a given role is granted a permission:

® What the requested action is (address, read, write)

® Whether the resource, attribute or operation affects the persistent configuration

* Whether the resource, attribute or operation is related to the administrative audit logging function

* Whether the resource, attribute or operation is configured as security sensitive

® Whether an attribute or operation parameter value has a security vault expression

® Whether a resource is considered to be associated with applications, as opposed to being part of a
general container configuration

The first three of these factors are non-configurable; the latter three allow some customization.

Configuring sensitivity
"Sensitivity" constraints are about restricting access to security-sensitive data. Different organizations may

have different opinions about what is security sensitive, so WildFly provides configuration options to allow
users to tailor these constraints.

Sensitive resources, attributes and operations

The developers of the WildFly core and of any subsystem may annotate resources, attributes or operations
with a "sensitivity classification". Classifications are either provided by the core and may be applicable
anywhere in the management model, or they are scoped to a particular subsystem. For each classification,
there will be a setting declaring whether by default the addressing, read and write actions are considered to
be sensitive. If an action is sensitive, only users in the roles able to deal with sensitive data (Administrator,
Auditor, SuperUser) will have permissions.

Using the CLI, administrators can see the settings for a classification. For example, there is a core
classification called "socket-config" that is applied to elements throughout the model that relate to configuring
sockets:

[ domai n@ ocal host:9990 /] cd
core-servi ce=managenent / access=aut hori zati on/ constrai nt =sensi tivity-classification/type=core/classi
cl assificati on=socket-config] Is -1

ATTRI BUTE VALUE TYPE
confi gured-requires-addressabl e undefi ned BOOLEAN
confi gured-requires-read undef i ned BOOLEAN
configured-requires-wite undef i ned BOOLEAN
def aul t - requi r es- addr essabl e fal se BOOLEAN
defaul t-requires-read fal se BOOLEAN
default-requires-wite true BOOLEAN
CHI LD M N- OCCURS MAX- OCCURS

applies-to n/a n/ a
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The various def aul t - r equi res-. .. attributes indicate whether a user must be in a role that allows
security sensitive actions in order to perform the action. In the socket - conf i g example above,

def aul t-requires-wite istrue, while the others are false. So, by default modifying a setting involving
socket configuration is considered sensitive, while addressing those resources or doing reads is not
sensitive.

The def aul t -requi res-. .. attributes are read-only. The conf i gur ed-requi res-. .. attributes
however can be modified to override the default settings with ones appropriate for your organization. For
example, if your organization doesn't regard modifying socket configuration settings to be security sensitive,
you can change that setting:

[ domai n@ ocal host: 9990 cl assi fi cati on=socket -confi g]
write-attribute(name=configured-requires-wite,val ue=fal se)

{

"out cone" => "success",

"result" => undefi ned,

"server-groups" => {"main-server-group"” => {"host" => {"master" => {
"server-one" => {"response" => {"outcome" => "success"}},
"server-two" => {"response" => {"outcome" => "success"}}

111}

}

Administrators can also read the management model to see to which resources, attributes and operations a
particular sensitivity classification applies:

[ domai n@ ocal host: 9990 cl assi fi cati on=socket -confi g]
:read-children-resources(child-type=applies-to)
{
"out come" => "success",
"result" => {
"/ host=master" => {
"address" => "/host=naster",
"attributes" => [],
"entire-resource" => fal se,
"operations" => ["resol ve-internet-address"]
H
"/ host =mast er/ cor e- servi ce=host - envi ronment " => {
"address" => "/host=naster/core-service=host-environnment",
"attributes" => [
"host-control | er-port",
"host-control | er-address"”,
"process-control |l er-port",
"process-control |l er-address"
I,
"entire-resource" => fal se,
"operations" => []
b
"/ host =mast er/ cor e- servi ce=managenent / managenent -i nt erface=http-interface" => {
"address" =>
"/ host =nmst er/ cor e- servi ce=nanagenent / managenent -i nterface=http-interface",
"attributes" => [
"port",
"secure-interface",
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"secure-port",
"interface"
1.
"entire-resource" => fal se,
"operations" => []

H

"/ host =mast er/ cor e- ser vi ce=managenent / managenent -i nt erf ace=nati ve-i nterface" => {
"address" =>

"/ host =nmst er/ cor e- servi ce=managenent / managenent -i nt erf ace=nati ve-i nterface",
"attributes" => |
"port",
"interface"
1.
"entire-resource" => fal se,
"operations" => []

H

"/ host=master/interface=*" => {

"address" => "/host=naster/interface=*",
"attributes" => [],

"entire-resource" => true,

"operations" => ["resol ve-internet-address"]

H

"/ host =mast er/ server-config=*/interface=*" => {

"address" => "/host=naster/server-config=*/interface=*",
"attributes" =>[],
"entire-resource" => true,
"operations" => []
H
"linterface=*" => {
"address" => "/interface=*",
"attributes" =>[],
"entire-resource" => true,
"operations" => []

},

"/ profil e=*/subsystenrnessagi ng/ hor net g- server =*/ br oadcast - gr oup=*" => {
"address" => "/profil e=*/subsyst emrmessagi ng/ hor net g- server =*/ br oadcast - gr oup=*",
“"attributes" => [

" group- addr ess",
"group-port",
"| ocal - bi nd- addr ess",
"l ocal - bi nd-port"
1.
"entire-resource" => fal se,
"operations" => []

H

"/ profil e=*/subsyst enrnmessagi ng/ hor net g- server =*/di scovery-group=*" => {
"address" => "/profil e=*/subsyst emrmessagi ng/ hor net g- server =*/di scovery-group=*",
"attributes" => [

" group- address",
"group-port",
"l ocal - bi nd- addr ess"
1
"entire-resource" => fal se,
"operations" => []

b

"/ profil e=*/subsystenrtransactions" => {

"address" => "/profil e=*/subsystenrtransactions",
"attributes" => ["process-id-socket-max-ports"],
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"entire-resource" => fal se,
"operations" => []
H
"/server-group=*" => {
"address" => "/server-group=*",
"attributes" => ["socket- bi ndi ng-port-offset"],
"entire-resource" => fal se,
"operations" => []
H
"/ socket - bi ndi ng- gr oup=*" => {
"address" => "/socket-bi ndi ng- group=*",
"attributes" =>[],
"entire-resource" => true,
"operations" => []

There will be a separate child for each address to which the classification applies. The enti r e-resour ce
attribute will be true if the classification applies to the entire resource. Otherwise, the att ri but es and
oper at i ons attributes will include the names of attributes or operations to which the classification applies.

Classifications with broad use
Several of the core sensitivity classifications are commonly used across the management model and
deserve special mention.

Name Description

credential An attribute whose value is some sort of credential, e.g. a password or a username.
By default sensitive for both reads and writes

security-domain-ref An attribute whose value is the name of a security domain. By default sensitive for
both reads and writes

security-realm-ref  An attribute whose value is the name of a security realm. By default sensitive for both
reads and writes

socket-binding-ref  An attribute whose value is the name of a socket binding. By default not sensitive for
any action

socket-config A resource, attribute or operation that somehow relates to configuring a socket. By
default sensitive for writes

Values with security vault expressions

By default any attribute or operation parameter whose value includes a security vault expression will be
treated as sensitive, even if no sensitivity classification applies or the classification does not treat the action
as sensitive.

This setting can be globally changed via the CLI. There is a resource for this configuration:
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[ domai n@ ocal host:9990 /] cd

core-servi ce=managenent / access=aut hori zat i on/ constrai nt =vaul t - expr essi on
[ domai n@ ocal host: 9990 constrai nt=vault-expression] Is -I

ATTRI BUTE VALUE TYPE

configured-requires-read undefined BOOLEAN

configured-requires-wite undefined BOOLEAN

def aul t-requires-read true BOOLEAN
default-requires-wite true BOOLEAN
The various def aul t - requi res-. . . attributes indicate whether a user must be in a role that allows

security sensitive actions in order to perform the action. So, by default both reading and writing attributes
whose values include vault expressions requires a user to be in one of the roles with sensitive data
permissions.

The def aul t -requi res-. .. attributes are read-only. The conf i gur ed-requi res-... attributes
however can be modified to override the default settings with settings appropriate for your organization. For
example, if your organization doesn't regard reading vault expressions to be security sensitive, you can
change that setting:

[ domai n@ ocal host: 9990 constrai nt =vaul t - expr essi on]
write-attribute(name=configured-requires-read, val ue=fal se)

{

"outconme" => "success",

"result" => undefined,

"server-groups" => {"main-server-group" => {"host" => {"master" => {
"server-one" => {"response" => {"outcone" => "success"}},
"server-two" => {"response" => {"outcome" => "success"}}

111}

}

% This vault-expression constraint overlaps somewhat with the core "credential” sensitivity
classification in that the most typical uses of a vault expression are in attributes that contain a user
name or password, and those will typically be annotated with the "credential" sensitivity
classification. So, if you change the settings for the "credential" sensitivity classification you may
also need to make a corresponding change to the vault-expression constraint settings, or your
change will not have full effect.

Be aware though, that vault expressions can be used in any attribute that supports expressions,
not just in credential-type attributes. So it is important to be familiar with where and how your
organization uses vault expressions before changing these settings.
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Configuring "Deployer” role access

The standard Deployer role has its write permissions limited to resources that are considered to be
"application resources"; i.e. conceptually part of an application and not part of the general server
configuration. By default, only deployment resources are considered to be application resources. However,
different organizations may have different opinions on what qualifies as an application resource, so for
resource types that subsystems authors consider potentially to be application resources, WildFly provides a
configuration option to declare them as such. Such resources will be annotated with an "application
classification".

For example, the mail subsystem provides such a classification:

[ domai n@ ocal host:9990 /] cd

/ cor e-servi ce=managenent / access=aut hori zati on/ constrai nt =appl i cati on-cl assificati on/type=nail/cl as!
classification=mail-session] |Is -I

ATTRI BUTE VALUE TYPE

confi gured-application undefi ned BOOLEAN

defaul t-application fal se BOOLEAN

CH LD M N- OCCURS MAX- OCCURS

applies-to n/a n/ a

Use r ead-resour ce orr ead- chi | dr en-r esour ces to see what resources have this classification
applied:

[ domai n@ ocal host: 9990 cl assificati on=nail -sessi on]
:read-chil dren-resources(child-type=applies-to)

{

"outconme" => "success",

"result" => {"/profil e=*/subsystenrnail/mail-session=*" => {
"address" => "/profil e=*/subsystenrmail/ mil-sessi on=*",
"attributes" => [],

"entire-resource" => true,
"operations" => []
1}
}

This indicates that this classification, intuitively enough, only applies to mail subsystem mail-session
resources.

To make resources with this classification writeable by users in the Deployer role, set the
confi gur ed- appl i cati on attribute to true.

JBoss Community Documentation Page 118 of 2293



Latest WildFly Documentation

[ domai n@ ocal host: 9990 cl assi fi cati on=nmil - sessi on]
write-attribute(name=configured-application,val ue=true)
{
"out cone" => "success",
"result" => undefi ned,
"server-groups" => {"nmain-server-group"” => {"host" => {"master" => {
"server-one" => {"response" => {"outcone" => "success"}},
"server-two" => {"response" => {"outcome" => "success"}}

1388

Application classifications shipped with WildFly
The subsystems shipped with the full WildFly distribution include the following application classifications:

Subsystem Classification
datasources data-source
datasources jdbc-driver
datasources xa-data-source
logging logger

logging logging-profile
malil mail-session
messaging jms-queue
messaging jms-topic
messaging queue
messaging security-setting
naming binding

resource-adapters resource-adapter

security security-domain

In each case the classification applies to the resources you would expect, given its name.

RBAC effect on administrator user experience

The RBAC scheme will result in reduced permissions for administrators who do not map to the SuperUser
role, so this will of course have some impact on their experience when using administrative tools like the
admin console and the CLI.
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Admin console

The admin console takes great pains to provide a good user experience even when the user has reduced
permissions. Resources the user is not permitted to see will simply not be shown, or if appropriate will be
replaced in the Ul with an indication that the user is not authorized. Interaction units like "Add" and "Remove"
buttons and "Edit" links will be suppressed if the user has no write permissions.

CLI

The CLI is a much more unconstrained tool than the admin console is, allowing users to try to execute
whatever operations they wish, so it's more likely that users who attempt to do things for which they lack
necessary permissions will receive failure messages. For example, a user in the Monitor role cannot read
passwords:

[ domai n@ ocal host: 9990 /]
[ profil e=def aul t/ subsyst em=dat asour ces/ dat a- sour ce=Exanpl eDS: r ead- att ri but e( name=passwor d)
{

"out come" => "failed",

"result" => undefined,

"failure-description" => "WLYCTLO313: Unauthorized to execute operation 'read-attribute’
for resource '[

(\"profile\" => \"defaul t\"),

(\"subsystem" => \"datasources\"),

(\"data-source\" => \"Exanpl eDS\")
1" -- \"WFLYCTLO0332: Pernission denied\"",

"rol | ed-back" => true

If the user isn't even allowed to address the resource then the response would be as if the resource doesn't
exist, even though it actually does:

[ domai n@ ocal host: 9990 /]
[ profil e=defaul t/subsystemssecurity/security-donmai n=ot her: read-resource

{

"outcone" => "failed",
"failure-description" => "WLYCTL0216: Managenment resource '|[
(\"profile\" => \"default\"),
(\"subsystem " => \"security\"),
(\"security-domain\" => \"other\")
1" not found",
"rol | ed-back" => true

This prevents unauthorized users fishing for sensitive data in resource addresses by checking for
"Permission denied" type failures.

Users who use the r ead- r esour ce operation may ask for data, some of which they are allowed to see and
some of which they are not. If this happens, the request will not fail, but inaccessible data will be elided and
a response header will be included advising on what was not included. Here we show the effect of a Monitor
trying to recursively read the security subsystem configuration:

JBoss Community Documentation Page 120 of 2293



Latest WildFly Documentation

[domai n@ ocal host: 9990 /] /profil e=defaul t/subsystemrsecurity:read-resource(recursive=true)
{
"out cone" => "success",
"result" => {
"deep- copy- subj ect - node" => undefi ned,
"security-domain" => undefined,
"vaul t" => undefi ned

H
"response- headers" => {"access-control" => [{
"absol ut e- address" => |
("profile" => "default"),
("subsystent => "security")
1.
"rel ative-address" => [],
"filtered-attributes" => ["deep-copy-subject-node"],
"filtered-children-types" => ["security-donain"]
1}

The r esponse- header s section includes access control data in a list with one element per relevant
resource. (In this case there's just one.) The absolute and relative address of the resource is shown, along
with the fact that the value of the deep- copy- subj ect - node attribute has been filtered (i.e. undefined is
shown as the value, which may not be the real value) as well as the fact that child resources of type
securi ty-domai n have been filtered.

Description of access control constraints in the management model metadata
The management model descriptive metadata returned from operations like

read-resour ce-descri pti on andread- operation-descri ption can be configured to include
information describing the access control constraints relevant to the resource, This is done by using the
access- control parameter. The output will be tailored to the caller's permissions. For example, a user
who maps to the Monitor role could ask for information about a resource in the mail subsystem:
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[domai n@ ocal host: 9990 /] cd /profil e=defaul t/subsystemrmail/mail -sessi on=defaul t/server=sntp
[domai n@ ocal host: 9990 server=sntp] :read-resource-description(access-control =tri mdescriptions)
{
"out cone" => "success",
"result" =>{
"description" => undefined,
"access-constraints" => {"application" => {"mail-session" => {"type" => "nmil"}}},
"attributes" => undefined,
"operations" => undefi ned,
"children" => {},
"access-control " => {
"defaul t" => {
"read" => true,
"wite" => fal se,
"attributes" => {
"out bound- socket - bi ndi ng-ref" => {
"read" => true,
"wite" => false
b
"username" => {
"read" => fal se,
"wite" => fal se

j
"tls" =>{
"read" => true,
"wite" => false
b
"ssl" => {
"read" => true,
"wite" => fal se
H

"password" => {
"read" => fal se,
"wite" => fal se

b

"exceptions" => {}

Becausetri m descri pti ons was used as the value for the access- cont r ol parameter, the typical
"description”, "attributes”, "operations" and "children" data is largely suppressed. (For more on this, see
below.) The access- constrai nt s field indicates that this resource is annotated with an [application
constraint]. The access- contr ol field includes information about the permissions the current caller has for
this resource. The def aul t section shows the default settings for resources of this type. The r ead and

wr i t e fields directly under def aul t show that the caller can, in general, read this resource but cannot write
it. The at t ri but es section shows the individual attribute settings. Note that Monitor cannot read the

user nane and passwor d attributes.
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There are three valid values for the access- cont r ol parameter to r ead-r esour ce- descri pti on and
r ead- oper ati on-descri ption:

®* none — do not include access control information in the response. This is the default behavior if no

parameter is included.
® trim-descriptions — remove the normal description details, as shown in the example above
®* combined-descriptions — include both the normal output and the access control data

Learning about your own role mappings

Users can learn in which roles they are operating. In the admin console, click on your name in the top right
corner; the roles you are in will be shown.

Q Messages: 2 & bstansberry

Roles:
SuperUser

™ Run as...

= Logout

CLI users should use the whoam operation with the ver bose attribute set:

[ domai n@ ocal host: 9990 /] :whoani (verbose=true)
{
"out cone" => "success",
"result" => {
"identity" => {
"usernanme" => "aadans",
"real i => "Managenent Real ni
H
"mapped-rol es" => [
" Mai nt ai ner"

]
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"Run-as" capability for SuperUsers

If a user maps to the SuperUser role, WildFly also supports letting that user request that they instead map to
one or more other roles. This can be useful when doing demos, or when the SuperUser is changing the
RBAC configuration and wants to see what effect the changes have from the perspective of a user in
another role. This capability is only available to the SuperUser role, so it can only be used to narrow a user's
permissions, not to potentially increase them.

CLIrun-as
With the CLI, run-as capability is on a per-request basis. It is done by using the "roles" operation header, the
value of which can be the name of a single role or a bracket-enclosed, comma-delimited list of role names.

Example with a low level operation:

[ standal one@ ocal host: 9990 /] :whoam (verbose=true){rol es=[ Operator, Auditor]}
{
"out come” => "success",
"result" => {
"identity" => {
"username" => "$l ocal ",
"real M => "Managenent Real nt
b
"mapped-rol es" => [
"Audi tor",
"Operator”

Example with a CLI command:

[ st andal one@ ocal host: 9990 /] depl oy /tnp/helloworld.war --headers={rol es=Monitor}
{"WFLYCTLO062: Conposite operation failed and was rolled back. Steps that failed:" =>
{"Operation step-1" => "WLYCTL0313: Unauthorized to execute operation 'add for resource
"[(\"depl oyment\" => \"helloworld.war\")]"' -- \"WFLYCTLO332: Permi ssion denied\""}}

[ st andal one@ ocal host: 9990 /] depl oy /tnp/helloworld.war --headers={rol es=Mai nt ai ner}

Here we show the effect of switching to a role that isn't granted the necessary permission.
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Admin console run-as

Admin console users can change the role in which they operate by clicking on their name in the top right
corner and clicking on the "Run as..." link.

Q Messages: 2 & bstansberry

Roles:
SuperUser

™ Run as...

= Logout

Then select the role in which you wish to operate:

Run as Role

Select Role

Select the role you want to act on their behalf.

Role: Maintainer

4

P

Need Help?

Cancel m

4

The console will need to be restarted in order for the change to take effect.
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Using run-as roles with the "simple" access control provider

This "run-as" capability is available even if the "simple" access control provider is used. When the "simple"
provider is used, any authenticated administrator is treated the same as if they would map to SuperUser
when the "rbac" provider is used.

However, the "simple" provider actually understands all of the "rbac" provider configuration settings
described above, but only makes use of them if the "run-as" capability is used for a request. Otherwise, the
SuperUser role has all permissions, so detailed configuration is irrelevant.

Using the run-as capability with the "simple" provider may be useful if an administrator is setting up an rbac
provider configuration before switching the provider to rbac to make that configuration take effect. The
administrator can then run-as different roles to see the effect of the planned settings.

5.6 Application deployment

5.6.1 Managed Domain

In a managed domain, deployments are associated with a ser ver - gr oup (see Core management
concepts). Any server within the server group will then be provided with that deployment.

The domain and host controller components manage the distribution of binaries across network boundaries.

Deployment Commands

Distributing deployment binaries involves two steps: uploading the deployment to the repository the domain
controller will use to distribute its contents, and then assigning the deployment to one or more server groups.

You can do this in one sweep with the CLI:

[ domai n@ ocal host: 9990 /] depl oy ~/ Desktop/test-application.war
Either --all-server-groups or --server-groups nust be specified.

[ domai n@ ocal host: 9990 /] depl oy ~/ Desktop/test-application.war --all-server-groups

'test-application.war' deployed successfully.

The deployment will be available to the domain controller, assigned to a server group, and deployed on all
running servers in that group:
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[domai n@ ocal host: 9990 /] :read-children-nanes(child-type=depl oyrment)

{
"out cone" => "success",
"result" => [
"mysql -connector-java-5.1.15.jar",
"test-application.war"
]
}

[ domai n@ ocal host: 9990 /]
/ server - group=nmai n- server - group/ depl oyment =t est - appl i cati on. war : r ead- r esour ce(i ncl ude-runti ne)

{

"out come" => "success",
"result" => {
"enabl ed" => true,
"nane" => "test-application.war",
"managed" => true,
"runtime-name" => "test-application. war"

If you only want the deployment deployed on servers in some server groups, but not all, use the
--server - groups parameter instead of - al | - ser ver - gr oups:

[domai n@ ocal host: 9990 /] depl oy ~/ Desktop/test-application.war
--server-groups=mai n-server - group, anot her - gr oup
'"test-application. war' deployed successfully.

If you have a new version of the deployment that you want to deploy replacing an existing one, use the
- - f or ce parameter:

[ domai n@ ocal host: 9990 /] depl oy ~/ Desktop/test-application.war --all-server-groups --force
"test-application. war' deployed successfully.

You can remove binaries from server groups with the undepl oy command:

[ domai n@ ocal host: 9990 /] undepl oy test-application.war --all-relevant-server-groups
Successful Iy undepl oyed test-application.war.

[ domai n@ ocal host: 9990 /]
/ server - group=nai n-server - group: r ead- chi | dr en- nanes(chi | d-type=depl oynent)

{

"out cone" => "success",
"result" =>[]

If you only want to undeploy from some server groups but not others, use the - ser ver - gr oups parameter
instead of - al | -r el evant - server - gr oups.
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The CLI depl oy command supports a number of other parameters that can control behavior. Use the
- - hel p parameter to learn more:

[domai n@ ocal host: 9990 /] deploy --help
[...1]

&) Managing deployments through the web interface provides an alternate, sometimes simpler
approach.

Exploded managed deployments

Managed and unmanaged deployments can be 'exploded’, i.e. on the filesystem in the form of a directory
structure whose structure corresponds to an unzipped version of the archive. An exploded deployment can
be convenient to administer if your administrative processes involve inserting or replacing files from a base
version in order to create a version tailored for a particular use (for example, copy in a base deployment and
then copy in a jboss-web.xml file to tailor a deployment for use in WildFly.) Exploded deployments are also
nice in some development scenarios, as you can replace static content (e.g. .html, .css) files in the
deployment and have the new content visible immediately without requiring a redeploy.

Since unmanaged deployment content is directly in your charge, the following operations only make sense
for a managed deployment.

[domai n@ ocal host: 9990 /] /depl oynent =expl oded. war : add( cont ent =[ { enpt y=true}])

This will create an empty exploded deployment to which you'll be able to add content. The empty content
parameter is required to check that you really intend to create an empty deployment and not just forget to
define the content.

[domai n@ ocal host: 9990 /] /depl oynent =ki t chensi nk. ear: expl ode()

This will 'explode’ an existing archive deployment to its exploded format. This operation is not recursive so
you need to explode the sub-deployment if you want to be able to manipulate the sub-deployment content.
You can do this by specifying the sub-deployment archive path as a parameter to the explode operation.

[ domai n@ ocal host: 9990 /]
/ depl oynment =ki t chensi nk. ear : expl ode( pat h=wi | df | y- ki t chensi nk- ear - web. war)

Now you can add or remove content to your exploded deployment. Note that per-default this will overwrite
existing contents, you can specify the overwrite parameter to make the operation fail if the content already
exists.
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[ domai n@ ocal host: 9990 /]

/ depl oynment =expl oded. war : add- cont ent (cont ent =[ {t ar get - pat h=\\EB- | NF/ cl asses/ or g/ j boss/ as/ t est/ depl o
i nput - stream i ndex=/ home/ deno/ or g/ j boss/ as/test/depl oynent/trivial / Servi ceActi vat or Depl oynent . cl as!
{tar get - pat h=META- | NF/ MANI FEST. MF, i nput - st ream i ndex=/ hone/ deno/ META- | NF/ MANI FEST. MF},

{target - pat h=META- | NF/ servi ces/ org. ] boss. msc. servi ce. Servi ceActi vat or,

i nput - st ream i ndex=/ horme/ deno/ META- | NF/ servi ces/ org. j boss. nsc. servi ce. Servi ceActivator}])

Each content specifies a source content and the target path to which it will be copied relative to the
deployment root. With WildFly 11 you can use input-stream-index (which was a convenient way to pass a
stream of content) from the CLI by pointing it to a local file.

[ domai n@ ocal host: 9990 /]
/ depl oynent =expl oded. war : r enove- cont ent ( pat hs=[ WEB- | NF/ cl asses/ or g/ j boss/ as/test/ depl oyment/tri vi al
META- | NF/ MANI FEST. M-, META-| NF/ servi ces/ org. j boss. nmsc. servi ce. Servi ceActivator])

Now you can list the content of an exploded deployment, or just some part of it.

[ domai n@ ocal host: 9990 /] /depl oynent =ki t chensi nk. ear: br owse- cont ent (ar chi ve=f al se,
pat h=wi | df | y- ki t chensi nk- ear - web. war)
{

"outconme" => "success",

"result" => |

{
"path" => "META-I NF/ ",
"directory" => true

H

{
"path" => "META-| NF/ MANI FEST. MF",
"directory" => fal se,
"file-size" => 128L

H

{
"path" => "WEB-I NF/ ",
"directory" => true

H

{
"path" => "WEB-INF/tenpl ates/",
"directory" => true

H

{
"path" => "WEB-| NF/cl asses/",
"directory" => true

},

{
"path" => "WEB-| NF/cl asses/org/",
"directory" => true

b

{
"path" => "WEB-I NF/ cl asses/org/jboss/",
"directory" => true

H

{
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"path" => "WEB-| NF/cl asses/org/jboss/as/",
"directory" => true

H
{
"path" => "WEB-| NF/ cl asses/ org/jboss/as/ quickstarts/",
"directory" => true
H
{
"path" => "WEB-| NF/ cl asses/ org/j boss/as/ qui ckstarts/kitchensink_ear/",
"directory" => true
b
{
"path" => "WEB-I| NF/ cl asses/ org/jboss/ as/ qui ckstarts/kitchensink_ear/controller/",
"directory" => true
H
{
"path" => "WEB-| NF/ cl asses/org/jboss/as/ qui ckstarts/kitchensink_ear/rest/",
"directory" => true
H
{
"path" => "WEB-| NF/ cl asses/ org/jboss/as/ qui ckstarts/kitchensink_ear/util/",
"directory" => true
b
{
"path" => "resources/",
"directory" => true
H
{
"path" => "resources/css/",
"directory" => true
H
{
"path" => "resources/gfx/",
"directory" => true
H
{
"path" => "WEB-| NF/tenpl ates/ defaul t.xhtm ",
"directory" => fal se,
"file-size" => 2113L
b
{
"path" => "WEB-| NF/faces-config.xm",
"directory" => fal se,
"file-size" => 1365L
H
{

"path" =>

"WEB- | NF/ cl asses/ or g/ j boss/ as/ qui ckstart s/ kitchensi nk_ear/controll er/ MenberController.class",
"directory" => fal se,
"file-size" => 2750L

"path" =>

"WEB- | NF/ cl asses/ or g/ j boss/ as/ qui ckst art s/ kit chensi nk_ear/rest/ Menber Resour ceRESTSer vi ce. cl ass”,
"directory" => fal se,
"file-size" => 6363L
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"path" =>

"W\EB- | NF/ cl asses/ org/j boss/ as/ qui ckstarts/kitchensi nk_ear/rest/JaxRsActivator.class",
"directory" => fal se,
"file-size" => 464L

"path" =>

"WEB- | NF/ cl asses/ org/j boss/ as/ qui ckstarts/Kkitchensink_ear/util/WbResources. cl ass",
"directory" => fal se,
"file-size" => 667L

},
{
"path" => "WEB-| NF/ beans. xm ",
"directory" => fal se,
"file-size" => 1262L
}
{
"path" => "index.xhtm",
"directory" => fal se,
"file-size" => 3603L
H
{
"path" => "index.htm",
"directory" => fal se,
"file-size" => 949L
H
{
"path" => "resources/css/screen.css",
"directory" => fal se,
"file-size" => 4025L
H
{
"path" => "resources/ gf x/ header bkg. png",
"directory" => fal se,
"file-size" => 1147L
}
{
"path" => "resources/ gf x/ asi debkg. png",
"directory" => fal se,
"file-size" => 1374L
H
{
"path" => "resources/ gf x/ banner. png",
"directory" => fal se,
"file-size" => 41473L
},
{
"path" => "resources/ gf x/ bkg- bl kheader. png",
"directory" => fal se,
"file-size" => 116L
H
{
"path" => "resources/gf x/rhjb_eap_| ogo. png",
"directory" => fal se,
"file-size" => 2637L
}
{

"path" => "META-| NF/ maven/",
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"directory" => true

},
{
"path" => "META-I NF/ naven/org. wi |l dfly. qui ckstarts/",
"directory" => true
H
{
"path" => "META-| NF/ maven/org. wi | df | y. qui ckstarts/w | df | y- ki t chensi nk- ear -web/",
"directory" => true
}
{

"path" =>
"META- | NF/ maven/ org. wi | df I y. qui ckstarts/w | df | y- ki t chensi nk- ear - web/ pom xm ",
"directory" => fal se,
"file-size" => 4128L

"path" =>
"META- | NF/ maven/ org. wi | df I y. qui ckstarts/w | df | y- ki t chensi nk- ear - web/ pom properties",
"directory" => fal se,
"file-size" => 146L

You also have a read-content operation but since it returns a binary stream, this is not displayable from the
CLL.

[ domai n@ ocal host: 9990 /] /depl oynent =ki t chensi nk. ear: r ead- cont ent ( pat h=META- | NF/ MANI FEST. MF)
{
"out conme" => "success",
"result" => {"uuid" => "b373d587- 72ee- 4ble-a02a- 71f bb0c85d32"},
"response- headers" => {"attached-streans" => [{
"uui d" => "b373d587- 72ee- 4ble- a02a- 71f bb0c85d32",
"mnme-type" => "text/plain"

H}

The management CLI however provides high level commands to display or save binary stream attachments:

[domai n@ ocal host: 9990 /] attachnent display

--oper ati on=/ depl oynent =ki t chensi nk. ear: r ead- cont ent ( pat h=META- | NF/ MANI FEST. MF)
ATTACHMENT d052340a- abb7- 4a66- aa24- 4eeeb6b256be:

Mani fest-Version: 1.0

Archi ver-Version: Plexus Archiver

Built-By: njurc

Creat ed- By: Apache Maven 3.3.9

Bui |l d-Jdk: 1.8.0_91

[ domai n@ ocal host: 9990 /] attachnent save
--oper ati on=/depl oynent =ki t chensi nk. ear: r ead- cont ent ( pat h=META- | NF/ MANI FEST. MF) --fil e=exanpl e
File saved to /home/njurc/wildfly/build/target/wldfly-11.0.0. Al phal- SNAPSHOT/ exanpl e
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XML Configuration File

When you deploy content, the domain controller adds two types of entries to the domai n. xml configuration
file, one showing global information about the deployment, and another for each relevant server group
showing how it is used by that server group:

[---1]
<depl oynent s>
<depl oynment nanme="test-application. war"
runti me- nanme="t est - applicati on. war">
<content shal="dda9881fa7811b22f 1424b4c5acccb13c71202bd"/>
</ depl oynent >
</ depl oynent s>
[...]
<server - groups>
<server-group name="mai n-server-group" profile="default">
[...1]
<depl oynent s>
<depl oynent nane="test-application.war" runtime-nanme="test-application.war"/>
</ depl oynment s>
</ server-group>
</ server-groups>

[...]

(See domain/configuration/domain.xml)

5.6.2 Standalone Server

Deployments on a standalone server work in a similar way to those on managed domains. The main
difference is that there are no server group associations.

Deployment Commands

The same CLI commands used for managed domains work for standalone servers when deploying and
removing an application:

[ standal one@ ocal host: 9990 /] depl oy ~/ Desktop/test-application.war
"test-application.war' depl oyed successfully.

[ st andal one@ ocal host: 9990 /] undepl oy test-application.war
Successful | y undepl oyed test-application.war
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Deploying Using the Deployment Scanner

Deployment content (for example, war, ear, jar, and sar files) can be placed in the standalone/deployments
directory of the WildFly distribution, in order to be automatically deployed into the server runtime. For this to
work the depl oyrent - scanner subsystem must be present. The scanner periodically checks the contents
of the deployments directory and reacts to changes by updating the server.

@  users are encouraged to use the WildFly management APIs to upload and deploy deployment
content instead of relying on the deployment scanner that periodically scans the directory,
particularly if running production systems.

Deployment Scanner Modes

The WildFly filesystem deployment scanner operates in one of two different modes, depending on whether it
will directly monitor the deployment content in order to decide to deploy or redeploy it.

Auto-deploy mode:

The scanner will directly monitor the deployment content, automatically deploying new content and
redeploying content whose timestamp has changed. This is similiar to the behavior of previous AS releases,
although there are differences:

® A change in any file in an exploded deployment triggers redeploy. Because EE 6+ applications do not
require deployment descriptors,
there is no attempt to monitor deployment descriptors and only redeploy when a deployment
descriptor changes.

® The scanner will place marker files in this directory as an indication of the status of its attempts to
deploy or undeploy content. These are detailed below.

Manual deploy mode:

The scanner will not attempt to directly monitor the deployment content and decide if or when the end user
wishes the content to be deployed. Instead, the scanner relies on a system of marker files, with the user's
addition or removal of a marker file serving as a sort of command telling the scanner to deploy, undeploy or
redeploy content.

Auto-deploy mode and manual deploy mode can be independently configured for zipped deployment content
and exploded deployment content. This is done via the "auto-deploy" attribute on the deployment-scanner
element in the standalone.xml configuration file:

<depl oynent - scanner scan-interval ="5000" rel ative-to="jboss.server.base.dir"
pat h="depl oynent s" aut o- depl oy- zi pped="true" aut o-depl oy- expl oded="fal se"/ >

By default, auto-deploy of zipped content is enabled, and auto-deploy of exploded content is disabled.
Manual deploy mode is strongly recommended for exploded content, as exploded content is inherently
vulnerable to the scanner trying to auto-deploy partially copied content.
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Marker Files

The marker files always have the same name as the deployment content to which they relate, but with an
additional file suffix appended. For example, the marker file to indicate the example.war file should be
deployed is named example.war.dodeploy. Different marker file suffixes have different meanings.

The relevant marker file types are:
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File

.dodeploy

.skipdeploy

.isdeploying

.deployed

failed

.isundeploying

.undeployed

.pending

Purpose

Placed by the user to indicate that the given content should
be deployed into the runtime (or redeployed if already
deployed in the runtime.)

Disables auto-deploy of the content for as long as the file
is present. Most useful for allowing updates to exploded
content without having the scanner initiate redeploy in the
middle of the update. Can be used with zipped content as
well, although the scanner will detect in-progress changes
to zipped content and wait until changes are complete.

Placed by the deployment scanner service to indicate that it
has noticed a .dodeploy file or new or updated auto-deploy
mode content and is in the process of deploying the content.
This marker file will be deleted when the deployment process
completes.

Placed by the deployment scanner service to indicate that the
given content has been deployed into the runtime. If an end
user deletes this file, the content will be undeployed.

Placed by the deployment scanner service to indicate that the
given content failed to deploy into the runtime. The content
of the file will include some information about the cause of
the failure. Note that with auto-deploy mode, removing this
file will make the deployment eligible for deployment again.

Placed by the deployment scanner service to indicate that it
has noticed a .deployed file has been deleted and the
content is being undeployed. This marker file will be deleted
when the undeployment process completes.

Placed by the deployment scanner service to indicate that the
given content has been undeployed from the runtime. If an end
user deletes this file, it has no impact.

Placed by the deployment scanner service to indicate that it
has noticed the need to deploy content but has not yet
instructed the server to deploy it. This file is created if

the scanner detects that some auto-deploy content is still in
the process of being copied or if there is some problem that
prevents auto-deployment. The scanner will not instruct the
server to deploy or undeploy any content (not just the
directly affected content) as long as this condition holds.

Basic workflows:

All examples assume variable $JBOSS_ HOME points to the root of the WildFly distribution.
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A) Add new zipped content and deploy it:

1. cp target/example.war/ $IJBOSS_HOME/standalone/deployments
2. (Manual mode only) touch $IJBOSS_HOME/standalone/deployments/example.war.dodeploy

B) Add new unzipped content and deploy it:

1. cp -r target/example.war/ $IJBOSS_HOME/standalone/deployments
2. (Manual mode only) touch $JBOSS_HOME/standalone/deployments/example.war.dodeploy

C) Undeploy currently deployed content:
1. rm $JBOSS_HOME/standalone/deployments/example.war.deployed
D) Auto-deploy mode only: Undeploy currently deployed content:
1. rm $JBOSS_HOME/standalone/deployments/example.war
E) Replace currently deployed zipped content with a new version and deploy it:

1. cp target/example.war/ $JBOSS_HOME/standalone/deployments
2. (Manual mode only) touch $JBOSS_HOME/standalone/deployments/example.war.dodeploy

F) Manual mode only: Replace currently deployed unzipped content with a new version and deploy it:

rm $JBOSS_HOME/standalone/deployments/example.war.deployed

wait for $IBOSS_HOME/standalone/deployments/example.war.undeployed file to appear
cp -r target/example.war/ $JBOSS_HOME/standalone/deployments

touch $JBOSS_HOME/standalone/deployments/example.war.dodeploy

P owbdpE

G) Auto-deploy mode only: Replace currently deployed unzipped content with a new version and deploy it:

1. touch $JBOSS_HOME/standalone/deployments/example.war.skipdeploy
2. cp -r target/example.war/ $IJBOSS_HOME/standalone/deployments
3. rm $JBOSS_HOME/standalone/deployments/example.war.skipdeploy

H) Manual mode only: Live replace portions of currently deployed unzipped content without redeploying:
1. cp -r target/example.war/foo.html $JBOSS_HOME/standalone/deployments/example.war
I) Auto-deploy mode only: Live replace portions of currently deployed unzipped content without redeploying:

1. touch $JBOSS_HOME/standalone/deployments/example.war.skipdeploy
2. cp -r target/example.war/foo.html $JBOSS_HOME/standalone/deployments/example.war

J) Manual or auto-deploy mode: Redeploy currently deployed content (i.e. bounce it with no content change):
1. touch $JBOSS_HOME/standalone/deployments/example.war.dodeploy

K) Auto-deploy mode only: Redeploy currently deployed content (i.e. bounce it with no content change):
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1. touch $JBOSS_HOME/standalone/deployments/example.war

@ The above examples use Unix shell commands. Windows equivalents are:

cp src dest --> xcopy /y src dest

cp -r src dest --> xcopy /e /s ly src dest
rm afile --> del afile

touch afile --> echo>> afile

Note that the behavior of 'touch' and 'echo' are different but the differences are not relevant to the
usages in the examples above.

5.6.3 Managed and Unmanaged Deployments

WildFly supports two mechanisms for dealing with deployment content — managed and unmanaged
deployments.

With a managed deployment the server takes the deployment content and copies it into an internal content
repository and thereafter uses that copy of the content, not the original user-provided content. The server is
thereafter responsible for the content it uses.

With an unmanaged deployment the user provides the local filesystem path of deployment content, and the
server directly uses that content. However the user is responsible for ensuring that content, e.g. for making
sure that no changes are made to it that will negatively impact the functioning of the deployed application.

To help you differentiate managed from unmanaged deployments the deployment model has a runtime
boolean attribute 'managed'.

Managed deployments have a number of benefits over unmanaged:

®* They can be manipulated by remote management clients, not requiring access to the server
filesystem.

®* |n a managed domain, WildFIly/EAP will take responsibility for replicating a copy of the deployment to
all hosts/servers in the domain where it is needed. With an unmanaged deployment, it is the user's
responsibility to have the deployment available on the local filesystem on all relevant hosts, at a
consistent path.

®* The deployment content actually used is stored on the filesystem in the internal content repository,
which should help shelter it from unintended changes.

All of the previous examples above illustrate using managed deployments, except for any discussion of
deployment scanner handling of exploded deployments. In WildFly 10 and earlier exploded deployments are
always unmanaged, this is no longer the case since WildFly 11.
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Content Repository

For a managed deployment, the actual file the server uses when creating runtime services is not the file
provided to the CLI depl oy command or to the web console. It is a copy of that file stored in an internal
content repository. The repository is located in the donai n/ dat a/ cont ent directory for a managed
domain, or in st andal one/ dat a/ cont ent for a standalone server. Actual binaries are stored in a
subdirectory:

| s domai n/ dat a/ cont ent/
| ---147
| ----- 95c¢29338b5049e238941231b36b3946952991
|---/dd
| ----- a9881f a7811b22f 1424b4c5acccbh13c71202bd

&) The location of the content repository and its internal structure is subject to change at any time and
should not be relied upon by end users.

The description of a managed deployment in the domain or standalone configuration file includes an attribute
recording the SHA1 hash of the deployment content:

<depl oynent s>
<depl oynment nane="test-application.war"
runti me- nane="t est -application.war">
<content shal="dda9881fa7811b22f 1424b4c5accch13c71202bd"/ >
</ depl oynent >
</ depl oynent s>

The WildFly process calculates and records that hash when the user invokes a management operation (e.g.
CLI depl oy command or using the console) providing deployment content. The user is not expected to
calculate the hash.

The shal attribute in the content element tells the WildFly process where to find the deployment content in
its internal content repository.

In a domain each host will have a copy of the content needed by its servers in its own local content
repository. The WildFly domain controller and slave host controller processes take responsibility for ensuring
each host has the needed content.
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Unmanaged Deployments

An unmanaged deployment is one where the server directly deploys the content at a path you specify
instead of making an internal copy and then deploying the copy.

Initially deploying an unmanaged deployment is much like deploying a managed one, except you tell WildFly
that you do not want the deployment to be managed:

[ st andal one@ ocal host: 9990 /] depl oy ~/ Desktop/test-application.war --unnanaged
"test-application. war' deployed successfully.

When you do this, instead of the server making a copy of the content at

/ Deskt op/ t est - appl i cati on. war, calculating the hash of the content, storing the hash in the
configuration file and then installing the copy into the runtime, instead it will convert

/ Deskt op/ t est - appl i cati on. war to an absolute path, store the path in the configuration file, and then
install the original content in the runtime.

You can also use unmanaged deployments in a domain:

[ domai n@ ocal host: 9990 /] depl oy / home/ exanpl e/ Deskt op/ t est - appl i cati on. war
--server-group=nai n-server-group --unnmanaged
'test-application.war' deployed successfully.

However, before you run this command you must ensure that a copy of the content is present on all
machines that have servers in the target server groups, all at the same filesystem path. The domain will not
copy the file for you.

Undeploy is no different from a managed undeploy:

[ st andal one@ ocal host: 9990 /] undepl oy test-application.war
Successful | y undepl oyed test-application.war.

Doing a replacement of the deployment with a new version is a bit different, the server is using the file you
want to replace. You should undeploy the deployment, replace the content, and then deploy again. Or you
can stop the server, replace the deployment and deploy again.
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5.6.4 Deployment overlays

Deployment overlays are our way of ‘overlaying' content into an existing deployment, without physically
modifying the contents of the deployment archive. Possible use cases include swapping out deployment
descriptors, modifying static web resources to change the branding of an application, or even replacing jar
libraries with different versions.

Deployment overlays have a different lifecycle to a deployment. In order to use a deployment overlay, you
first create the overlay, using the CLI or the management API. You then add files to the overlay, specifying
the deployment paths you want them to overlay. Once you have created the overlay you then have to link it
to a deployment name (which is done slightly differently depending on if you are in standalone or domain
mode). Once you have created the link any deployment that matches the specified deployment name will
have the overlay applied.

When you modify or create an overlay it will not affect existing deployments, they must be redeployed in
order to take effect

Creating a deployment overlay

To create a deployment overlay the CLI provides a high level command to do all the steps specified above in
one go. An example command is given below for both standalone and domain mode:

depl oyrment - overl ay add --nanme=nyOverl ay
--cont ent =/ WEB- | NF/ web. xml =/ nyFi | es/ nyWeb. xm , / VEB- | NF/ ej b-j ar. xm =/ nyFi | es/ nyEj bdar . xni
--depl oynment s=t est. war, *-adm n. war --redepl oy-affected

depl oyment - over |l ay add --name=nyOverl| ay
--cont ent =/ VWEB- | NF/ web. xml =/ nyFi | es/ myWeb. xm , / WVEB- | NF/ e] b-j ar. xml =/ nyFi | es/ nyEj bJar . xn
--depl oynent s=t est. war, *-adm n. war --server-groups=mai n-server-group --redepl oy-affected

5.7 Subsystem configuration

The following chapters will focus on the high level management use cases that are available through the CLI
and the web interface. For a detailed description of each subsystem configuration property, please consult
the respective component reference.

) Schema Location

The configuration schemas can found in $JBOSS_HOVE/ docs/ schena.
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5.7.1 EE Subsystem Configuration

Overview

The EE subsystem provides common functionality in the Java EE platform, such as the EE Concurrency
Utilities (JSR 236) and @Resour ce injection. The subsystem is also responsible for managing the lifecycle
of Java EE application's deployments, that is, . ear files.

The EE subsystem configuration may be used to:

® customise the deployment of Java EE applications
® create EE Concurrency Utilities instances
® define the default bindings

The subsystem name is ee and this document covers EE subsystem version 2. 0, which XML namespace
within WildFly XML configurations is ur n: j boss: domai n: ee: 2. 0. The path for the subsystem's XML
schema, within WildFly's distribution, is docs/ schema/ j boss- as- ee_2_0. xsd.

Subsystem XML configuration example with all elements and attributes specified:

<subsyst em xm ns="ur n: j boss: donai n: ee: 2. 0" >
<gl obal - nodul es>
<nmodul e name="org.j boss. | oggi ng"
sl ot="nmi n"/>
<nmodul e nanme="or g. apache. | og4j"
annot ati ons="true"
nmeta-inf="true"
servi ces="fal se" />
</ gl obal - nodul es>
<ear - subdepl oynent s-i sol at ed>t r ue</ ear - subdepl oynent s-i sol at ed>
<spec-descri ptor-property-repl acenent >f al se</ spec-descri ptor-property-repl acenent >
<j boss-descri ptor-property-repl acenent >f al se</j boss-descri ptor-property-repl acenment >
<annot ati on- property-repl acenent >f al se</ annot ati on- property-repl acenent >
<concurrent >
<cont ext - servi ces>
<cont ext - service
nane="def aul t"
j ndi - name="j ava: j boss/ ee/ concurrency/ cont ext/defaul t"
use-transacti on-setup-provider="true" />
</ cont ext - servi ces>
<managed-t hread- f act ori es>
<managed-t hr ead-factory
name="def aul t"
j ndi -name="j ava: j boss/ ee/ concurrency/factory/defaul t"
cont ext-servi ce="defaul t"
priority="1" />
</ managed-t hread- f act ori es>
<managed- execut or - servi ces>
<managed- execut or - servi ce
nane="def aul t"
j ndi - name="j ava: j boss/ ee/ concurrency/ execut or/ def aul t"
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cont ext-servi ce="defaul t"
thread-factory="defaul t"
hung-t ask-t hreshol d="60000"
core-threads="5"
mex-t hr eads="25"
keepal i ve-ti me="5000"
queue- | engt h="1000000"
rej ect-policy="RETRY_ABORT" />
</ managed- execut or - servi ces>
<managed- schedul ed- execut or - servi ces>
<managed- schedul ed- execut or - servi ce
name="def aul t'
j ndi - name="j ava: j boss/ ee/ concurrency/ schedul er/ def aul t"
cont ext-servi ce="defaul t"
thread-factory="defaul t"
hung-t ask-t hreshol d="60000"
core-threads="5"
keepal i ve-ti me="5000"
rej ect-policy="RETRY_ABORT" />
</ managed- schedul ed- execut or - servi ces>
</ concurrent >
<def aul t - bi ndi ngs
cont ext - servi ce="j ava: j boss/ ee/ concurrency/ cont ext/defaul t"
dat asour ce="j ava: j boss/ dat asour ces/ Exanpl eDS"
j me-connection-factory="java: j boss/ Def aul t JMSConnect i onFact ory"
managed- execut or - servi ce="j ava: j boss/ ee/ concurrency/ execut or/ def aul t"
managed- schedul ed- execut or - servi ce="j ava: j boss/ ee/ concurrency/ schedul er/ defaul t"
managed-t hr ead- f act ory="j ava: j boss/ ee/ concurrency/factory/default" />
</ subsyst en>

Java EE Application Deployment

The EE subsystem configuration allows the customisation of the deployment behaviour for Java EE
Applications.
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Global Modules

Global modules is a set of JBoss Modules that will be added as dependencies to the JBoss Module of every
Java EE deployment. Such dependencies allows Java EE deployments to see the classes exported by the
global modules.

Each global module is defined through the nodul e resource, an example of its XML configuration:

<gl obal - nodul es>
<nmodul e nanme="org.j boss. | oggi ng" slot="main"/>
<nodul e nanme="org. apache. |l og4j" annotations="true" neta-inf="true" services="fal se" />
</ gl obal - nodul es>

The only mandatory attribute is the JBoss Module name, the sl ot attribute defaults to mai n, and both
define the JBoss Module ID to reference.

The optional annot at i ons attribute, which defaults to f al se, indicates if a pre-computed annotation index
should be imported from META-INF/jandex.idx

The optional ser vi ces attribute indicates if any services exposed in META-INF/services should be made
available to the deployments class loader, and defaults to f al se.

The optional net a- i nf attribute, which defaults to t r ue, indicates if the Module's META- | NF path should
be available to the deployment's class loader.
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EAR Subdeployments Isolation

A flag indicating whether each of the subdeployments within a . ear can access classes belonging to
another subdeployment within the same . ear . The default value is f al se, which allows the
subdeployments to see classes belonging to other subdeployments within the . ear .

<ear - subdepl oynent s-i sol at ed>t r ue</ ear - subdepl oynent s-i sol at ed>
For example:
nyapp. ear
|
I
I
|--- ejbl.jar
|
|--- ejb2.jar

If the ear - subdepl oynent s-i sol at ed is set to false, then the classes in web. war can access classes
belonging to ej b1. j ar and ej b2. j ar. Similarly, classes from ej b1. j ar can access classes from
ej b2.j ar (and vice-versa).

% This flag has no effect on the isolated classloader of the . war file(s), i.e. irrespective of whether
this flag is setto t rue or f al se, the . war within a. ear will have a isolated classloader, and
other subdeployments within that . ear will not be able to access classes from that . war . This is
as per spec.
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Property Replacement

The EE subsystem configuration includes flags to configure whether system property replacement will be
done on XML descriptors and Java Annotations included in Java EE deployments.

. System properties etc are resolved in the security context of the application server itself, not the
deployment that contains the file. This means that if you are running with a security manager and
enable this property, a deployment can potentially access system properties or environment entries
that the security manager would have otherwise prevented.

Spec Descriptor Property Replacement

Flag indicating whether system property replacement will be performed on standard Java EE XML
descriptors. If not configured this defaults to t r ue, however it is set to f al se in the standard configuration
files shipped with WildFly.

<spec-descriptor-property-repl acenent >f al se</ spec-descri ptor-property-repl acement >

JBoss Descriptor Property Replacement
Flag indicating whether system property replacement will be performed on WildFly proprietary XML
descriptors, such as j boss- app. xm . This defaultsto t r ue.

<j boss-descri ptor-property-repl acenent >f al se</j boss-descri ptor-property-repl acement >

Annotation Property Replacement
Flag indicating whether system property replacement will be performed on Java annotations. The default
value is f al se.

<annot ati on- property-repl acenent >f al se</ annot ati on- property-repl acenent >

EE Concurrency Utilities

EE Concurrency Utilities (JSR 236) were introduced with Java EE 7, to ease the task of writing multithreaded
Java EE applications. Instances of these utilities are managed by WildFly, and the related configuration
provided by the EE subsystem.
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Context Services

The Context Service is a concurrency utility which creates contextual proxies from existent objects. WildFly
Context Services are also used to propagate the context from a Java EE application invocation thread, to the
threads internally used by the other EE Concurrency Utilities. Context Service instances may be created
using the subsystem XML configuration:

<cont ext - servi ces>
<cont ext - servi ce
name="def aul t'
j ndi - name="j ava: j boss/ ee/ concurrency/ cont ext/defaul t"
use-transacti on-setup-provi der="true" />
</ cont ext - servi ces>

The nane attribute is mandatory, and it's value should be a unique name within all Context Services.

The j ndi - name attribute is also mandatory, and defines where in the JNDI the Context Service should be
placed.

The optional use-t rasacti on- set up- provi der attribute indicates if the contextual proxies built by the
Context Service should suspend transactions in context, when invoking the proxy objects, and its value
defaults to true.

Management clients, such as the WildFly CLI, may also be used to configure Context Service instances. An

example to add and r enove one named ot her :

/ subsyst emree/ cont ext - servi ce=ot her: add(j ndi - nane=j ava\: j boss\/ee\/ concurrency\/ ot her)
/ subsyst emree/ cont ext - servi ce=ot her: r enmove
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Managed Thread Factories

The Managed Thread Factory allows Java EE applications to create new threads. WildFly Managed Thread
Factory instances may also, optionally, use a Context Service instance to propagate the Java EE application
thread’s context to the new threads. Instance creation is done through the EE subsystem, by editing the
subsystem XML configuration:

<managed-t hr ead-factori es>
<managed-t hread-factory
name="def aul t"
j ndi - name="j ava: j boss/ ee/ concurrency/ factory/defaul t"
cont ext - servi ce="defaul t"
priority="1" />
</ managed-t hread-factori es>

The nane attribute is mandatory, and it's value should be a unique name within all Managed Thread
Factories.

The j ndi - nane attribute is also mandatory, and defines where in the JNDI the Managed Thread Factory
should be placed.

The optional cont ext - ser vi ce references an existent Context Service by its nane. If specified then
thread created by the factory will propagate the invocation context, present when creating the thread.

The optional pri ori ty indicates the priority for new threads created by the factory, and defaults to 5.

Management clients, such as the WildFly CLI, may also be used to configure Managed Thread Factory
instances. An example to add and r enpve one named ot her :

/ subsyst emree/ managed- t hr ead- f act or y=ot her: add(j ndi - name=j ava\ : j boss\/ee\/factory\/ ot her)
/ subsyst emree/ managed- t hr ead- f act or y=ot her: r enove

Managed Executor Services

The Managed Executor Service is the Java EE adaptation of Java SE Executor Service, providing to Java
EE applications the functionality of asynchronous task execution. WildFly is responsible to manage the
lifecycle of Managed Executor Service instances, which are specified through the EE subsystem XML
configuration:
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<managed- execut or - servi ces>
<managed- execut or - servi ce
name="def aul t'
j ndi - name="j ava: j boss/ ee/ concurrency/ execut or/ defaul t"
cont ext-service="defaul t'
thread-factory="defaul t"
hung-t ask-t hr eshol d="60000"

max-t hr eads="25"

keepal i ve-ti me="5000"

queue- | engt h="1000000"
reject-policy="RETRY_ABORT" />
</ managed- execut or - servi ces>

The nane attribute is mandatory, and it's value should be a unique name within all Managed Executor
Services.

The j ndi - nane attribute is also mandatory, and defines where in the JNDI the Managed Executor Service
should be placed.

The optional cont ext - ser vi ce references an existent Context Service by its nane. If specified then the
referenced Context Service will capture the invocation context present when submitting a task to the
executor, which will then be used when executing the task.

The optional t hr ead- f act or y references an existent Managed Thread Factory by its nane, to handle the
creation of internal threads. If not specified then a Managed Thread Factory with default configuration will be
created and used internally.

The mandatory cor e-t hr eads provides the number of threads to keep in the executor's pool, even if they
are idle. A value of 0 means there is no limit.

The optional queue- | engt h indicates the number of tasks that can be stored in the input queue. The
default value is 0, which means the queue capacity is unlimited.

The executor’s task queue is based on the values of the attributes cor e-t hr eads and queue- | engt h:

® |fqueue-I| engthis 0, or queue-1engt his| nteger. MAX VALUE (2147483647) and
cor e-t hr eads is 0, direct handoff queuing strategy will be used and a synchronous queue will be
created.

® If queue-Il engthis | nteger. MAX VALUE but cor e-t hr eads is not 0, an unbounded queue will
be used.

® For any other valid value for queue- | engt h, a bounded queue wil be created.

The optional hung-t ask-t hr eshol d defines a threshold value, in milliseconds, to hung a possibly blocked
task. A value of O will never hung a task, and is the default.

The optional | ong- r unni ng-t asks is a hint to optimize the execution of long running tasks, and defaults
tof al se.
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The optional max- t hr eads defines the the maximum number of threads used by the executor, which
defaults to Integer.MAX_VALUE (2147483647).

The optional keepal i ve-ti ne defines the time, in milliseconds, that an internal thread may be idle. The
attribute default value is 60000.

The optional reject-policy defines the policy to use when a task is rejected by the executor. The attribute
value may be the default ABORT, which means an exception should be thrown, or RETRY_ABORT, which
means the executor will try to submit it once more, before throwing an exception.

Management clients, such as the WildFly CLI, may also be used to configure Managed Executor Service
instances. An example to add and r enpve one named ot her :

/ subsyst emree/ managed- execut or - servi ce=ot her: add(j ndi - nane=j ava\ : j boss\/ ee\/ execut or\/ ot her
core-threads=2)
/ subsyst emree/ managed- execut or - servi ce=ot her: renove

Managed Scheduled Executor Services

The Managed Scheduled Executor Service is the Java EE adaptation of Java SE Scheduled Executor
Service, providing to Java EE applications the functionality of scheduling task execution. WildFly is
responsible to manage the lifecycle of Managed Scheduled Executor Service instances, which are specified
through the EE subsystem XML configuration:

<managed- schedul ed- execut or - servi ces>
<managed- schedul ed- execut or - servi ce
name="def aul t'
j ndi - name="j ava: j boss/ ee/ concurrency/ schedul er/ defaul t"
cont ext-service="defaul t'
thread-factory="defaul t"
hung-t ask-t hr eshol d="60000"

keepal i ve-ti me="5000"
rej ect-policy="RETRY_ABORT" />
</ managed- schedul ed- execut or - servi ces>

The nane attribute is mandatory, and it's value should be a unique name within all Managed Scheduled
Executor Services.

The j ndi - nane attribute is also mandatory, and defines where in the JNDI the Managed Scheduled
Executor Service should be placed.

The optional cont ext - ser vi ce references an existent Context Service by its nane. If specified then the
referenced Context Service will capture the invocation context present when submitting a task to the
executor, which will then be used when executing the task.

The optional t hr ead- f act or y references an existent Managed Thread Factory by its nane, to handle the
creation of internal threads. If not specified then a Managed Thread Factory with default configuration will be
created and used internally.
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The mandatory cor e-t hr eads provides the number of threads to keep in the executor's pool, even if they
are idle. A value of 0 means there is no limit.

The optional hung-t ask-t hr eshol d defines a threshold value, in milliseconds, to hung a possibly blocked
task. A value of O will never hung a task, and is the default.

The optional | ong- r unni ng-t asks is a hint to optimize the execution of long running tasks, and defaults
tof al se.

The optional keepal i ve-ti ne defines the time, in milliseconds, that an internal thread may be idle. The
attribute default value is 60000.

The optional reject-policy defines the policy to use when a task is rejected by the executor. The attribute
value may be the default ABORT, which means an exception should be thrown, orRETRY_ABORT, which
means the executor will try to submit it once more, before throwing an exception.

Management clients, such as the WildFly CLI, may also be used to configure Managed Scheduled Executor
Service instances. An example to add and r enove one named ot her :

/ subsyst emree/ managed- schedul ed- execut or - servi ce=ot her: add(j ndi - name=j ava\ : j boss\/ ee\/ schedul er\/ of
core-threads=2)
/ subsyst enree/ managed- schedul ed- execut or - ser vi ce=ot her: r enove
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Default EE Bindings

The Java EE Specification mandates the existence of a default instance for each of the following resources:

® Context Service

¢ Datasource

® JMS Connection Factory

®* Managed Executor Service

®* Managed Scheduled Executor Service
®* Managed Thread Factory

The EE subsystem looks up the default instances from JNDI, using the names in the default bindings
configuration, before placing those in the standard JNDI names, such as
j ava: conp/ Def aul t ManagedExecut or Ser vi ce:

<def aul t - bi ndi ngs
cont ext - servi ce="j ava: j boss/ ee/ concurrency/ context/defaul t"
dat asour ce="j ava: j boss/ dat asour ces/ Exanpl eDS"
j me-connection-factory="java: j boss/ Def aul t JMSConnect i onFact ory"
managed- execut or - servi ce="j ava: j boss/ ee/ concurrency/ execut or/ def aul t"
managed- schedul ed- execut or - servi ce="j ava: j boss/ ee/ concurrency/ schedul er/ defaul t"
managed-t hr ead- f act ory="j ava: j boss/ ee/ concurrency/factory/default" />

. The default bindings are optional, if the jndi name for a default binding is not configured then the
related resource will not be available to Java EE applications.
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5.7.2 Naming

Overview

The Naming subsystem provides the JNDI implementation on WildFly, and its configuration allows to:

® bind entries in global JNDI namespaces
¢ turn off/on the remote JNDI interface

The subsystem name is nhaming and this document covers Naming subsystem version 2. 0, which XML
namespace within WildFly XML configurations is ur n: j boss: donai n: nami ng: 2. 0. The path for the
subsystem's XML schema, within WildFly's distribution, is docs/ schena/ j boss- as- nami ng_2_ 0. xsd.

Subsystem XML configuration example with all elements and attributes specified:

<subsyst em xm ns="ur n: j boss: domai n: nani ng: 2. 0" >
<bi ndi ngs>
<si npl e nanme="j ava: gl obal / a" val ue="100" type="int" />
<si npl e name="j ava: gl obal / j boss. org/ docs/url" val ue="https://docs.jboss.org"
type="j ava. net. URL" />
<obj ect-factory nanme="j ava: gl obal / f oo/ bar/factory" nodul e="org. f oo. bar"
cl ass="org. f oo. bar. Obj ect Factory" />
<ext ernal - context nane="j ava: gl obal / f eder ati on/ | dap/ exanpl e"
cl ass="j avax. nam ng.directory.Initial Di rContext" cache="true">
<envi r onnent >
<property name="java.nam ng.factory.initial"
val ue="com sun. j ndi . | dap. LdapCt xFactory" />
<property nanme="j ava. nam ng. provider.url" val ue="Idap://| dap. exanpl e. com 389" />
<property name="j ava. nam ng. security. aut hentication" val ue="sinple" />
<property name="java. nam ng.security.principal" val ue="ui d=adm n, ou=systeni’ />
<property name="j ava. nam ng.security.credential s" value="secret" />
</ envi r onnment >
</ ext ernal - cont ext >
<l ookup nane="j ava: gl obal / c" | ookup="j ava: gl obal / b" />
</ bi ndi ngs>
<r enot e- nani ng/ >
</ subsyst en>

Global Bindings Configuration

The Naming subsystem configuration allows binding entries into the following global JNDI namespaces:
® java: gl obal
® java:jboss
® java:
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~If WildFly is to be used as a Java EE application server, then it's recommended to opt for
j ava: gl obal , since it is a standard (i.e. portable) namespace.

Four different types of bindings are supported:

® Simple

® Object Factory
¢ External Context
® Lookup

In the subsystem's XML configuration, global bindings are configured through the <bi ndi ngs /> XML
element, as an example:

<bi ndi ngs>
<si mpl e nanme="j ava: gl obal / a" val ue="100" type="int" />
<obj ect-factory name="j ava: gl obal / f oo/ bar/fact ory" nodul e="org. f oo. bar"
cl ass="org. f oo. bar. Obj ect Factory" />
<ext ernal - cont ext nane="j ava: gl obal / f eder ati on/ | dap/ exanpl e"
class="j avax.nam ng.directory.Initial Di rContext" cache="true">
<envi r onment >
<property name="java.nam ng.factory.initial"
val ue="com sun. j ndi . | dap. LdapCt xFactory" />
<property name="java.nami ng. provi der.url" val ue="Idap://| dap. exanpl e. com 389" />
<property name="java.nam ng. security.authentication" value="sinple" />
<property name="java.nam ng. security.principal" val ue="ui d=adm n, ou=systent />
<property name="java.nam ng.security.credential s" val ue="secret" />
</ envi ronnent >
</ ext er nal - cont ext >
<l ookup nane="j ava: gl obal / c" | ookup="j ava: gl obal / b" />
</ bi ndi ngs>
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Simple Bindings
A simple binding is a primitive or java.net.URL entry, and it is defined through the si npl e XML element. An
example of its XML configuration:

<si npl e name="j ava: gl obal / a" val ue="100" type="int" />

The nane attribute is mandatory and specifies the target JNDI name for the entry.
The val ue attribute is mandatory and defines the entry's value.

The optional t ype attribute, which defaults to j ava. | ang. Stri ng, specifies the type of the entry's value.
Besides java.lang.String, allowed types are all the primitive types and their corresponding object wrapper
classes, such as int or java.lang.Integer, and java.net.URL.

Management clients, such as the WildFly CLI, may be used to configure simple bindings. An example to add

and r enpve the one in the XML example above:

/ subsyst emrnani ng/ bi ndi ng=j ava\: gl obal \ / a: add( bi ndi ng-type=si npl e, type=int, val ue=100)
/ subsyst emenami ng/ bi ndi ng=j ava\: gl obal \ / a: r enove
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Object Factories
The Naming subsystem configuration allows the binding of j avax. nani ng. spi . Obj ect Fact ory entries,
through the obj ect - f act or y XML element, for instance:

<obj ect-factory nane="java: gl obal / f oo/ bar/ factory" modul e="org. f 0o. bar"
cl ass="org. f oo. bar. bj ect Factory" >
<envi r onnment >
<property name="pl" val ue="v1" />
<property name="p2" val ue="v2" />
</ envi r onment >
</ obj ect-factory>

The nane attribute is mandatory and specifies the target JNDI name for the entry.
The cl ass attribute is mandatory and defines the object factory's Java type.

The nodul e attribute is mandatory and specifies the JBoss Module ID where the object factory Java class
may be loaded from.

The optional envi r onnent child element may be used to provide a custom environment to the object
factory.

Management clients, such as the WildFly CLI, may be used to configure object factory bindings. An example
to add and r enove the one in the XML example above:

/ subsyst enrnami ng/ bi ndi ng=j ava\: gl obal \/ f oo\ / bar\/factory: add(bi ndi ng-type=obj ect-factory,
nodul e=or g. f 00. bar, cl ass=org. foo. bar. Obj ect Factory, environnment=[pl=vl, p2=v2])
/ subsyst enrnami ng/ bi ndi ng=j ava\: gl obal \/ f oo\ / bar\/factory: renove

External Context Federation

Federation of external JNDI contexts, such as a LDAP context, are achieved by adding External Context
bindings to the global bindings configuration, through the ext er nal - cont ext XML element. An example of
its XML configuration:

<ext ernal - context nane="j ava: gl obal / f ederati on/| dap/ exanpl e"
cl ass="j avax.nami ng.directory.Initial DirContext" cache="true">
<envi r onnment >
<property name="java. naming.factory.initial" value="com sun.jndi.ldap.LdapCtxFactory" />
<property nanme="java.nam ng. provider.url" val ue="Idap://I|dap. exanpl e. com 389" />
<property name="java. nam ng. security.authentication" val ue="sinple" />
<property name="j ava. nami ng.security.principal" val ue="ui d=adm n, ou=systent />
<property name="j ava. nami ng.security.credentials" val ue="secret" />
</ envi r onment >
</ ext ernal - cont ext >

The nane attribute is mandatory and specifies the target JNDI name for the entry.
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The cl ass attribute is mandatory and indicates the Java initial naming context type used to create the
federated context. Note that such type must have a constructor with a single environment map argument.

The optional modul e attribute specifies the JBoss Module ID where any classes required by the external
JNDI context may be loaded from.

The optional cache attribute, which value defaults to f al se, indicates if the external context instance
should be cached.

The optional envi r onnent child element may be used to provide the custom environment needed to
lookup the external context.

Management clients, such as the WildFly CLI, may be used to configure external context bindings. An
example to add and r enove the one in the XML example above:

/ subsyst emenani ng/ bi ndi ng=j ava\: gl obal \/ f ederati on\ /I dap\/ exanpl e: add( bi ndi ng-t ype=ext er nal - cont ex
cache=true, class=javax.nam ng.directory.|nitialD rContext

envi ronment =[ j ava. nami ng. factory.initial =com sun.jndi .| dap. LdapCt xFact ory,

j ava. nam ng. provi der.url =l dap\:\/\/| dap. exanpl e. com : 389

j ava. nam ng. security. authenti cati on=si npl e

j ava. nam ng. security. princi pal =ui d\ =adm n\, ou\ =system j ava. nam ng. security.credential s=

secret])

/ subsyst enrnani ng/ bi ndi ng=j ava\: gl obal \/ f eder ati on\/| dap\/ exanpl e: r enove

Some JNDI providers may fail when their resources are looked up if they do not implement properly the
lookup(Name) method. Their errors would look like:

11:31:49,047 ERROR org.jboss.resource.adapter.jms.inflow.JmsActivation (default-threads
-1) javax.naming.IlnvalidNameException: Only support CompoundName names

at com.tibco.tibjms.naming.TibjmsContext.lookup(TibjmsContext.java:504)

at javax.naming.InitialContext.lookup(InitialContext.java:421)

To work around their shortcomings, the or g. j boss. as. nami ng. | ookup. by. stri ng property can be
specified in the external-context's environment to use instead the lookup(String) method (with a performance
degradation):

<property name="org. | boss. as. nam ng. | ookup. by. string" val ue="true"/>

Binding Aliases

The Naming subsystem configuration allows the binding of existent entries into additional names, i.e.
aliases. Binding aliases are specified through the | ookup XML element. An example of its XML
configuration:

<l ookup name="j ava: gl obal /c" | ookup="j ava: gl obal / b" />
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The nane attribute is mandatory and specifies the target JNDI name for the entry.

The | ookup attribute is mandatory and indicates the source JNDI nhame. It can chain lookups on external
contexts. For example, having an external context bounded to java:global/federation/Idap/example,
searching can be done there by setting | ookup attribute to java:global/federation/ldap/example/subfolder.

Management clients, such as the WildFly CLI, may be used to configure binding aliases. An example to add
and r emove the one in the XML example above:

/ subsyst emenani ng/ bi ndi ng=j ava\: gl obal \ / c: add( bi ndi ng-type=l ookup, | ookup=java\: gl obal\/b)
/ subsyst emenani ng/ bi ndi ng=j ava\: gl obal \/ c: renove

Remote JNDI Configuration

The Naming subsystem configuration may be used to (de)activate the remote JNDI interface, which allows
clients to lookup entries present in a remote WildFly instance.

% Only entries within the j ava: j boss/ expor t ed context are accessible over remote JNDI.

In the subsystem's XML configuration, remote JNDI access bindings are configured through the
<r enot e- nani ng /> XML element:

<renot e-nam ng />

Management clients, such as the WildFly CLI, may be used to add/remove the remote JNDI interface. An
example to add and r enove the one in the XML example above:

/ subsyst emFnani ng/ ser vi ce=r enot e- nam ng: add
/ subsyst enrnani ng/ servi ce=r enpt e- nanm ng: r enove

5.7.3 Data sources

Datasources are configured through the datasource subsystem. Declaring a new datasource consists of two
separate steps: You would need to provide a JDBC driver and define a datasource that references the driver
you installed.
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JDBC Driver Installation

The recommended way to install a JDBC driver into WildFly 8 is to deploy it as a regular JAR deployment.
The reason for this is that when you run WildFly in domain mode, deployments are automatically propagated
to all servers to which the deployment applies; thus distribution of the driver JAR is one less thing for you to
worry about!

Any JDBC 4-compliant driver will automatically be recognized and installed into the system by name and
version. A JDBC JAR is identified using the Java service provider mechanism. Such JARs will contain a text
a file named META- | NF/ servi ces/ j ava. sql . Dri ver, which contains the name of the class(es) of the
Drivers which exist in that JAR. If your JDBC driver JAR is not JDBC 4-compliant, it can be made deployable
in one of a few ways.

Modify the JAR

The most straightforward solution is to simply modify the JAR and add the missing file. You can do this from
your command shell by:

Change to, or create, an empty temporary directory.

Create a META- | NF subdirectory.

Create a META- | NF/ ser vi ces subdirectory.

Create a META- | NF/ servi ces/j ava. sql . Dri ver file which contains one line - the fully-qualified

A w bRk

class name of the JDBC driver.
5. Use the j ar command-line tool to update the JAR like this:

jar \-uf jdbc-driver.jar META-|NF/ services/java.sql.Driver

For a detailed explanation how to deploy JDBC 4 compliant driver jar, please refer to the chapter'
Application Deployment".

Datasource Definitions

The datasource itself is defined within the subsystem datasources:
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<subsyst em xm ns="ur n: j boss: donai n: dat asour ces: 4. 0" >
<dat asour ces>
<dat asour ce j ndi - nane="j ava: j boss/ dat asour ces/ Exanpl eDS" pool - nane=" Exanpl eDS" >
<connection-url >jdbc: h2: mem t est; DB_CLOSE_DELAY=- 1</ connecti on-url >
<driver>h2</driver>
<pool >
<m n- pool - si ze>10</ m n- pool - si ze>
<max- pool - si ze>20</ max- pool - si ze>
<prefill>true</prefill>
</ pool >
<security>
<user - name>sa</ user - name>
<passwor d>sa</ passwor d>
</security>
</ dat asour ce>
<xa-dat asour ce jndi - name="j ava: j boss/ dat asour ces/ Exanpl eXADS" pool - name="Exanpl eXADS" >
<driver>h2</driver>
<xa- dat asour ce-property nane="URL">j dbc: h2: nem t est </ xa- dat asour ce- property>
<xa- pool >
<m n- pool - si ze>10</ m n- pool - si ze>
<max- pool - si ze>20</ max- pool - si ze>
<prefill>true</prefill>
</ xa- pool >
<security>
<user - name>sa</ user - nane>
<passwor d>sa</ passwor d>
</security>
</ xa- dat asour ce>
<drivers>
<driver nanme="h2" nodul e="com h2dat abase. h2" >
<xa- dat asour ce-cl ass>org. h2. j dbcx. JdbcDat aSour ce</ xa- dat asour ce- cl ass>
</driver>
</drivers>
</ dat asour ces>

</ subsyst en>

(See st andal one/ confi gurati on/ st andal one. xml )

As you can see the datasource references a driver by it's logical name.

You can easily query the same information through the CLI:
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[ st andal one@ ocal host: 9990 /] /subsystenrdat asources: read-resource(recursive=true)
{
"out cone" => "success",
"result" => {

"dat a- source" => {"H2DS" => {
"connection-url" => "jdbc: h2: nemtest; DB_CLOSE DELAY=-1",
"jndi -nanme" => "java:/H2DS",
"driver-nane" => "h2",
"pool - nane" => "H2DS",
"use-java-context" => true,
"enabl ed" => true,
"jta" => true,
"pool -prefill" => true,
"pool -use-strict-mn" => fal se,
"user-name" => "sa",
"password" => "sa",
"flush-strategy" => "FailingConnectionOnly",
"background-val i dation" => fal se,
"use-fast-fail" => fal se,
"val i dat e-on-natch" => fal se,
"use-ccni => true

I3

"xa- dat a- source" => undefi ned,

"jdbc-driver" => {"h2" => {
"driver-nane" => "h2",
"driver-nodul e-nane" => "com h2dat abase. h2",
"driver-xa-datasource-cl ass-nane" => "org. h2.j dbcx. JdbcDat aSour ce"

1}

[ st andal one@ ocal host: 9990 /] /subsystenrdat asources:installed-drivers-1list
{
"out cone" => "success",
"result" => [{
"driver-nane" => "h2",
"depl oynment - nane" => undefi ned,
"driver-nodul e-nane" => "com h2dat abase. h2",
"modul e-sl ot" => "npmin",
"driver-xa-datasource-cl ass-nane" => "org. h2.j dbcx. JdbcDat aSour ce"
“driver-class-name" => "org. h2.Driver",
"driver-mgjor-version" => 1,
"driver-mnor-version" => 3,
"jdbc-conpliant" => true

H

&) Using the web console or the CLI greatly simplifies the deployment of JDBC drivers and the
creation of datasources.

The CLI offers a set of commands to create and modify datasources:
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[ st andal one@ ocal host: 9990 /] data-source --help

SYNOPSI S
dat a-source --help [--properties | --comrands]
(--name=<resource_i d> (--<property>=<val ue>)*) |
(<command> - - nane=<resour ce_i d> (--<paranet er >=<val ue>) *)
[--header s={<operati on_header> (; <operation_header>)*}]
DESCRI PTI ON

The command is used to nanage resources of type /subsystenrdatasources/data-source

(-]

[ st andal one@ ocal host: 9990 /] xa-data-source --help

SYNOPSI S
xa-dat a-source --help [--properties | --conmands]
(--name=<resource_i d> (--<property>=<val ue>)*) |
(<conmand> - - nane=<resource_i d> (--<paranet er>=<val ue>)*)
[ - - header s={ <oper ati on_header > (; <operati on_header>)*}]
DESCRI PTI ON

The command is used to manage resources of type /subsystenrdat asources/ xa- dat a-source

RESOURCE DESCRI PTI ON
A JDBC XA dat a-source configuration

Using security domains

Information can be found at https://community.jboss.org/wiki/JBossAS7SecurityDomainModel

Component Reference

The datasource subsystem is provided by the IronJacamar project. For a detailed description of the available
configuration properties, please consult the project documentation.

® [ronJacamar homepage: http://ironjacamar.org/

® Project Documentation; http://ironjacamar.org/documentation.html

® Schema description:
http://www.ironjacamar.org/doc/userguide/1.1/en-US/html_single/index.html#deployingds_descriptol
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5.7.4 Logging

® Overview
® Attributes
® add-1 oggi ng- api - dependenci es
® use-depl oynment -1 oggi ng-config
® Per-deployment Logging
® Logging Profiles
® Default Log File Locations
® Managed Domain
® Standalone Server
® Filter Expressions
® List Log Files and Reading Log Files
® List Log Files
® Read Log File
* FAQ
® Why is there al oggi ng. properti es file?
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Overview

The overall server logging configuration is represented by the logging subsystem. It consists of four notable
parts: handl er configurations, | ogger , the root | ogger declarations (aka log categories) and logging
profiles. Each logger does reference a handler (or set of handlers). Each handler declares the log format and
output:

<subsyst em xm ns="ur n: j boss: domai n: | oggi ng: 3. 0" >
<consol e- handl er name="CONSOLE" aut of | ush="true">
<l evel nane="DEBUG'/>
<formatter>
<naned- f ormatt er nane=" COLOR- PATTERN'/ >
</formatter>
</ consol e- handl er >
<periodic-rotating-file-handl er name="FI LE" autoflush="true">
<formatter>
<named-f ormatt er name="PATTERN'/>
</formatter>
<file relative-to="jboss.server.log.dir" path="server.|og"/>
<suffix val ue=".yyyy- M} dd"/>
</periodic-rotating-file-handl er>
<l ogger category="com arjuna">
<l evel nane="WARN'/>
</ | ogger >
[...1]
<r oot - | ogger >
<l evel nane="DEBUG'/ >
<handl er s>
<handl er nanme=" CONSOLE"/ >
<handl er name="FI LE"/>
</ handl er s>
</ root -1 ogger >
<formatter nanme="PATTERN'>
<pattern-formatter pattern="%l{yyyy-Midd HH mm ss, SSS} %5p [%] (%) Y%%Im"/>
</formatter>
<formatter name="COLOR- PATTERN' >
<pattern-formatter pattern="%{l evel }%d{HH: nm ss, SSS} % 5p [%] (%) Y%%e%"/>
</formatter>
</ subsyst en>

JBoss Community Documentation Page 164 of 2293



Latest WildFly Documentation

Attributes

The root resource contains two notable attributes add- | oggi ng- api - dependenci es and
use- depl oynent - | oggi ng- confi g.

logging-api-dependencies

The add- | oggi ng- api - dependenci es controls whether or not the container adds implicit logging API
dependencies to your deployments. If set to t r ue, the default, all the implicit logging APl dependencies are
added. If set to f al se the dependencies are not added to your deployments.

deployment-logging-config

The use- depl oynent - | oggi ng- confi g controls whether or not your deployment is scanned for
per-deployment logging. If set to t r ue, the default, per-deployment logging is enabled. Set to f al se to
disable this feature.

deployment Logging

Per-deployment logging allows you to add a logging configuration file to your deployment and have the
logging for that deployment configured according to the configuration file. In an EAR the configuration should
be in the META- | NF directory. In a WAR or JAR deployment the configuration file can be in either the

META- | NF or ViEB- | NF/ cl asses directories.

The following configuration files are allowed:

® |ogging.properties

® jboss-logging.properties
® log4j.properties

® |og4j.xml

® jboss-log4j.xml

You can also disable this functionality by changing the use- depl oynent - | oggi ng- conf i g attribute to
fal se.
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Logging Profiles

Logging profiles are like additional logging subsystems. Each logging profile constists of three of the four
notable parts listed above: handl er configurations, | ogger and the r oot | ogger declarations.

You can assign a logging profile to a deployment via the deployments manifest. Add a Loggi ng- Profil e
entry to the MANI FEST. MF file with a value of the logging profile id. For example a logging profile defined on
/ subsyst en¥l oggi ng/ | oggi ng- profi | e=ej bs the MANIFEST.MF would look like:

Mani f est-Version: 1.0
Loggi ng-Profile: ejbs

A logging profile can be assigned to any number of deployments. Using a logging profile also allows for
runtime changes to the configuration. This is an advantage over the per-deployment logging configuration as
the redeploy is not required for logging changes to take affect.

Default Log File Locations

Managed Domain

In a managed domain two types of log files do exist: Controller and server logs. The controller components
govern the domain as whole. It's their responsibility to start/stop server instances and execute managed
operations throughout the domain. Server logs contain the logging information for a particular server
instance. They are co-located with the host the server is running on.

For the sake of simplicity we look at the default setup for managed domain. In this case, both the domain
controller components and the servers are located on the same host:

Process Log File
Host Controller .Jdomain/log/host-controller.log

Process Controller ./domain/log/process-controller.log

"Server One" .Jdomain/servers/server-one/log/server.log
"Server Two" .Jdomain/servers/server-two/log/server.log
"Server Three" .Jdomain/servers/server-three/log/server.log

Standalone Server
The default log files for a standalone server can be found in the log subdirectory of the distribution:

Process Log File

Server  ./standalone/log/server.log
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Filter Expressions

Filter Type Expression

accept accept

deny deny

not not(filterExpression)
all all(filterExpressions)
any any(filterExpressions)

levelChange levelChange(level)

Description

Accepts all log
messages.

enies all log
messages.

Accepts a filter as
an argument and
inverts the
returned value.

A filter consisting
of several filters in
a chain. If any
filter find the log
message to be
unloggable, the
message will not
be logged and
subsequent filters
will not be
checked.

A filter consisting
of several filters in
a chain. If any
filter fins the log
message to be
loggable, the
message will be
logged and the
subsequent filters
will not be
checked.

A filter which
modifies the log
record with a new
level.

Parameter(s)

None

None

The expression
takes a single
filter for it's
argument.

The expression
takes a comma
delimited list of
filters for it's
argument.

The expression
takes a comma
delimited list of
filters for it's
argument.

The expression
takes a single

Examples

accept

deny

not(match("JBAS'

all(match("JBAS"
match("WELD"))

any(match("JBAS
match("WELD"))

levelChange(WAF

string based level
for it's argument.
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levels

levelRange

match

levels(levels)

levelRange([minLevel,maxLevel])

match("pattern")

A filter which
includes log
messages with a
level that is listed
in the list of levels.

A filter which logs
records that are
within the level
range.

A
regular-expression
based filter. The
raw unformatted
message is used
against the
pattern.

The expression
takes a comma
delimited list of
string based
levels for it's
argument.

The filter
expression uses
a "[" to indicate a
minimum
inclusive level
and a "]"to
indicate a
maximum
inclusive level.
Otherwise use "("
or ")" respectively
indicate
exclusive. The
first argument for
the expression is
the minimum
level allowed, the
second argument
is the maximum
level allowed.

The expression
takes a regular
expression for it's
argument.
match("JBAS\d+")

levels(DEBUG, IN
WARN, ERROR)

® minimum le
be less tha
ERROR ar
maximum |
be greater
DEBUG

levelRange
DEBUG)

® minimum le
be less tha
equal to EF
and the mg
level must
greater tha
DEBUG

levelRange
DEBUG)

® minimum le
be less tha
equal to EF
and the me
level must
greater or ¢
INFO

levelRange
INFO]
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substitute substitute("pattern”,

"replacement value")

substituteAll  substituteAll("pattern”,
"replacement value")

A filter which
replaces the first
match to the
pattern with the
replacement
value.

A filter which
replaces all
matches of the
pattern with the
replacement
value.

List Log Files and Reading Log Files

The first substitute("JBAS"
argument for the

expression is the

pattern the

second argument

is the

replacement text.

The first substitute All("JBA
argument for the  "EAP")
expression is the

pattern the

second argument

is the

replacement text.

Log files can be listed and viewed via management operations. The log files allowed to be viewed are
intentionally limited to files that exist in the j boss. server. | og. di r and are associated with a known file
handler. Known file handler types include fi | e- handl er, peri odi c-rotating-fil e-handl er and

size-rotating-file-handl er. The operations are valid in both standalone and domain modes.

List Log Files

The logging subsystem has a | og-fi | e resource off the subsystem root resource and off each

| oggi ng- profi | e resource to list each log file.

CLI command and output

[ st andal one@ ocal host: 9990 /] /subsysten¥l oggi ng: read- chi | dren- names(chil d-type=log-file)

{

"out cone" => "success",
"result" => |
"server.log",
"server.| og.2014-02- 12",
"server.| og. 2014- 02- 13"
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Read Log File
The read- | og-fi | e operation is available on each | og-fi | e resource. This operation has 4 optional
parameters.

Name Description

encoding the encoding the file should be read in

lines the number of lines from the file. A value of -1 indicates all lines should be read.
skip the number of lines to skip before reading.
tail true to read from the end of the file up or false to read top down.

CLI command and output

[ st andal one@ ocal host: 9990 /] /subsysten¥l oggi ng/log-file=server.log:read-log-file
{
"out cone" => "success",
"result" => [

"2014-02-14 14:16:48,781 INFO [org.]jboss. as.server. depl oynent.scanner] (MSC service
thread 1-11) JBAS015012: Started Fil eSystenDepl oynent Service for directory
/ hone/ j perki ns/ servers/wi | dfl y-8. 0. 0. Fi nal / st andal one/ depl oynent s",

"2014-02-14 14:16:48,782 INFO [org.jboss. as. connector. subsystens. dat asources] (MsC
service thread 1-8) JBAS010400: Bound data source []java:jboss/nmyDs]",

"2014-02-14 14:16: 48,782 INFO [org.]jboss. as.connector. subsystens. dat asources] (MC
service thread 1-15) JBAS010400: Bound data source []java:]jboss/ datasources/ Exanpl eDS] ",

"2014-02-14 14:16: 48,786 INFO [org.]jboss. as.server.deployment] (MSC service thread 1-9)
JBAS015876: Starting deployment of \"sinple-servliet.war\" (runtinme-nane:
\"sinple-servliet.war\")",

"2014-02-14 14:16: 48,978 INFO [org.|boss.ws.comon. managenent] (MSC service thread
1-10) JBWS022052: Starting JBoss Wb Services - Stack CXF Server 4.2.3.Final",

"2014-02-14 14:16:49,160 INFO [org.w | dfly.extension.undertow] (MSC service thread
1-16) JBAS017534: Registered web context: /sinple-serviet",

"2014-02-14 14:16:49,189 INFO [org.]jboss.as.server] (Controller Boot Thread)
JBAS018559: Depl oyed \"sinple-servlet.war\" (runtine-nane : \"sinple-servliet.war\")",

"2014-02-14 14:16:49,224 INFO [org.jboss.as] (Controller Boot Thread) JBAS015961: Http
managenment interface listening on http://127.0.0.1: 9990/ managenent ",

"2014-02-14 14:16:49,224 INFO [org.]jboss.as] (Controller Boot Thread) JBAS015951: Admin
console listening on http://127.0.0.1:9990",

"2014-02-14 14:16:49,225 INFO [org.jboss.as] (Controller Boot Thread) JBAS015874:
WIdFly 8.0.0.Final \"WIdFIy\" started in 1906ns - Started 258 of 312 services (90 services are
| azy, passive or on-demand)"

]
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FAQ

Why is there a logging.properties file?

You may have noticed that there is a | oggi ng. properti es file in the configuration directory. This is
logging configuration is used when the server boots up until the logging subsystem kicks in. If the logging
subsystem is not included in your configuration, then this would act as the logging configuration for the entire
server.

&) Thel oggi ng. properti es file is overwritten at boot and with each change to the logging
subsystem. Any changes made to the file are not persisted. Any changes made to the XML
configuration or via management operations will be persisted to the | oggi ng. properti es file
and used on the next boot.

5.7.5 Web (Undertow)

Web subsystem was replaced in WildFly 8 with Undertow.

There are two main parts to the undertow subsystem, which are server and Servlet container configuration,
as well as some ancillary items. Advanced topics like load balancing and failover are covered on the "High
Availability Guide". The default configuration does is suitable for most use cases and provides reasonable
performance settings.

Required extension:

<ext ensi on nodul e="org. wi | dfly. extensi on. undertow' />

Basic subsystem configuration example:
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<subsyst em xm ns="ur n: j boss: donai n: undertow: 1. 0" >
<buf f er - caches>
<buf fer-cache name="default" buffer-size="1024" buffers-per-regi on="1024"
max-regi ons="10"/>
</ buf f er- caches>
<server nane="defaul t-server">
<http-listener nane="default" socket-binding="http" />
<host nanme="defaul t-host" alias="local host">
<l ocation nanme="/" handl er ="wel cone-content" />
</ host >
</ server>
<servl et-contai ner nane="default" default-buffer-cache="defaul t"
stack-trace-on-error="local -only" >
<j sp-config/>
<per si st ent - sessi ons/ >
</ servl et -contai ner>
<handl er s>
<file name="wel cone-content" path="3${j boss. hone. di r}/wel cone-content"
directory-listing="true"/>
</ handl er s>
</ subsyst enm>

Dependencies on other subsystems:

IO Subsystem

Buffer cache configuration

The buffer cache is used for caching content, such as static files. Multiple buffer caches can be configured,
which allows for separate servers to use different sized caches.

Buffers are allocated in regions, and are of a fixed size. If you are caching many small files then using a
smaller buffer size will be better.

The total amount of space used can be calculated by multiplying the buffer size by the number of buffers per
region by the maximum number of regions.

<buf f er - caches>
<buffer-cache name="defaul t" buffer-size="1024" buffers-per-regi on="1024" nex-regi ons="10"/>
</ buf f er - caches>

Attribute Description
buffer-size The size of the buffers. Smaller buffers allow space to be utilised more effectively
buffers-per-region The numbers of buffers per region

max-regions The maximum number of regions. This controls the maximum amount of memory that
can be used for caching
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Server configuration

A server represents an instance of Undertow. Basically this consists of a set of connectors and some
configured handlers.

<server nane="default-server" default-host="default-host" servlet-container="default" >

Attribute Description
default-host the virtual host that will be used if an incoming request as no Host: header

servlet-container the servlet container that will be used by this server, unless is is explicitly overriden by
the deployment

Connector configuration
Undertow provides HTTP, HTTPS and AJP connectors, which are configured per server.
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Common settings

The following settings are common to all connectors:

Attribute

socket-binding

worker

buffer-pool

enabled

max-post-size

buffer-pipelined-data

max-header-size

max-parameters

max-headers

max-cookies

allow-encoded-slash

decode-url

url-charset

always-set-keep-alive

disallowed-methods

Description

The socket binding to use. This determines the address and port the listener listens
on.

A reference to an XNIO worker, as defined in the 10 subsystem. The worker that is
in use controls the 10 and blocking thread pool.

A reference to a buffer pool as defined in the 10 subsystem. These buffers are
used internally to read and write requests. In general these should be at least 8k,
unless you are in a memory constrained environment.

If the connector is enabled.
The maximum size of incoming post requests that is allowed.

If responses to HTTP pipelined requests should be buffered, and send out in a
single write. This can improve performance if HTTP pipe lining is in use and
responses are small.

The maximum size of a HTTP header block that is allowed. Responses with to
much data in their header block will have the request terminated and a bad request
response send.

The maximum number of query or path parameters that are allowed. This limit
exists to prevent hash collision based DOS attacks.

The maximum number of headers that are allowed. This limit exists to prevent
hash collision based DOS attacks.

The maximum number of cookies that are allowed. This limit exists to prevent hash
collision based DOS attacks.

Set this to true if you want the server to decode percent encoded slash characters.
This is probably a bad idea, as it can have security implications, due to different
servers interpreting the slash differently. Only enable this if you have a legacy
application that requires it.

If the URL should be decoded. If this is not set to true then percent encoded
characters in the URL will be left as is.

The charset to decode the URL to.

If the 'Connection: keep-alive' header should be added to all responses, even if not
required by spec.

A comma separated list of HTTP methods that are not allowed. HTTP TRACE is
disabled by default.
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HTTP Connector

<http-listener name="default" socket-binding="http" />

Attribute Description

certificate-forwarding If this is set to true then the HTTP listener will read a client certificate from the
SSL_CLIENT_CERT header. This allows client cert authentication to be used,
even if the server does not have a direct SSL connection to the end user. This
should only be enabled for servers behind a proxy that has been configured to
always set these headers.

redirect-socket The socket binding to redirect requests that require security too.

proxy-address-forwarding If this is enabled then the X-Forwarded-For and X-Forwarded-Proto headers
will be used to determine the peer address. This allows applications that are
behind a proxy to see the real address of the client, rather than the address of
the proxy.

HTTPS listener

Https listener provides secure access to the server. The most important configuration option is security realm
which defines SSL secure context.

<https-listener nane="default" socket-binding="https" security-real n¥"ssl-realni />

Attribute Description

security-realm The security realm to use for the SSL configuration. See Security realm examples
for how to configure it: Examples

verify-client One of either NOT_REQUESTED, REQUESTED or REQUIRED. If client cert auth
is in use this should be either REQUESTED or REQUIRED.

enabled-cipher-suites A list of cypher suit names that are allowed.

AJP listener

<aj p-listener name="default" socket-bindi ng="aj p" />
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Host configuration
The host element corresponds to a virtual host.

Attribute Description
name The virtual host name
alias A whitespace separated list of additional host names that should be matched

default-web-module The name of a deployment that should be used to serve up requests that do not
match anything.

Servlet container configuration

The servlet-container element corresponds to an instance of an Undertow Servlet container. Most servers
will only need a single servlet container, however there may be cases where it makes sense to define
multiple containers (in particular if you want applications to be isolated, so they cannot dispatch to each
other using the RequestDispatcher. You can also use multiple Servlet containers to serve different
applications from the same context path on different virtual hosts).

Attribute Description

allow-non-standard-wrappers The Servlet specification requires applications to only wrap the
request/response using wrapper classes that extend from the
ServletRequestWrapper and ServletResponseWrapper classes. If this is set
to true then this restriction is relaxed.

default-buffer-cache The buffer cache that is used to cache static resources in the default
Servlet.
stack-trace-on-error Can be either all, none, or local-only. When set to none Undertow will never

display stack traces. When set to All Undertow will always display them (not
recommended for production use). When set to local-only Undertow will
only display them for requests from local addresses, where there are no
headers to indicate that the request has been proxied. Note that this feature
means that the Undertow error page will be displayed instead of the default
error page specified in web.xml.

default-encoding The default encoding to use for requests and responses.

use-listener-encoding If this is true then the default encoding will be the same as that used by the
listener that received the request.

JSP configuration
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Session Cookie Configuration
This allows you to change the attributes of the session cookie.
Attribute Description
name The cookie name
domain  The cookie domain
comment The cookie comment
http-only  If the cookie is HTTP only
secure If the cookie is marked secure

max-age The max age of the cookie

Persistent Session Configuration

Persistent sessions allow session data to be saved across redeploys and restarts. This feature is enabled by
adding the persistent-sessions element to the server config. This is mostly intended to be a development
time feature.

If the path is not specified then session data is stored in memory, and will only be persistent across
redeploys, rather than restarts.

Attribute Description
path The path to the persistent sessions data

relative-to The location that the path is relevant to

5.7.6 Messaging

The JMS server configuration is done through the messaging-activemq subsystem. In this chapter we are
going outline the frequently used configuration options. For a more detailed explanation please consult the
Artemis user guide (See "Component Reference").
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Required Extension

The configuration options discussed in this section assume that the the

org.w | dfl y. ext ensi on. nessagi ng- act i vent extension is present in your configuration. This
extension is not included in the standard st andal one. xm and st andal one- ha. xm configurations
included in the WildFly distribution. It is, however, included with the st andal one-ful | . xm and

st andal one-ful | - ha. xm configurations.

You can add the extension to a configuration without it either by adding an <ext ensi on
nmodul e="org. wi | df | y. ext ensi on. nessagi ng- acti venqg"/ > element to the xml or by using the
following CLI operation:

[ st andal one@ ocal host: 9990 /]/extension=org.w | dfly. extensi on. nressagi ng- acti venqg: add

Connectors

There are three kind of connectors that can be used to connect to WildFly JIMS Server

® in-vm connect or can be used by a local client (i.e. one running in the same JVM as the server)
®* renot e- connect or can be used by a remote client (and uses Netty over TCP for the

communication)
®* http-connect or can be used by a remote client (and uses Undertow Web Server to upgrade from

a HTTP connection)

JMS Connection Factories

There are three kinds of basic JMS connect i on-f act ory that depends on the type of connectors that is
used.

There is also a pool ed- connect i on-f act ory which is special in that it is essentially a configuration
facade for both the inbound and outbound connectors of the the Artemis JCA Resource Adapter. An MDB
can be configured to use a pool ed- connecti on-f act ory (e.g. using @Resour ceAdapt er). In this
context, the MDB leverages the inbound connector of the Artemis JCA RA. Other kinds of clients can look
up the pooled-connection-factory in JNDI (or inject it) and use it to send messages. In this context, such a
client would leverage the outbound connector of the Artemis JCA RA. A pool ed- connecti on-factory
is also special because:
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® |tis only available to local clients, although it can be configured to point to a remote server.

® As the name suggests, it is pooled and therefore provides superior performance to the clients which
are able to use it. The pool size can be configured via the max- pool - si ze and ni n- pool - si ze
attributes.

® |t should only be used to send (i.e. produce) messages when looked up in JNDI or injected.

® |t can be configured to use specific security credentials via the user and passwor d attributes. This
is useful if the remote server to which it is pointing is secured.

® Resources acquired from it will be automatically enlisted any on-going JTA transaction. If you want to
send a message from an EJB using CMT then this is likely the connection factory you want to use so
the send operation will be atomically committed along with the rest of the EJB's transaction
operations.

To be clear, the inbound connector of the Artemis JCA RA (which is for consuming messages) is only used
by MDBs and other JCA-based components. It is not available to traditional clients.

Both a connect i on-fact ory and a pool ed- connecti on-f act ory reference a connect or
declaration.

Arenot e- connect or is associated with a socket - bi ndi ng which tells the client using the
connecti on-f act ory where to connect.

® Aconnection-factory referencing ar enot e- connect or is suitable to be used by a remote
client to send messages to or receive messages from the server (assuming the connection-factory
has an appropriately exported ent ry).

® A pool ed-connection-fact ory looked up in JNDI or injected which is referencing a
r enot e- connect or is suitable to be used by a local client to send messages to a remote server
granted the socket - bi ndi ng references an out bound- socket - bi ndi ng pointing to the remote
server in question.

® Apool ed-connection-fact ory used by an MDB which is referencing a r enpt e- connect or is
suitable to consume messages from a remote server granted the socket - bi ndi ng references an
out bound- socket - bi ndi ng pointing to the remote server in question.

Anin-vm connect or is associated with a ser ver - i d which tells the client using the
connecti on-f act ory where to connect (since multiple Artemis servers can run in a single JVM).

® Aconnection-factory referencing ani n- vm connect or is suitable to be used by a local client
to either send messages to or receive messages from a local server.

® A pool ed-connection-fact ory looked up in INDI or injected which is referencing an
i n-vm connect or is suitable to be used by a local client only to send messages to a local server.

®* Apool ed-connecti on-factory used by an MDB which is referencing an i n- vm connect or is
suitable only to consume messages from a local server.

A ht t p- connect or is associated with the socket - bi ndi ng that represents the HTTP socket (by default,
named ht t p).
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® Aconnection-factory referencing a htt p- connect or is suitable to be used by a remote client
to send messages to or receive messages from the server by connecting to its HTTP port before
upgrading to the messaging protocol.

®* Apool ed-connection-factory referencing a ht t p- connect or is suitable to be used by a local
client to send messages to a remote server granted the socket - bi ndi ng references an
out bound- socket - bi ndi ng pointing to the remote server in question.

® Apool ed-connection-fact ory used by an MDB which is referencing a ht t p- connect or is
suitable only to consume messages from a remote server granted the socket - bi ndi ng references
an out bound- socket - bi ndi ng pointing to the remote server in question.

The ent ry declaration of a connect i on-fact ory or a pool ed- connecti on-f act ory specifies the
JNDI name under which the factory will be exposed. Only JNDI names bound in the

"java: j boss/ export ed" namespace are available to remote clients. If a connecti on-factory has
an entry bound inthe " j ava: j boss/ export ed" namespace a remote client would look-up the
connecti on-fact ory using the text after "j ava: j boss/ export ed". For example, the "

Renmot eConnect i onFact or y" is bound by default to

"java: ] boss/ exported/jns/ Renot eConnecti onFact ory" which means a remote client would
look-up this connect i on- f act ory using "j ms/ Renot eConnect i onFactory". A

pool ed- connecti on-f act ory should not have any ent ry bound in the "j ava: j boss/ export ed"
namespace because a pool ed- connecti on-f act ory is not suitable for remote clients.

Since JMS 2.0, a default IMS connection factory is accessible to EE application under the JNDI name

j ava: conp/ Def aul t JMSConnect i onFact ory. WildFly messaging subsystem defines a

pool ed- connecti on-fact ory that is used to provide this default connection factory. Any parameter
change on this pool ed- connecti on- f act or y will be take into account by any EE application looking the
default JMS provider under the JNDI name j ava: conp/ Def aul t JMSConnect i onFact ory.
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<subsyst em xm ns="ur n: j boss: donai n: messagi ng- acti veng: 1. 0" >
<server nanme="defaul t">
[---]
<htt p- connect or name="htt p-connector"
socket - bi ndi ng="ht t p"
endpoi nt="http-acceptor" />
<ht t p- connect or nanme="htt p-connector-t hroughput"
socket - bi ndi ng="ht t p"
endpoi nt ="ht t p- accept or - t hr oughput " >
<par am name="bat ch- del ay"
val ue="50"/>
</ htt p- connect or >
<i n-vm connect or nanme="in-vn{
server-id="0"/>
[...]
<connection-factory name="|nVmConnecti onFactory"
connect ors="i n-vnt
entri es="java:/ Connecti onFactory" />
<pool ed- connection-factory name="activeng-ra"
transacti on="xa"
connect ors="i n-vn{
entries="java:/JnmsXA java:j boss/ Def aul t IMSConnect i onFactory"/>
[...]
</ server>
</ subsyst en>

(See standalone/configuration/standalone-full.xml)

JMS Queues and Topics

JMS queues and topics are sub resources of the messaging-actively subsystem. One can define either a
j ms- queue orj ms-t opi c. Each destination must be given a nane and contain at least one entry in its
ent ri es element (separated by whitespace).

Each entry refers to a JNDI name of the queue or topic. Keep in mind that any j ns- queue or j ns-t opi c
which needs to be accessed by a remote client needs to have an entry in the "java:jboss/exported"
namespace. As with connection factories, if a j ms- queue or or j ns-t opi ¢ has an entry bound in the
"java:jboss/exported” namespace a remote client would look it up using the text after

"java: j boss/ export ed". For example, the following j ms- queue "testQueue” is bound to
"java:jboss/exported/jms/queue/test” which means a remote client would look-up this {{kms-queue} using
"ims/queue/test”. A local client could look it up using "java:jboss/exported/jms/queue/test”,
"java:jms/queue/test”, or more simply "jms/queue/test":

JBoss Community Documentation Page 181 of 2293



Latest WildFly Documentation

<subsyst em xm ns="ur n: j boss: donai n: messagi ng- acti veng: 1. 0" >
<server nanme="defaul t">

[...]
<j ms- queue nanme="t est Queue"
entries="j nms/ queue/test java:jboss/exported/jnms/queue/test" />
<j me-topi c nanme="t est Topi c"
entries="jns/topic/test java:jboss/exported/jns/topic/test" />
</ subsyst en>

(See standalone/configuration/standalone-full.xml)

JMS endpoints can easily be created through the CLI:

[ st andal one@ ocal host: 9990 /] j ns-queue add --queue-address=nyQueue --entries=queues/ nyQueue

[ st andal one@ ocal host: 9990 /]
/ subsyst enFnessagi ng- act i veng/ server =def aul t/j ns- queue=nyQueue: r ead- r esour ce
{
"out cone" => "success",
"result" => {
"durabl e" => true,
"entries" => ["queues/ nmyQueue"],
"selector" => undefined

A number of additional commands to maintain the JMS subsystem are available as well:

[ standal one@ ocal host: 9990 /] jns-queue --help --commands

add

renove

To read the description of a specific command execute 'jns-queue conmand_nane --help'.
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Dead Letter & Redelivery

Some of the settings are applied against an address wild card instead of a specific messaging destination.
The dead letter queue and redelivery settings belong into this group:

<subsyst em xm ns="urn: j boss: domai n: messagi ng- acti veny: 1. 0" >
<server nanme="defaul t">

[...]

"o

dead- | etter-address="j ns. queue. DLQ'
expi ry-address="j ms. queue. Expi ryQueue"
[...1 17>

(See standalone/configuration/standalone-full.xml)

Security Settings for Artemis addresses and JMS destinations

Security constraints are matched against an address wildcard, similar to the DLQ and redelivery settings.

<subsyst em xm ns="urn:j boss: donai n: nessagi ng- acti venqg: 1. 0" >
<server name="defaul t">
[...]
<security-setting name="#">
<rol e nane="guest"

send="true"
consunme="true"
creat e- non- dur abl e- queue="t r ue"
del et e- non- dur abl e- queue="true"/ >

(See standalone/configuration/standalone-full.xml)

Security Domain for Users

By default, Artemis will use the "ot her " JAAS security domain. This domain is used to authenticate users
making connections to Artemis and then they are authorized to perform specific functions based on their
role(s) and the securi ty-settings described above. This domain can be changed by using the
security-domain, e.g.:

<subsyst em xm ns="ur n: j boss: domai n: messagi ng- acti veng: 1. 0" >
<server nane="default">
<security domai n="mySecurityDomain" />

[...]
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Using the Elytron Subsystem

You can also use the elytron subsystem to secure the messaging-activemq subsystem.
To use an Elytron security domain:

1. Undefine the legacy security domain.

/ subsyst emenessagi ng- acti venqg/ server =def aul t: undefi ne-attri but e(name=security-donain)

2. Set an Elytron security domain.

/ subsyst enrnessagi ng- acti veng/ server=defaul t:wite-attribute(nanme=el ytron-domain,
val ue=nyEl yt ronSecurit yDomai n)

» You can only define either securi ty-domai n or el yt r on- domai n, but you cannot have both
defined at the same time. If neither is defined, WildFly will use the securi t y- donmai n default
value of ot her, which maps to the ot her legacy security domain.

Cluster Authentication

If the Artemis server is configured to be clustered, it will use the cl ust er 'suser and passwor d attributes
to connect to other Artemis nodes in the cluster.

If you do not change the default value of <cluster-password>, Artemis will fail to authenticate with the error:

H®24018: Failed to create session: Hornet QExcepti onerror Type=CLUSTER SECURI TY_EXCEPTI ON
nmessage=HQL19099: Unable to authenticate cluster user: HORNETQ CLUSTER ADM N. USER

To prevent this error, you must specify a value for <cl ust er - passwor d>. It is possible to encrypt this
value by following this guide.

Alternatively, you can use the system property jboss.messaging.cluster.password to specify the cluster
password from the command line.
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Deployment of -jms.xml files

Starting with WildFly 8, you have the ability to deploy a -jms.xml file defining JMS destinations, e.g.:

<?xm versi on="1.0" encodi ng="UTF-8"?>
<messagi ng- depl oynent xml ns="urn:j boss: messagi ng- acti veng- depl oynent : 1. 0" >
<server nane="defaul t">
<j ms- desti nati ons>
<j ns- queue nane="sanpl e">
<entry nane="j ns/ queue/ sanpl e"/>
<entry nane="j ava:j boss/ exported/j ns/ queue/ sanpl e"/ >
</ j ms- queue>
</j ms-destinati ons>
</ server>
</ nessagi ng- depl oynent >

This feature is primarily intended for development as destinations deployed this way can not be
managed with any of the provided management tools (e.g. console, CLI, etc).

JMS Bridge

The function of a JMS bridge is to consume messages from a source JMS destination, and send them to a
target JMS destination. Typically either the source or the target destinations are on different servers.

The bridge can also be used to bridge messages from other non Artemis JMS servers, as long as they are
JMS 1.1 compliant.

The JMS Bridge is provided by the Artemis project. For a detailed description of the available configuration
properties, please consult the project documentation.

Modules for other messaging brokers

Source and target JMS resources (destination and connection factories) are looked up using JNDI.

If either the source or the target resources are managed by another messaging server than WildFly, the
required client classes must be bundled in a module. The name of the module must then be declared when
the JMS Bridge is configured.

The use of a JMS bridges with any messaging provider will require to create a module containing the jar of
this provider.

Let's suppose we want to use an hypothetical messaging provider named AcmeMQ. We want to bridge
messages coming from a source AcmeMQ destination to a target destination on the local WildFly messaging
server. To lookup AcmeMQ resources from JNDI, 2 jars are required, acmemg-1.2.3.jar, mylogapi-0.0.1.jar
(please note these jars do not exist, this is just for the example purpose). We must not include a JMS jar
since it will be provided by a WildFly module directly.

To use these resources in a JMS bridge, we must bundle them in a WildFly module:

in JBOSS_HOME/modules, we create the layout:
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nodul es/
T-- org
T-- acneng
-- main
| -- acneng-1.2.3.jar
| -- nylogapi-0.0.1.jar
*-- nodul e. xm

We define the module in npdul e. xm :

<?xm version="1.0" encodi ng="UTF-8"?>
<nmodul e xm ns="urn:j boss: nodul e: 1. 1" nane="org. acnmenqy" >
<properties>
<property name="j boss. api " val ue="private"/>
</ properties>

<resour ces>
<l-- insert resources required to connect to the source or target -->
<l-- messaging brokers if it not another WIdFly instance -->
<resource-root path="acneng-1.2.3.jar" />
<resource-root path="nylogapi-0.0.1.jar" />

</resources>

<dependenci es>
<!-- add the dependencies required by JM5 Bridge code -->
<nmodul e nane="j avax. api " />
<nmodul e name="j avax.jns.api" />
<nmodul e name="j avax.transaction.api"/>
<nmodul e nane="org.j boss. renot e- nam ng"/ >
<l-- we depend on org.apache. activenqg.artenm s nodul e since we will send messages to -->
<l-- the Artem s server enbedded in the local WIdFly instance -->
<nmodul e nanme="org. apache. activeng. artem s" />

</ dependenci es>

</ nodul e>
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Configuration

A JMS bridge is defined inside a j ns- br i dge section of the "'messaging-activemq’ subsystem in the XML
configuration files.

<subsyst em xm ns="urn:j boss: donai n: nessagi ng- acti venqg: 1. 0" >
<j ms- bri dge nane="nyBri dge" nodul e="org. acneny" >
<source connection-factory="Connecti onFactory"
desti nati on="sourceQ'
user="user 1"
passwor d="pwd1"
qual i ty-of -servi ce="AT_MOST_ONCE"
failure-retry-interval ="500"
max-retries="1"
max- bat ch- si ze="500"
max- bat ch-ti me="500"
add- messagel D-i n- header ="t rue" >
<sour ce- cont ext >
<property name="java.nam ng.factory.initial"
val ue="org. acnenyg. j ndi . AcreMJ ni ti al Cont ext Factory"/>
<property name="java. nam ng. provider.url"
val ue="tcp://127.0.0. 1: 9292"/ >
</ sour ce- cont ext >
</ sour ce>
<target connection-factory"/jns/invnTarget CF"
destination="/jnms/targetQ" />
</target>
</jms-bridge>
</ subsyst en>

The sour ce and t ar get sections contain the name of the JMS resource (connecti on-fact ory and
dest i nat i on) that will be looked up in JNDI.

It optionally defines the user and passwor d credentials. If they are set, they will be passed as arguments
when creating the JMS connection from the looked up ConnectionFactory.

It is also possible to define JNDI context properties in the sour ce- cont ext and t ar get - cont ext
sections. If these sections are absent, the JMS resources will be looked up in the local WildFly instance (as it
is the case in the t ar get section in the example above).
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Management commands
A JMS Bridge can also be managed using the WildFly command line interface:

[ st andal one@ ocal host: 9990 /] /subsystenrnessagi ng/j ns-bri dge=nyBri dge/: add( modul e="or g. acnenqg",
\
sour ce-desti nati on="sourceQ',

sour ce- connecti on-fact ory="Connecti onFactory",

sour ce-user="user 1",

sour ce- passwor d="pwd1",

source-context={"java. nam ng.factory.initial" =>
"org.acnenyg. j ndi . AcneMJ) ni tial Cont ext Factory", \

"java. nam ng. provider.url" => "tcp://127.0.0.1:9292"},
target-destination="/jnms/target@',
target-connection-factory="/jns/invniarget CF",
qgual i ty- of - servi ce=AT_MOST_ONCE,
failure-retry-interval =500,
max-retries=1,
max- bat ch- si ze=500,
max- bat ch-ti me=500,
add- messagel D-i n- header =t r ue)

{"out cone" => "success"}

You can also see the complete JMS Bridge resource description from the CLI:

[ standal one@ ocal host: 9990 /] /subsystemrmessagi ng/j ms-bri dge=*/:read-resource-description
{
"out cone" => "success",
"result" => [{
"address" => |
("subsystent => "nmessagi ng"),
("jms-bridge" => "*")
1,
"out come" => "success",
"result" =>{
"description" => "A JMS bridge instance.",
"attributes" => {

H
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Component Reference

The messaging-activemq subsystem is provided by the Artemis project. For a detailed description of the
available configuration properties, please consult the project documentation.

* Artemis Homepage: http://activemq.apache.org/artemis/
® Artemis User Documentation: http://activemq.apache.org/artemis/docs.html

5.7.7 Security

The security subsystem is the subsystem that brings the security services provided by PicketBox to the
WildFly 8 server instances.

If you are looking to secure the management interfaces for the management of the domain then you should
read the Securing the Management Interfaces chapter as the management interfaces themselves are not
run within a WildFly process so use a custom configuration.
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Structure of the Security Subsystem

When deploying applications to WildFly most of the time it is likely that you would be deploying a web
application or EJBs and just require a security domain to be defined with login modules to verify the users
identity, this chapter aims to provide additional detail regarding the architecture and capability of the security
subsystem however if you are just looking to define a security domain and leave the rest to the container
please jump to the security-domains section.

The security subsystem operates by using a security context associated with the current request, this
security context then makes available to the relevant container a number of capabilities from the configured
security domain, the capabilities exposed are an authentication manager, an authorization manager, an audit
manager and a mapping manager.

Authentication Manager

The authentication manager is the component that performs the actual authentication taking the declared
users identity and their credential so that the login context for the security domain can be used to 'login' the
user using the configured login module or modules.

Authorization Manager

The authorization manager is a component which can be obtained by the container from the current security
context to either obtain information about a users roles or to perform an authorization check against a
resource for the currently authenticated user.

Audit Manager
The audit manager from the security context is the component that can be used to log audit events in
relation to the security domain.

Mapping Manager
The mapping manager can be used to assign additional principals, credentials, roles or attributes to the
authenticated subject.

Security Subsystem Configuration

By default a lot of defaults have already been selected for the security subsystem and unless there is a
specific implementation detail you need to change, these defaults should not require modification. This
chapter describes all of the possible configuration attributes for completeness but do keep in mind that not all
will need to be changed.

The security subsystem is enabled by default by the addition of the following extension: -

<extension module="org.jboss.as.security"/>

The namespace used for the configuration of the security subsystem is urn:jboss:domain:security:1.0, the
configuration is defined within the <subsystem> element from this namespace.

The <subsystem> element can optionally contain the following child elements.
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® security-management
® subject-factory

® security-domains

® security-properties

security-management

This element is used to override some of the high level implementation details of the PicketBox
implementation if you have a need to change some of this behaviour.

The element can have any or the following attributes set, all of which are optional.

authentication-manager-class-name Specifies the AuthenticationManager implementation class name to
use.

deep-copy-subject-mode Sets the copy mode of subjects done by the security managers to be
deep copies that makes copies of the subject principals and
credentials if they are cloneable. It should be set to true if subject
include mutable content that can be corrupted when multiple threads
have the same identity and cache flushes/logout clearing the subject
in one thread results in subject references affecting other threads.
Default value is "false".

default-callback-handler-class-name Specifies a global class name for the CallbackHandler
implementation to be used with login modules.

authorization-manager-class-name  Attribute specifies the AuthorizationManager implementation class
name to use.

audit-manager-class-name Specifies the AuditManager implementation class hame to use.

identity-trust-manager-class-name  Specifies the IdentityTrustManager implementation class name to
use.

mapping-manager-class-name Specifies the MappingManager implementation class name to use.

subject-factory

The subject factory is responsible for creating subject instances, this also makes use of the authentication
manager to actually verify the caller. It is used mainly by JCA components to establish a subject. It is not
likely this would need to be overridden but if it is required the "subject-factory-class-name" attribute can be
specified on the subject-factory element.

security-domains

This portion of the configuration is where the bulk of the security subsystem configuration will actually take
place for most administrators, the security domains contain the configuration which is specific to a
deployment.
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The security-domains element can contain numerous <security-domain> definitions, a security-domain can
have the following attributes set:

name The unique name of this security domain.

extends Although version 1.0 of the security subsystem schema contained an 'extends' attribute,
security domain inheritance is not supported and this attribute should not be used.

cache-type The type of authentication cache to use with this domain. If this attribute is removed no cache
will be used. Allowed values are "default" or "infinispan"

The following elements can then be set within the security-domain to configure the domain behaviour.
authentication

The authentication element is used to hold the list of login modules that will be used for authentication when
this domain is used, the structure of the login-module element is:

<l ogi n-nmodul e code="..." flag="..." mobdule="...">
<nmodul e-opti on name="..." value="..."/>
</l ogi n- nodul e>

The code attribute is used to specify the implementing class of the login module which can either be the full
class name or one of the abbreviated names from the following list:
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Code

Client

Certificate

CertificateUsers

CertificateRoles

Database

DatabaseCertificate

DatabaseUsers
Identity

Ldap
LdapExtended
RoleMapping
RunAs

Simple
Configuredldentity
Secureldentity
PropertiesUsers
SimpleUsers
LdapUsers
Kerberos
SPNEGOUsers
AdvancedLdap
AdvancedADLdap

UsersRoles

Classname

org.jboss.security. dientLogi nModul e
org.jboss.security.auth. spi.BaseCertLogi nModul e

org.j boss.security. auth. spi.BaseCert Logi nModul e
org.jboss.security.auth. spi.CertRol esLogi nMbdul e

org.j boss. security. auth. spi. Dat abaseServer Logi nMbdul e
org.j boss. security. auth. spi . Dat abaseCert Logi nModul e
org.j boss.security. auth. spi. Dat abaseServer Logi nMbdul e
org.jboss.security.auth.spi.ldentityLogi nModul e

org.j boss.security. auth. spi.LdapLogi nModul e

org.j boss.security.auth. spi.LdapExtLogi nModul e
org.jboss. security. auth. spi. Rol eMappi ngLogi nModul e
org.j boss. security. auth. spi . RunAsLogi nhModul e
org.jboss.security.auth. spi.SinpleServerLogi nModul e
or g. pi cket box. dat asource. security. Confi guredl dentitylLogi nModul e
org. pi cket box. dat asource. security. SecureldentitylLogi nModul e
org.jboss.security.auth.spi.PropertiesUsersLogi nModul e
org.jboss.security.auth. spi.Sinpl eUsersLogi nModul e
org.jboss.security.auth. spi.LdapUsersLogi nModul e

com sun. security. aut h. nodul e. Kr b5Logi nModul e
org.jboss.security. negotiation.spnego. SPNEGOLogi nMbdul e
org.j boss. security. negotiation. AdvancedLdapLogi nModul e
org.j boss. security. negotiati on. AdvancedADLogi nModul e
org.jboss.security.auth. spi.UsersRol esLogi nModul e

The module attribute specifies the name of the JBoss Modules module from which the class specified by the
code attribute should be loaded. Specifying it is not necessary if one of the abbreviated names in the above

list is used.

The flag attribute is used to specify the JAAS flag for this module and should be one of required, requisite,

sufficient, or optional.
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The module-option element can be repeated zero or more times to specify the module options as required
for the login module being configured. It requires the name and value attributes.

See Authentication Modules for further details on the various modules listed above.

authentication-jaspi

The authentication-jaspi is used to configure a Java Authentication SPI (JASPI) provider as the
authentication mechanism. A security domain can have either a <authentication> or a <authentication-jaspi>
element, but not both. We set up JASPI by configuring one or more login modules inside the
login-module-stack element and setting up an authentication module. Here is the structure of the
authentication-jaspi element:

<l ogi n- nodul e-stack name="...">
<l ogi n-nodul e code="..." flag="..." nmodule="...">
<nmodul e-opti on name="..." value="..."/>

</l ogi n- nodul e>

</l ogi n- nodul e- st ack>

<aut h-nmodul e code="..." |ogi n-nodul e-stack-ref="...">
<nmodul e-opti on name="..." value="..."/>

</ aut h- nodul e>

The login-module-stack-ref attribute value must be the name of the login-module-stack element to be used.
The sub-element login-module is configured just like in the authentication part
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authorization

Authorization in the AS container is normally done with RBAC (role based access control) but there are
situations where a more fine grained authorization policy is required. The authorization element allows
definition of different authorization modules to used, such that authorization can be checked with JACC
(Java Authorization Contract for Containers) or XACML (eXtensible Access Control Markup Language). The
structure of the authorization element is:

<policy-nmodul e code="..." flag="..." module="...">
<nmodul e-opti on name="..." value="..."/>
</ pol i cy- nodul e>

The code attribute is used to specify the implementing class of the policy module which can either be the full
class name or one of the abbreviated names from the following list:

Code Classname

DenyAll org.jboss. security.authorization. nodul es. Al | DenyAut hori zati onMbdul e
PermitAll  org.jboss.security.authorization. nodul es. Al |l Pernit Aut hori zati onModul e
Delegating org.j boss. security. authorization. nodul es. Del egati ngAut hori zati onModul e
Web org.j boss.security.authorization. nodul es. WebAut hori zat i onModul e

JACC org.jboss.security.authorization. nodul es. JACCAut hori zati onModul e

XACML org.j boss. security.authorization. nodul es. XACMLAut hori zat i onModul e

The module attribute specifies the name of the JBoss Modules module from which the class specified by the
code attribute should be loaded. Specifying it is not necessary if one of the abbreviated names in the above
list is used.

The flag attribute is used to specify the JAAS flag for this module and should be one of required, requisite,
sufficient, or optional.

The module-option element can be repeated zero or more times to specify the module options as required
for the login module being configured. It requires the name and value attributes.
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mapping
The mapping element defines additional mapping of principals, credentials, roles and attributes for the
subject. The structure of the mapping element is:

<mappi ng-modul e type="..."code="..." module="...">
<nodul e-option name="..." value="..."/>
</ mappi ng- nodul e>

The type attribute reflects the type of mapping of the provider and should be one of principal, credential, role
or attribute. By default "role" is the type used if the attribute is not set.

The code attribute is used to specify the implementing class of the login module which can either be the full
class name or one of the abbreviated names from the following list:

Code Classname

PropertiesRoles  org. j boss. security. mappi ng. provi ders.rol e. Properti esRol esMappi hgP
SimpleRoles org.j boss. security. mappi ng. provi ders. rol e. Si npl eRol esMappi ngPr ovi
DeploymentRoles or g. j boss. security. mappi ng. provi ders. Depl oynent Rol esMappi ngPr ovi d
DatabaseRoles org.j boss. security. mappi ng. provi ders. rol e. Dat abaseRol esMappi ngPr o

LdapRoles org.j boss. security. mappi ng. provi ders. rol e. LdapRol esMappi ngPr ovi de

The module attribute specifies the name of the JBoss Modules module from which the class specified by the
code attribute should be loaded. Specifying it is not necessary if one of the abbreviated names in the above
list is used.

The module-option element can be repeated zero or more times to specify the module options as required
for the login module being configured. It requires the name and value attributes.

audit

The audit element can be used to define a custom audit provider. The default implementation used is
org.jboss.security.audit.providers. LogAuditProvi der. The structure of the audit element is:

<provi der-nodul e code="..." nodule="...">
<nodul e-option name="..." value="..."/>
</ provi der - rodul e>

The code attribute is used to specify the implementing class of the provider module.

The module attribute specifies the name of the JBoss Modules module from which the class specified by the
code attribute should be loaded.

The module-option element can be repeated zero or more times to specify the module options as required
for the login module being configured. It requires the name and value attributes.
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jsse
The jsse element defines configuration for keystores and truststores that can be used for SSL context
configuration or for certificate storing/retrieving.

The set of attributes (all of them optional) of this element are:
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keystore-password
keystore-type
keystore-url

keystore-provider

keystore-provider-argument

key-manager-factory-algorithm

key-manager-factory-provider

truststore-password
truststore-type
truststore-url

truststore-provider

truststore-provider-argument

trust-manager-factory-algorithm

trust-manager-factory-provider

client-alias
server-alias

service-auth-token

client-auth

cipher-suites

protocols

Password of the keystore
Type of the keystore. By default it's "JKS"
URL where the keystore file can be found

Pr ovi der of the keystore. The default JDK provider for the keystore
type is used if this attribute is null

String that can be passed as the argument of the keystore Pr ovi der
constructor

Algorithm of the KeyManager Fact or y. The default JIDK algorithm of the
key manager factory is used if this attribute is null

Provi der of the KeyManager Fact or y. The default JDK provider for
the key manager factory algorithm is used if this attribute is null

Password of the truststore
Type of the truststore. By deafult it's "JKS"
URL where the truststore file can be found

Pr ovi der of the truststore. The default JDK provider for the truststore
type is used if this attribute is null

String that can be passed as the argument of the truststore Pr ovi der
constructor

Algorithm of the Tr ust Manager Fact or y. The default JDK algorithm of
the trust manager factory is used if this attribute is null

Provi der of the Tr ust Manager Fact ory. The default JDK provider for
the trust manager factory algorithm is used if this attribute is null

Alias of the keystore to be used when creating client side SSL sockets
Alias of the keystore to be used when creating server side SSL sockets

Validation token to enable third party services to retrieve a keystore Key.
This is typically used to retrieve a private key for signing purposes

Flag to indicate if the server side SSL socket should require client
authentication. Default is "false"

Comma separated list of cipher suites to be used by a SSLCont ext

Comma separated list of SSL protocols to be used by a SSLCont ext

The optional additional-properties element can be used to include other options. The structure of the jsse

element is:

JBoss Community Documentation

Page 198 of 2293



Latest WildFly Documentation

<j sse keystore-url="..." keystore-password="..." keystore-type="..." keystore-provider="..."
keyst ore- provi der-argunment="..." key-nanager-factory-al gorithm="..."
key- manager-factory-provider="..." truststore-url="..." truststore-password="..."
truststore-type="..." truststore-provider="..." truststore-provider-argunent="..."
trust-nmanager-factory-algorithm="..." trust-nanager-factory-provider="..." client-alias="..."
server-alias="..." service-auth-token="..." client-auth="..." cipher-suites="..."
protocol s="...">

<addi ti onal - properti es>x=y

a=b

</ addi ti onal - properties>

</jsse>

security-properties
This element is used to specify additional properties as required by the security subsystem, properties are
specified in the following format:

<security-properties>
<property nanme="..." value="..."/>
</ security-properties>

The property element can be repeated as required for as many properties need to be defined.

Each property specified is set on the j ava. security. Security class.

5.7.8 Web services

JBossWS components are provided to the application server through the webservices subsystem.
JBossWS components handle the processing of WS endpoints. The subsystem supports the configuration
of published endpoint addresses, and endpoint handler chains. A default webservice subsystem is provided
in the server's domain and standalone configuration files.

Structure of the webservices subsystem

Published endpoint address

JBossWS supports the rewriting of the <soap: addr ess> element of endpoints published in WSDL
contracts. This feature is useful for controlling the server address that is advertised to clients for each
endpoint.

The following elements are available and can be modified (all are optional):

Name Type Description
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modify-wsdl-address  boolean This boolean enables and disables the address rewrite functionality.

When modify-wsdl-address is set to true and the content of
<soap:address> is a valid URL, JBossWS will rewrite the URL using the
values of wsdl-host and wsdl-port or wsdl-secure-port.

When modify-wsdl-address is set to false and the content of
<soap:address> is a valid URL, JBossWS will not rewrite the URL. The
<soap:address> URL will be used.

When the content of <soap:address> is not a valid URL, JBossWS will
rewrite it no matter what the setting of modify-wsdl-address.

If modify-wsdl-address is set to true and wsdl-host is not defined or
explicitly set to 'j bossws. undef i ned. host' the content of
<soap:address> URL is use. JBossWS uses the requester's host when
rewriting the <soap:address>

When modify-wsdl-address is not defined JBossWS uses a default value
of true.

wsdl-host string The hosthame / IP address to be used for rewriting <soap: addr ess>.
If wsdl - host is settoj bossws. undefi ned. host , JBossWS uses the
requester's host when rewriting the <soap: addr ess>
When wsdl-host is not defined JBossWS uses a default value of '
j bossws. undefi ned. host .

wsdl-port int Set this property to explicitly define the HTTP port that will be used for
rewriting the SOAP address.
Otherwise the HTTP port will be identified by querying the list of installed
HTTP connectors.

wsdl-secure-port int Set this property to explicitly define the HTTPS port that will be used for
rewriting the SOAP address.
Otherwise the HTTPS port will be identified by querying the list of
installed HTTPS connectors.

wsdl-uri-scheme string This property explicitly sets the URI scheme to use for rewriting
<soap: addr ess>. Valid values are ht t p and ht t ps. This
configuration overrides scheme computed by processing the endpoint
(even if a transport guarantee
is specified). The provided values for wsdl - port and
wsdl - secur e- port (or their default values) are used depending on
specified scheme.
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wsdl-path-rewrite-rule = string This string defines a SED substitution command (e.qg.,
's/regexp/replacement/g’) that JBossWS executes against the path
component of each <soap:address> URL published from the server.
When wsdl-path-rewrite-rule is not defined, JBossWS retains the original
path component of each <soap:address> URL.
When 'modify-wsdl-address' is set to "false" this element is ignored.

Predefined endpoint configurations

JBossWS enables extra setup configuration data to be predefined and associated with an endpoint
implementation. Predefined endpoint configurations can be used for JAX-WS client and JAX-WS endpoint
setup. Endpoint configurations can include JAX-WS handlers and key/value properties declarations. This
feature provides a convenient way to add handlers to WS endpoints and to set key/value properties that
control JBossWS and Apache CXF internals (see Apache CXF configuration).

The webservices subsystem provides schema to support the definition of named sets of endpoint
configuration data. Annotation, org.jboss.ws.api.annotation.EndpointConfig is provided to map the named
configuration to the endpoint implementation.

There is no limit to the number of endpoint configurations that can be defined within the webservices
subsystem. Each endpoint configuration must have a name that is unique within the webservices
subsystem. Endpoint configurations defined in the webservices subsystem are available for reference by
name through the annotation to any endpoint in a deployed application.

WildFly ships with two predefined endpoint configurations. Standard-Endpoint-Config is the default
configuration. Recording-Endpoint-Config is an example of custom endpoint configuration and includes a
recording handler.

[ standal one@ ocal host: 9999 /] /subsystemwebservi ces: read-resource
{
"outconme" => "success",
"result" =>{
"endpoi nt" => {},
"modi fy-wsdl - address" => true,
"wsdl - host" => expression "${jboss. bi nd. address: 127.0. 0. 1} ",
"endpoi nt-config" => {
" St andar d- Endpoi nt - Confi g" => undefi ned,
"Recor di ng- Endpoi nt - Confi g" => undefi ned

@ The St andar d- Endpoi nt - Conf i g is a special endpoint configuration. It is used for any
endpoint that does not have an explicitly assigned endpoint configuration.
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Endpoint configs
Endpoint configs are defined using t he endpoi nt - confi g element. Each endpoint configuration may
include properties and handlers set to the endpoints associated to the configuration.

[ st andal one@ ocal host: 9999 /]
/ subsyst enrwebser vi ces/ endpoi nt - conf i g=Recor di ng- Endpoi nt - Confi g: r ead- r esour ce
{
"out cone" => "success",
"result" => {
"post - handl er - chai n" => undefi ned,
"property" => undefi ned,
"pre-handl er-chain" => {"recordi ng-handl ers" => undefi ned}

A new endpoint configuration can be added as follows:

[ st andal one@ ocal host: 9999 /] /subsystenrwebservi ces/ endpoi nt - confi g=My- Endpoi nt - Confi g: add
{
"outcome" => "success",
"response- headers" => {
"operation-requires-restart" => true,
"process-state" => "restart-required"
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Handler chains

Each endpoint configuration may be associated with zero or more PRE and POST handler chains. Each
handler chain may include JAXWS handlers. For outbound messages the PRE handler chains are executed
before any handler that is attached to the endpoint using the standard means, such as with annotation
@HandlerChain, and POST handler chains are executed after those objects have executed. For inbound
messages the POST handler chains are executed before any handler that is attached to the endpoint using
the standard means and the PRE handler chains are executed after those objects have executed.

* Server inbound nessages
Cient --> ... --> POST HANDLER --> ENDPO NT HANDLERS --> PRE HANDLERS --> Endpoi nt

* Server outbound nessages
Endpoi nt --> PRE HANDLER --> ENDPO NT HANDLERS --> POST HANDLERS --> ... --> dient

The protocol-binding attribute must be used to set the protocols for which the chain will be triggered.

[ st andal one@ ocal host: 9999 /]
/ subsyst emrwebser vi ces/ endpoi nt - conf i g=Recor di ng- Endpoi nt - Conf i g/ pr e- handl er - chai n=r ecor di ng- handl i
"out come" => "success",
"result" => {
"protocol -bindi ngs" => "##S0OAP11_HTTP ##SOAP11_HTTP_MIOM ##SQAP12_HTTP
##SOAP12_HTTP_MIOM',
"handl er" => {"Recordi ngHandl er" => undefi ned}
b

"response- headers" => {"process-state" => "restart-required"}

A new handler chain can be added as follows:

[ st andal one@ ocal host: 9999 /]
/ subsyst enrwebser vi ces/ endpoi nt - conf i g=My- Endpoi nt - Conf i g/ post - handl er - chai n=ny- handl ers: add( pr ot ol
"out cone" => "success",
"response- headers" => {
"operation-requires-restart" => true,
"process-state" => "restart-required"

}
[ st andal one@ ocal host: 9999 /]

/ subsyst enrwebser vi ces/ endpoi nt - conf i g=My- Endpoi nt - Conf i g/ post - handl er - chai n=ny- handl ers: r ead-r esoi
"out come” => "success",
"result" => {
"handl er" => undefi ned,
"protocol -bi ndi ngs" => "##S0OAP11_HTTP"
H

"response- headers" => {"process-state" => "restart-required"}
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Handlers
JAXWS handler can be added in handler chains:

[ st andal one@ ocal host: 9999 /]
/ subsyst enrwebser vi ces/ endpoi nt - conf i g=Recor di ng- Endpoi nt - Confi g/ pr e- handl er - chai n=r ecor di ng- handl |

"out come” => "success",
"result" => {"class" => "org.]jboss.ws.comon.invocation. Recordi ngServerHandl er"},

"response- headers" => {"process-state" => "restart-required"}
}
[ st andal one@ ocal host: 9999 /]
/ subsyst enrwebser vi ces/ endpoi nt - conf i g=My- Endpoi nt - Conf i g/ post - handl er - chai n=ny- handl er s/ handl er =f |
"out cone" => "success",
"response- headers" => {
"operation-requires-restart" => true,
"process-state" => "restart-required"

~ Endpoint-config handler classloading

The cl ass attribute is used to provide the fully qualified class name of the handler. At deploy time,
an instance of the class is created for each referencing deployment. For class creation to succeed,
the deployment classloader must to be able to load the handler class.
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Runtime information

Each web service endpoint is exposed through the deployment that provides the endpoint implementation.
Each endpoint can be queried as a deployment resource. For further information please consult the chapter
"Application Deployment". Each web service endpoint specifies a web context and a WSDL Url:

{

"out come” => "success",
"result" => [{
"address" => [
("depl oyment" => "jaxws-sanpl es- handl erchai n. war"),
("subsystent => "webservices"),
("endpoi nt" => "jaxws-sanpl es- handl er chai n: Test Servi ce")
1
"outcone" => "success",
"result" => {
"class" => "org.jboss.test.ws.jaxws.sanpl es. handl er chai n. Endpoi nt I npl ",
"context" => "jaxws-sanpl es-handl er chai n",
"nane" => "Test Service",
"type" => "JAXWS JSE",
"wsdl -url" => "http://]ocal host: 8080/ axws-sanpl es- handl er chai n?wsdl| "

H

Component Reference

The web service subsystem is provided by the JBossWS project. For a detailed description of the available
configuration properties, please consult the project documentation.

® JBossWS homepage: http://www.jboss.org/jbossws
® Project Documentation: https://docs.jboss.org/author/display/JBWS

5.7.9 Resource adapters

Resource adapters are configured through the resource-adapters subsystem. Declaring a new resource
adapter consists of two separate steps: You would need to deploy the .rar archive and define a resource
adapter entry in the subsystem.
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Resource Adapter Definitions

The resource adapter itself is defined within the subsystem resource-adapters:

<subsyst em xm ns="ur n: j boss: donai n: r esour ce- adapters: 1. 0" >
<r esour ce- adapt er s>
<r esour ce- adapt er >

<archi ve>ei s. rar</archi ve>

<I-- Resource adapter |evel config-property -->

<confi g-property nane="Server">l ocal host </ confi g-property>

<confi g-property nane="Port">19000</confi g- property>

<transacti on- suppor t >XATr ansact i on</ transacti on- support >

<connecti on-defi ni ti ons>

<connection-definition class-nane="com acne. ei s. ra. El SManagedConnecti onFact ory"

j ndi - name="j ava: / ei s/ AcreConnect i onFact ory"
pool - name=" AcneConnect i onFact ory" >

<!-- Managed connection factory |evel config-property -->
<confi g- property name="Nane">Acne | nc</config-property>
<pool >

<m n- pool - si ze>10</ m n- pool - si ze>
<max- pool - si ze>100</ nax- pool - si ze>
</ pool >
<security>
<application/>
</ security>
</ connecti on-definition>
</ connection-definitions>
<admi n- obj ect s>
<admi n- obj ect cl ass-nane="com acne. ei s. ra. El SAdm nQoj ect | npl "
j ndi - name="j ava: / ei s/ AcmeAdm nChj ect" >
<confi g- property name="Threshol d">10</confi g- property>
</ adm n- obj ect >
</ admi n- obj ect s>
</ resour ce-adapt er >
</ resour ce- adapt er s>
</ subsyst en>

Note, that only JNDI bindings under java:/ or java:jboss/ are supported.

(See st andal one/ confi gurati on/ st andal one. xm )

Using security domains

Information about using security domains can be found at
https://community.jboss.org/wiki/JBossAS7SecurityDomainModel

Automatic activation of resource adapter archives

A resource adapter archive can be automatically activated with a configuration by including an
META-INF/ironjacamar.xml in the archive.

The schema can be found at http://docs.jboss.org/ironjacamar/schema/ironjacamar_1_0.xsd
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Component Reference

The resource adapter subsystem is provided by the IronJacamar project. For a detailed description of the
available configuration properties, please consult the project documentation.

® IronJacamar homepage: http://www.jboss.org/ironjacamar

® Project Documentation: http://www.jboss.org/ironjacamar/docs

® Schema description:
http://docs.jboss.org/ironjacamar/userguide/1.0/en-US/html/deployment.html#deployingra_descriptor

5.7.10 Batch

® Overview

® Default Subsystem Configuration
® Security

® Deployment Descriptors

®* Deployment Resources

Overview

The batch subsystem is used to configure an environment for running batch applications. WildFly uses
JBeret for it's batch implementation. Specific information about JBeret can be found in the user guide. The
resource path, in CLI notation, for the subsystem is subsyst enrbat ch-j beret.

Default Subsystem Configuration

For up to date information about subsystem configuration options see http://wildscribe.github.io/.
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Security

A new security-domai n attribute was added to the bat ch- j ber et subsystem to allow batch jobs to be
executed under that security domain. Jobs that are stopped as part of a suspend operation will be restarted
on execution of a r esune with the original user that started job.

There wasaorg. wi | dfl y. ext ensi on. bat ch. j ber et. depl oynent . Bat chPer nmi ssi on added to
allow a security restraint to various batch functions. The following functions can be controlled with this
permission.

® start

® stop

® restart
® abandon
®* read

The read function allows users to use the getter methods from the
j avax. bat ch. oper ati ons. JobQOper at or or read the bat ch-j ber et deployment resource, for
example / depl oyment =my. war / subsyst em=bat ch-j ber et : read-resource.
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Deployment Descriptors

There are no deployment descriptors for configuring a batch environment defined by the JSR-352
specification. In WildFly you can use a j boss-al | . xm deployment descriptor to define aspects of the
batch environment for your deployment.

Inthe j boss-al | . xm deployment descriptor you can define a named job repository, a new job repository
and/or a named thread pool. A named job repository and named thread pool are resources defined on the
batch subsystem. Only a named thread pool is allowed to be defined in the deployment descriptor.

Example Named Job Repository and Thread Pool

<j boss um ns="urn:j boss: 1.0">
<bat ch xm ns="urn:jboss: batch-j beret:1.0">
<j ob-repository>
<named nane="bat ch-ds"/>
</ j ob-repository>
<t hr ead- pool nane="depl oynent -t hr ead- pool "/ >
</ bat ch>
</j boss>

Example new Job Repository

<j boss um ns="urn:j boss: 1.0">
<bat ch xm ns="urn:jboss: batch-j beret:1.0">
<j ob-repository>
<j dbc j ndi - nane="j ava: j boss/ dat asour ces/ Exanpl eDS"/ >
</j ob-repository>
</ bat ch>
</j boss>

Deployment Resources

Some subsystems in WildFly register runtime resources for deployments. The batch subsystem registers
jobs and executions. The jobs are registered using the job name, this is not the job XML name. Executions
are registered using the execution id.
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Batch application in a standalone server

[ st andal one@ ocal host: 9990 /]
/ depl oynment =bat ch-j dbc- chunk. war / subsyst emebat ch-j ber et : read-resource(recursive=true,include-runti|
"out come" => "success",
"result" => {"job" =>{
"reader-3" => {
"instance-count" => 1,
"runni ng- executions" => 0,
"execution" => {"1" => {
"bat ch-status" => "COVWLETED',
"create-tinme" => "2015-08-07T15: 37: 06. 416- 0700",
"end-time" => "2015-08-07T15: 37: 06. 519- 0700",
"exit-status" => "COVPLETED',
"instance-id" => 1L,
"l ast -updat ed-tine" => "2015-08-07T15: 37: 06. 519- 0700",
"start-time" => "2015-08-07T15: 37: 06. 425- 0700"
1}
H
"reader-5" => {
"instance-count" => 0,
"runni ng- executions" => 0,
"execution" => undefined

1

The batch subsystem resource on a deployment also has 3 operations to interact with batch jobs on the
selected deployment. Thereisa start-j ob, stop-j ob andrestart -j ob operation. The executi on
resource also has a st op-j ob andrestart -j ob operation.

Example start-job

[ st andal one@ ocal host: 9990 /]
/ depl oynent =bat ch- chunk. war / subsyst emrbat ch-j beret: start-j ob(j ob-xmnl - name=si npl e,
properties={witer.sl eep=5000})

{

"out come" => "success",
"result" => 1L

Example stop-job

[ st andal one@ ocal host: 9990 /]
/ depl oynent =bat ch- chunk. war / subsyst emrbat ch-j ber et : st op-j ob(executi on-i d=2)
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Example restart-job

[ st andal one@ ocal host: 9990 /]

/ depl oynent =bat ch- chunk. war / subsyst emrbat ch-j beret:restart-j ob(execution-id=2)

{

"out cone" => "success",
"result" => 3L

Result of resource after the 3 executions

[ st andal one@ ocal host: 9990 /]

/ depl oynent =bat ch- chunk. war / subsyst emrbat ch-j ber et : r ead-resour ce(recursive=true,

i ncl ude-runti me=true)

"l ast-updated-time" => "2015-08-07T15: 42: 15. 513-0700",

"l ast-updat ed-tine" => "2015-08-07T15: 44: 54. 882- 0700",

"l ast -updat ed-tine" => "2015-08-07T15: 45: 53. 165- 0700",

{
"outconme" => "success",
"result” => {"job" => {"chunkPartition" => {
"instance-count" => 2,
"runni ng- executions" => 0,
"execution" => {
"1t o=>
"batch-status" => "COWLETED',
"create-time" => "2015-08-07T15: 41: 55. 504- 0700",
"end-time" => "2015-08-07T15: 42: 15. 513-0700",
"exit-status" => "COWPLETED',
"instance-id" => 1L,
"start-time" => "2015-08-07T15: 41: 55. 504- 0700"
b
nor = {
"bat ch-status" => "STOPPED",
"create-time" => "2015-08-07T15: 44: 39. 879-0700",
"end-time" => "2015-08-07T15: 44: 54. 882-0700",
"exit-status" => "STOPPED',
"instance-id" => 2L,
"start-time" => "2015-08-07T15: 44: 39. 879- 0700"
b
ngr o=
"bat ch-status" => "COWLETED',
"create-time" => "2015-08-07T15: 45: 48. 162- 0700",
"end-time" => "2015-08-07T15: 45: 53. 165-0700",
"exit-status" => "COWLETED',
"instance-id" => 2L,
"start-time" => "2015-08-07T15: 45: 48. 163-0700"
}
}
1}
}
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&) Pro Tip

You can filter jobs by an attribute on the execution resource with the quer y operation.

View all stopped jobs

/ depl oyment =bat ch- chunk. war / subsyst emrbat ch- j ber et/ j ob=*/ executi on=*: quer y(wher e=[ "bat ch-sta
" STOPPED'])

As with all operations you can see details about the operation using the : r ead- oper at i on- descri ption
operation.

&) Tab completion

Don't forget that CLI has tab completion which will complete operations and attributes (arguments)
on operations.
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Example start-job operation description

[ st andal one@ ocal host: 9990 /]
/ depl oynment =bat ch- chunk. war / subsyst emrbat ch-j ber et : r ead- oper ati on-descri pti on(nane=start -j ob)
{
"out cone" => "success",
"result" => {
"operation-nane" => "start-job",
"description" => "Starts a batch job.",
"request-properties" => {
"j ob-xm - name" => {
"type" => STRI NG
"description" => "The nane of the job XML file to use when starting the job.",
"expressions-all owed" => fal se,
"required" => true,
"nillable" => fal se,
"mn-length" => 1L,
"max- | ength" => 2147483647L
H
“properties" => {
"type" => OBJECT,
"description" => "Optional properties to use when starting the batch job.",
"expressions-all owed" => fal se,
"required" => fal se,
"nillable" => true,
"val ue-type" => STRI NG

b,

"reply-properties" => {"type" => LONG,
"read-only" => fal se,

"runtime-only" => true

5.7.11 JSF

® Qverview
® |nstalling a new JSF implementation manually
®* Add a module slot for the new JSF implementation JAR
® Add a module slot for the new JSF API JAR
® Add a module slot for the JSF injection JAR
® For MyFaces only - add a module for the commons-digester JAR
® Start the server
® Changing the default JSF implementation
® Configuring a JSF app to use a non-default JSF implementation
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Overview

JSF configuration is handled by the JSF subsystem. The JSF subsystem allows multiple JSF
implementations to be installed on the same WildFly server. In particular, any version of Mojarra or MyFaces
that implements spec level 2.1 or higher can be installed. For each JSF implementation, a new slot needs to
be created under com sun. j sf-i npl ,j avax. f aces. api ,and org. j boss. as.jsf-injection.
When the JSF subsystem starts up, it scans the module path to find all of the JSF implementations that have
been installed. The default JSF implementation that WildFly should use is defined by the

def aul t-j sf-inpl-sl ot attribute.

Installing a new JSF implementation manually

A new JSF implementation can be manually installed as follows:

Add a module slot for the new JSF implementation JAR

® Create the following directory structure under the WILDFLY_HOME/modules directory:
WILDFLY_HOME/modules/com/sun/jsf-impl/<JSF_IMPL_NAME>-<JSF_VERSION>

For example, for Mojarra 2.2.11, the above path would resolve to:
WILDFLY_HOME/modules/com/sun/jsf-impl/mojarra-2.2.11

® Place the JSF implementation JAR in the <JSF_IMPL_NAME>-<JSF_VERSION> subdirectory. In the
same subdirectory, add a nodul e. xri file similar to the Mojarra or MyFaces template examples.
Change the r esour ce-r oot - pat h to the name of your JSF implementation JAR and fill in
appropriate values for ${j sf - i npl - nane} and ${j sf - ver si on}.

Add a module slot for the new JSF APl JAR

® Create the following directory structure under the WILDFLY_HOME/modules directory:
WILDFLY_HOME/modules/javax/faces/api/<JSF_IMPL_NAME>-<JSF_VERSION>

® Place the JSF APl JAR in the <JSF_IMPL_NAME>-<JSF_VERSION> subdirectory. In the same
subdirectory, add a nodul e. xni file similar to the Mojarra or MyFaces template examples. Change
the r esour ce- r oot - pat h to the name of your JSF API JAR and fill in appropriate values for ${
j sf-inpl -nane}and ${j sf - versi on}.
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Add a module slot for the JSF injection JAR

® Create the following directory structure under the WILDFLY_HOME/modules directory:
WILDFLY_HOME/modules/org/jboss/as/jsf-injection/<JSF_IMPL_NAME>-<JSF_VERSION>

® Copy the wildfly-jsf-injection JAR and the weld-core-jsf JAR from
WILDFLY_HOME/modules/system/layers/base/org/jboss/as/jsf-injection/main to the
<JSF_IMPL_NAME>-<JSF_VERSION> subdirectory.

® Inthe <JSF_IMPL_NAME>-<JSF_VERSION> subdirectory, add a nodul e. xm file similar to the
Mojarra or MyFaces template examples and fill in appropriate values for ${j sf - i npl - nane}, ${
j sf-version}, ${versi on.j boss. as}, and ${ver si on. wel d. cor e}. (These last two
placeholders depend on the versions of the wildfly-jsf-injection and weld-core-jsf JARs that were
copied over in the previous step.)

For MyFaces only - add a module for the commons-digester JAR

® Create the following directory structure under the WILDFLY_HOME/modules directory:
WILDFLY_HOME/modules/org/apache/commons/digester/main

® Place the commons-digester JAR in WILDFLY_HOME/modules/org/apache/commons/digester/main.
In the mai n subdirectory, add a nodul e. xm file similar to this template. Fill in the appropriate value
for ${ver si on. commons- di gest er}.

Start the server

After starting the server, the following CLI command can be used to verify that your new JSF implementation

has been installed successfully. The new JSF implementation should appear in the output of this command.
[ st andal one@ ocal host: 9990 /] /subsystenrjsf:list-active-jsf-inpls()

Changing the default JSF implementation

The following CLI command can be used to make a newly installed JSF implementation the default JSF
implementation used by WildFly:

/ subsystenrjsf:wite-attribute(name=defaul t-jsf-inpl-slot,val ue=<JSF_| MPL_NAME>- <JSF_VERSI ON>)

A server restart will be required for this change to take effect.
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Configuring a JSF app to use a non-default JSF implementation

A JSF app can be configured to use an installed JSF implementation that's not the default implementation by
adding aorg. j boss. j bossfaces. JSF_CONFI G_NAME context parameter to its web. xm file. For
example, to indicate that a JSF app should use MyFaces 2.2.12 (assuming MyFaces 2.2.12 has been
installed on the server), the following context parameter would need to be added:

<cont ext - par an»
<par am nane>or g. j boss. j bossfaces. JSF_CONFI G_NAME</ par am nanme>
<par am val ue>nyf aces- 2. 2. 12</ par am val ue>

</ cont ext - par an>

If a JSF app does not specify this context parameter, the default JSF implementation will be used for that
app.

5.7.12 IMX

The JMX subsystem registers a service with the Remoting endpoint so that remote access to JMX can be
obtained over the exposed Remoting connector.

This is switched on by default in standalone mode and accessible over port 9990 but in domain mode is
switched off so needs to be enabled - in domain mode the port will be the port of the Remoting connector for
the WildFly instance to be monitored.

To use the connector you can access it in the standard way using a servi ce: j nx URL:
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i mport j avax. managenent . MBeanSer ver Connecti on

i nport javax. managenent.renot e. JMXConnect or

i mport j avax. managemnent. renot e. JMXConnect or Fact ory;
i mport javax. managenent. renote. JMXSer vi ceURL

public class JMXExanpl e {

public static void main(String[] args) throws Exception {
/1 Get a connection to the WIdFly MBean server on | ocal host
String host = "local host";
int port = 9990; // managenent-web port
String url String =

System get Property("jnx.service.url","service:jnx:remote+http://" + host + ":" +
port);
JMXSer vi ceURL serviceURL = new JMXServi ceURL(url String);
JMXConnect or j mkConnector = JMXConnect or Factory. connect (servi ceURL, null);
MBeanSer ver Connecti on connection = jmConnect or. get MBeanSer ver Connecti on();
//1nvoke on the WIdFly MBean server
int count = connection.get MBeanCount ();
System out. println(count);
j mxConnect or. cl ose();
}
}

You also need to set your classpath when running the above example. The following script covers Linux. If
your environment is much different, paste your script when you have it working.

I/bin/bash

# specify your WildFly folder

export YOUR_JBOSS HOME=~/WildFly

java -classpath $YOUR_JBOSS_HOME/bin/client/jboss-client.jar:./ IMXExample

You can also connect using jconsole.

. If using jconsole use the j consol e. sh and j consol e. bat scripts included in the /bin directory
of the WildFly distribution as these set the classpath as required to connect over Remoting.

In addition to the standard JVM MBeans, the WildFly MBean server contains the following MBeans:
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JMX ObjectName Description

j boss. msC: t ype=cont ai ner, nane=j boss-as Exposes management operations on the JBoss
Modular Service Container, which is the dependency
injection framework at the heart of WildFly. It is
useful for debugging dependency problems, for
example if you are integrating your own subsystems,
as it exposes operations to dump all services and
their current states

j boss. nami ng: t ype=JNDI Vi ew Shows what is bound in JNDI

j boss. nodul es: t ype=Modul eLoader, nane=* This collection of MBeans exposes management
operations on JBoss Modules classloading layer. It is
useful for debugging dependency problems arising
from missing module dependencies

Audit logging

Audit logging for the JIMX MBean server managed by the JMX subsystem. The resource is at
/ subsyst enrj nx/ conf i gur ati on=audi t -1 og and its attributes are similar to the ones mentioned for
/ core-servi ce=managenent / access=audi t /| ogger =audi t - | og in Audit logging.

Attribute Description
enabl ed t r ue to enable logging of the JMX operations
| og- boot t r ue to log the JMX operations when booting the server, f al se otherwise

| og-read-only Iftrue all operations will be audit logged, if f al se only operations that change the
model will be logged

Then which handlers are used to log the management operations are configured as handl er =* children of
the logger. These handlers and their formatters are defined in the global
/ cor e-servi ce=managenent / access=audi t section mentioned in Audit logging.

JSON Formatter

The same JSON Formatter is used as described in Audit logging. However the records for MBean Server
invocations have slightly different fields from those logged for the core management layer.
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2013-08-29 18:26:29 - {

"type" : "jnx",

"r/o" : false,

"booting" : false,

"version" : "10.0.0.Final",

"user" : "$local",

"domai nUUI D" : null,

"access" : "JMX",

"renot e-address" : "127.0.0.1/127.0.0.1",
"met hod" : "invoke",

"sig" o

"j avax. managenent . bj ect Nange",
"java.l ang. String",

"[Ljava. | ang. Obj ect ; ",
"[Ljava.l ang. String;"

l.
"paranms" : [
"java.l ang: t ype=Thr eadi ng",
"get Thr eadl nf 0",
"[Lj ava. | ang. Obj ect ; @eb6c33c",
"[Ljava.l ang. Stri ng; @b681c69"
]

It includes an optional timestamp and then the following information in the json record
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Field name
type
r/o

booti ng

ver sion
user
donmai nUUI D

access

r enot e- addr ess
met hod
sig

par ans

error

Description
This will have the value j nk meaning it comes from the jmx subsystem
t r ue if the operation has read only impact on the MBean(s)

t r ue if the operation was executed during the bootup process, f al se if it was
executed once the server is up and running

The version number of the WildFly instance
The username of the authenticated user.
This is not currently populated for JMX operations

This can have one of the following values:

*NATI VE - The operation came in through the native management interface, for
example the CLI

*HTTP - The operation came in through the domain HTTP interface, for example the
admin console

*JMX - The operation came in through the JMX subsystem. See JMX for how to
configure audit logging for IMX.

The address of the client executing this operation
The name of the called MBeanServer method
The signature of the called called MBeanServer method

The actual parameters passed in to the MBeanServer method, a simple
hj ect.toString() is called on each parameter.

If calling the MBeanServer method resulted in an error, this field will be populated with
Thr owabl e. get Message()

5.7.13 Deployment Scanner

The deployment scanner is only used in standalone mode. Its job is to monitor a directory for new files and
to deploy those files. It can be found in st andal one. xm :

<subsyst em xm ns="urn:j boss: donai n: depl oynent - scanner: 2. 0" >

<depl oyment - scanner scan-i nterval ="5000"
rel ative-to="j boss. server. base. di r" pat h="depl oynents" />

</ subsyst en>
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You can define more depl oynent - scanner entries to scan for deployments from more locations. The
configuration showed will scan the JBOSS_HOME/ st andal one/ depl oynent s directory every five
seconds. The runtime model is shown below, and uses default values for attributes not specified in the xml:

[ st andal one@ ocal host: 9999 /] /subsystem=depl oynment - scanner: read-resource(recursive=true)
{
"outconme" => "success",
"result" => {"scanner" => {"default" => {
"aut o- depl oy- expl oded" => fal se,
"aut o- depl oy- zi pped" => true,
"depl oyment - ti neout" => 60L,
"nanme" => "default",
"path" => "depl oynments",
"relative-to0" => "jboss.server.base.dir",
"scan- enabl ed" => true,
"scan-interval" => 5000

11}

The attributes are
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Name Type Description
nane STRING The name of the scanner. def aul t is used if not specified
pat h STRING The actual filesystem path to be scanned. Treated as an

absolute path, unless the 'relative-to' attribute is specified, in
which case the value is treated as relative to that path.

relative-to STRING Reference to a filesystem path defined in the "paths" section of
the server configuration, or one of the system properties
specified on startup. In the example above
j boss. server. base. di r resolves to
JBCSS _HOVE/ st andal one

scan- enabl ed BOOLEAN If true scanning is enabled

scan-interval INT Periodic interval, in milliseconds, at which the repository should
be scanned for changes. A value of less than 1 indicates the
repository should only be scanned at initial startup.

aut o- depl oy- zi pped BOOLEAN Controls whether zipped deployment content should be
automatically deployed by the scanner without requiring the user
to add a .dodeploy marker file.

aut o- depl oy- expl oded BOOLEAN Controls whether exploded deployment content should be
automatically deployed by the scanner without requiring the user
to add a .dodeploy marker file. Setting this to 'true' is not
recommended for anything but basic development scenarios, as
there is no way to ensure that deployment will not occur in the
middle of changes to the content.

aut o- depl oy- xm BOOLEAN Controls whether XML content should be automatically deployed
by the scanner without requiring a .dodeploy marker file.

depl oynent - ti meout LONG Timeout, in seconds, a deployment is allows to execute before
being canceled. The default is 60 seconds.

Deployment scanners can be added by modifying st andal one. xnl before starting up the server or they
can be added and removed at runtime using the CLI

[ st andal one@ ocal host: 9990 /]

/ subsyst emrdepl oynent - scanner/ scanner =new: add( scan-i nt erval =10000, rel ati ve-t0="j boss. server. base. di
=> "success"}

[ st andal one@ ocal host: 9990 /] /subsystenrdepl oynent - scanner/ scanner =new. r enove

{"outcone" => "success"}

You can also change the attributes at runtime, so for example to turn off scanning you can do
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[ st andal one@ ocal host: 9990 /]
/ subsyst enrdepl oynent - scanner/ scanner=defaul t: wite-attribute(name="scan-enabl ed", val ue=f al se)
{"outconme" => "success"}
[ st andal one@ ocal host: 9990 /] /subsystem=depl oynment - scanner: read-resource(recursive=true)
{
"out conme" => "success",
"result" => {"scanner" => {"default" => {
"aut o- depl oy- expl oded" => fal se,
"aut o- depl oy- zi pped" => true,
"depl oyment - ti neout” => 60L,
"nane" => "default",
"path" => "depl oyments",
"relative-to0" => "jboss.server.base.dir",
"scan- enabl ed" => fal se,
"scan-interval" => 5000

1335

5.7.14 Core Management

Overview

The core management subsystem is composed services used to manage the server or monitor its status.
The core management subsystem configuration may be used to:

® register a listener for a server lifecycle events.
® list the last configuration changes on a server.

Lifecycle listener

You can create an implementation of org.wildfly.extension.core.management.client.ProcessStateListener
which will be natified on running and runtime configuration state changes thus enabling the developer to
react to those changes.

In order to use this feature you need to create your own module then configure and deploy it using the core
management subsystem.

For example let's create a simple listener :
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public class SinpleListener inplenents ProcessStatelistener {

private File file;
private FileWiter fileWiter;
private ProcessStatelistenerlnitParaneters paraneters;

@verride
public void init(ProcessStateListenerlnitParanmeters paraneters) {
this. paraneters = paraneters;
this.file = new File(paranmeters.getlnitProperties().get("file"));
try {
filewiter = new FileWiter(file, true);
} catch (I CException e) {
e.printStackTrace();

}
}
@verride
public void cleanup() {
try {
fileWiter.close();
} catch (I Ckxception e) {
e.printStackTrace();
} finally {
fileWiter = null;
}
}
@verride
public void runtinmeConfigurationStateChanged( Runti neConfi gurationStateChangeEvent evt) {
try {

fileWiter.wite(String.format ("% % % %\n", paraneters.getProcessType(),
par anet er s. get Runni nghbde(), evt.getd dState(), evt.getNewState()));
} catch (I OException e) {
e.printStackTrace();

@verride
public void runni ngSt at eChanged( Runni ngSt at eChangeEvent evt) {
try {
fileWiter.wite(String.format ("% % % %\n", paraneters.getProcessType(),
par anet er s. get Runni nghbde(), evt.getd dState(), evt.getNewState()));
} catch (I Cexception e) {
e.printStackTrace();

To compile it you need to depend on the org.wildfly.core:wildfly-core-management-client maven module.
Now let's add the module to the wildfly modules :
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nodul e add --nanme=org.sinple.lifecycle.events.|istener
- - dependenci es=org. wi | df | y. ext ensi on. cor e- managenent - cl i ent
--resour ces=/ hone/ ehsavoi e/ dev/ deno/ si npl e-1i stener/target/sinpl e-process-state-listener.jar

Now we can register or listener :

/ subsyst enrcor e- managenent / process-state-|i stener=sinple-listener:add(class=org.sinple.lifecycle.e
modul e=org. sinple.lifecycle.events.listener, properties={file=/home/w | dfly/tnp/events.txt})

Configuration changes

You can use the core management subsystem to enable and configure an in-memory history of the last
configuration changes.
For example to track the last 5 configuration changes let's active this :

/ subsyst emrcor e- managenent / servi ce=confi gur ati on- changes: add( max- hi st or y=5)

Now we can list the last configuration changes :

/ subsyst enrcor e- managenent / servi ce=confi gur ati on- changes: | i st-changes()
{
"out cone" => "success",
"result" => [{
"operation-date" => "2016-12-05T11: 05: 12. 867Z"
"access- mechani sm' => " NATI VE"
"renot e-address" => "/127.0.0.1",
"outcone" => "success",
"operations" => [{
"address" => [
("subsystent => "core-managenment")
("service" => "configuration-changes")
I,
"operation" => "add",
"max- hi story" =>5
"operation-headers" => {
"caller-type" => "user"
"access- nechani sni => " NATI VE"

1
H
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5.7.15 Simple configuration subsystems

The following subsystems currently have no configuration beyond its root element in the configuration

<subsyst em xm ns="urn:j boss: donmai n: j axrs: 1. 0"/ >
<subsyst em xm ns="urn: j boss: domai n:jdr:1.0"/>
<subsyst em xm ns="urn: j boss: donai n: poj o: 1. 0"/ >
<subsyst em xm ns="urn:j boss: donmi n: sar: 1. 0"/ >

The presence of each of these turns on a piece of functionality:

Name Description
j axrs Enables the deployment and functionality of JAX-RS applications

jdr Enables the gathering of diagnostic data for use in remote analysis of error conditions. Although
the data is in a simple format and could be useful to anyone, primarily useful for JBoss EAP
subscribers who would provide the data to Red Hat when requesting support

poj o  Enables the deployment of applications containing JBoss Microcontainer services, as supported
by previous versions of JBoss Application Server

sar Enables the deployment of .SAR archives containing MBean services, as supported by previous
versions of JBoss Application Server

5.8 Domain setup

To run a group of servers as a managed domain you need to configure both the domain controller and each
host that joins the domain. This sections focuses on the network configuration for the domain and host
controller components. For background information users are encouraged to review the Operating modes
and Configuration Files sections.

5.8.1 Domain Controller Configuration

The domain controller is the central government for a managed domain. A domain controller configuration
requires two steps:

® A host needs to be configured to act as the Domain Controller for the whole domain
® The host must expose an addressable management interface binding for the managed hosts to
communicate with it
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@ Example IP Addresses

In this example the domain controller uses 192.168.0.101 and the host controller 192.168.0.10

Configuring a host to act as the Domain Controller is done through the donai n- cont r ol | er declaration in
host . xml . If it includes the <l ocal / > element, then this host will become the domain controller:

<donmai n-control | er>
<l ocal / >
</ domai n-control |l er>

(See domain/configuration/host.xml)

A host acting as the Domain Controller must expose a management interface on an address accessible to
the other hosts in the domain. Exposing an HTTP(S) management interface is not required, but is
recommended as it allows the Administration Console to work:

<managenent -i nterfaces>
<native-interface security-real n¥"Managenent Real ni' >
<socket interface="nmanagement" port="%${j boss. nanagement. native. port:9999}"/>
</native-interface>
<http-interface security-real m=" Managenent Real ni >
<socket interface="managenent" port="${jboss. managenent. http. port:9990}"/>
</http-interface>
</ managenent - i nt er f aces>

The interface attributes above refer to a named interface declaration later in the host.xml file. This interface
declaration will be used to resolve a corresponding network interface.

<interfaces>
<i nterface name="nmanagenent">
<i net - address val ue="192. 168. 0. 101"/ >
</interface>
</interfaces>

(See domain/configuration/host.xml)

Please consult the chapter "Interface Configuration” for a more detailed explanation on how to configure
network interfaces.

Next by default the master domain controller is configured to require authentication so a user needs to be
added that can be used by the slave domain controller to connect.

Make use of the add- user utility to add a new user, for this example | am adding a new user called slave.

JBoss Community Documentation Page 227 of 2293



Latest WildFly Documentation

. add-user MUST be run on the master domain controller and NOT the slave.

When you reach the final question of the interactive flow answer y or yes to indicate that the new user will
be used for a process e.g.

I's this new user going to be used for one AS process to connect to another AS process e.g. slave
donmin controller?

yes/ no? y

To represent the user add the following to the server-identities definition <secret

val ue="cE3EBEKE=" />

Make a note of the XML Element output as that is going to be required within the slave configuration.

5.8.2 Host Controller Configuration

Once the domain controller is configured correctly you can proceed with any host that should join the
domain. The host controller configuration requires three steps:

® The logical host name (within the domain) needs to be distinct
®* The host controller needs to know the domain controller IP address

Provide a distinct, logical name for the host. In the following example we simply name it "slave™:

<host xm ns="urn:j boss: donai n: 3. 0"
nane="sl ave" >

[...1]

</ host >

(See domain/configuration/host.xml)

If the name attribute is not set, the default name for the host will be the value of the j boss. host . nane
system property. If that is not set, the value of the HOSTNAME or COVPUTERNANME environment variable will
be used, one of which will be set on most operating systems. If neither is set the name will be the value of
I net Addr ess. get Local Host () . get Host Nane() .

A security realm needs to be defined to hold the identity of the slave. Since it is performing a specific
purpose | would suggest a new realm is defined although it is possible to combine this with an existing
realm.

<security-real m nane="Sl aveReal n{ >
<server-identities>
<secret val ue="cE3EBEKE=" />
</server-identities>
</security-real m»
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The <secret /> element here is the one output from add- user previously. To create the <secret />
element yourself the val ue needs to be the password encoded using Base64.

Tell it how to find the domain controller so it can register itself with the domain:

<donwi n-control | er>

<renote protocol ="renote" host="192.168. 0. 101" port="9999" usernanme="sl ave"
security-real m" Sl aveReal ni'/ >
</ domai n-control | er>

Since we have also exposed the HTTP management interface we could also use :

<donmi n-control | er>

<renote protocol ="http-renoting" host="192.168. 0. 101" port="9990" usernane="sl ave"
security-real n¥" Sl aveReal ni'/ >
</ domai n-control | er>

(See domain/configuration/host.xml)

The username attribute here is optional, if it is omitted then the name of the host will be used instead, in this
example that was already set to name.

& The name of each host needs to be unigue when registering with the domain controller, however
the username does not - using the username attribute allows the same account to be used by
multiple hosts if this makes sense in your environment.

The <r enpt e / > element is also associated with the security realm S| aveReal m this is how it picks up
the password from the <secret /> element.

Ignoring domain wide resources

WildFly 10 and later make it easy for slave host controllers to "ignore" parts of the domain wide
configuration. What does the mean and why is it useful?

One of the responsibilities of the Domain Controller is ensuring that all running Host Controllers have a
consistent local copy of the domain wide configuration (i.e. those resources whose address does not begin
with / host =* | i.e. those that are persisted in domai n. xmi . Having that local copy allows a user to do the
following things:

® Ask the slave to launch its already configured servers, even if the Domain Controller is not running.

® Configured new servers, using different server groups from those current running, and ask the slave
to launch them, even if the Domain Contr