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[lpumeuaHus K BHIIYCKYy IIOCTOAHHO JopabaTeiBaoTcA. YTOOB y3HATh O MOCJIEIHUX
OOHOBJIEHUAX, IOCMOTPUTE OHJIAMH-BepcUI0 MO ajpecy https://doc.opensuse.org/release-
notes 7. AHIJIMICKUAI TeKCT IPUMEYaHUI K BBIIYCKy OOHOBJISIETCA Cpa3dy IO Mepe

HeobxonumocTy. [lepeBoHBIE BepCUU MOTYT 3ana3(bBaTh.

Ecnu BB OOHOBsleTech ¢ GoJjiee crapoil Bepcuu Ao 3Toro Beimycka openSUSE Leap, cm.

npeAplAyIIve IpUMedaHus 31eck: https://en.opensuse.org/openSUSE:Release_Notes 7.
Wudopmarliua o npoekte AOCTyHHA 0O afgpecy https://www.opensuse.orga.

Hna coobmeHuii 06 ommbKax B 3TOM BhIMycke ucnosb3yiTe openSUSE Bugzilla. Bosbime

CBe[leHNI MOXHO HaWTH N0 agpecy https://en.opensuse.org/Submitting_Bug_Reports 4.

Major new features of openSUSE Leap 15.3 are also listed at https://en.opensuse.org/

Features_15.34.

1 YctaHoBKa

JlaHHbIll pasfea coaepXuT HHGOpMaLUUI0 [0 ycTaHOBKe. IloapoOHbIE HMHCTPYKLUHU IO
OOHOBJIEHUIO TpHUBedeHBl B JOKyMeHTaluu Ha https://doc.opensuse.org/documentation/leap/

startup/html/book.opensuse.startup/part-basics.html 2.

1.1 Using atomic updates with the system role Transactional
Server

The installer supports the system role Transactional Server. This system role features an update
system that applies updates atomically (as a single operation) and makes them easy to revert
should that become necessary. These features are based on the package management tools that
all other SUSE and openSUSE distributions also rely on. This means that the vast majority of
RPM packages that work with other system roles of openSUSE Leap 15.3 also work with the

system role Transactional Server.

@ MpumedaHme: Incompatible packages

HexoTopsle nmakeThl U3MEHSIOT cofepXxumMmoe /var wiad /srv B cBoux RPM-makpocax

%post. DTU makeTbl HECOBMeCTHMBI. Eciii Bbl OOHapyXWTe TAaKOM MaKeT, OTIpPaBbTe

cooOIiieHre 00 OIInoOKe.
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ﬂJ'IH MMpeaoCTaBJIEHUA 3THUX BO3MOXHOCTeH crcTeMa OOHOBJIEHUI IoJjlaraeTcs Ha:

® CHumkun btrfs. Tlepen 3amyckoM OOHOBJIEHMSA CUCTEMBI CO3JAETCA HOBBIML CHUMOK
KOpHeBOH (aisioBol cucteMsl. [Tocsie 3Toro Bce 0OHOBJIEHNs YCTAaHABINBAKOTCA HA 3TOT
CHUMOK. UTOOHI 3aBeplINTh OOHOBJIEHNE, [TIepe3anyCTUTe CUCTEMY C HOBOT'O CHMMKA.

YToObI OTKATUTh OOHOBJIEHNE, IPOCTO 3arPYy3UTECH C MPEABIAYILIEr0 CHUMKA.

® KopHeBas ¢daiinoBas cMctemMa TO/IbKO A uTeHus. Bo uzbexanue npobsiemM U MoTeph
JAQHHBIX, CBsA3aHHBIX C OOHOBJIEHUsAMHU, KOpHeBas daiijioBas cucTeMa J0JDKHA OBITh
HeJIOCTYIHA JIJIA 3alKiCyu BO BCEX OCTAJIbHBIX cJIydasx. [IoaToMy BO BpeMs HOpMajbHOM
paboTH KOPHEBO pa3jies1 MOHTUPYETCA TOJIBKO IJIS UYTE€HUA.
Ytob6bl 3TOT MOAXO0J[] paboTasi, Hy>XHBl [Ba JOTNOJIHUTEJIbHBIX M3MeHeHUs B (daiijioBoi
cucTeMe: YTOOBI TO3BOJIMThH 3alKCh I10JIb30BATE/IbCKUX KOH@Urypanuil B /etc, sToT
KaTaJlor aBTOMAaTUYECKW HACTPOEH Ha wucmosb3oBanue OverlayFS. /var Temeps

OT,E[CJ'II)HI)IIZ IMoATOM C IMpaBOM 3allrCyu AJIA IIpOoLeCCOB.

o BaxHo: Transactional Server needs at least 12 GB of disk space

The system role Transactional Server needs a disk size of at least 12 GB to accommodate

Btrfs snapshots.

[Ipu pabore ¢ TpaH3aKIUOHHBIMU OOHOBJIEHUAMHU BCerga HCIOJb3YUTEe KOMaHOY

transactional-update Bmecrto YaST u Zypper ajia job6oro ynpasienus I[10:

e O6HOBUTH cuctemy: transactional-update up

® VcraHoBUTH makeT: transactional-update pkg in /MS [TAKETA

® Vnanuth nmakeT: transactional-update pkg rm /M5 [IAKETA

L ,[[J'IH OTKaTa K 1rocjaeagHneMy CHHMKY YGGI[I/ITGCI), YTO CUCTEMaA 3arpyKe€Ha Co CJIEAYIOIIEro

3a HUM CHHMKa U 3amyctute: transactional-update rollback

HpI/I KeJIaHNHN YKaXUTE I/I,J_'[eHTI/I(I)I/IKaTOp CHMMKA B KOHII€ KOMaH/bI, YTOOBI OTKATUTHCA

Ha onpe/esIéHHBIN CHUMOK.

When using this system role, by default, the system will perform a daily update and reboot
between 03:30 am and 05:00 am. Both of these actions are systemd-based and if necessary can

be disabled using systemctl:

systemctl disable --now transactional-update.timer rebootmgr.service
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[MogpoGHee O TpaH3aKI[MOHHBIX OOHOBJIEHUWAX uyuTaiiTe B Gyiore openSUSE Kubic: https://
kubic.opensuse.org/blog/2018-04-04-transactionalupdates/ < u  https://kubic.opensuse.org/
blog/2018-04-20-transactionalupdates2/ 7.

1.2 Installing on hard disks with less than 12 GB of capacity

The installer will only propose a partitioning scheme if the available hard disk size is larger than
12 GB. If you want to set up, for example, very small virtual machines images, use the guided

partitioner to tune partitioning parameters manually.

1.3  UEFI — eguiHbin nHTepoeinc EFI

[Tepen ycraHoBkoii openSUSE Ha cuctemy, 3arpyxamwmyiocsa c¢ momomipio UEFI (Unified
Extensible Firmware Interface), BaM HacCTOSATEJIbHO PEKOMEHAYETCS IIPOBEPUTH HAIUYLE
O0OHOBJIEHUI MPOLIMBKH, PEKOMEHJOBaHHbIX IPOU3BOAUTENIEM, U B CJIyYae UX CyIeCTBOBaHUA
yCTAHOBUTDH Takue oO0HOBJIeHUA. [IpeaycraHoBiieHHas Windows 8 mu 6ojiee HOBas ABJIAETCA

BepHBIM IIPU3HAKOM TOr'0, 4TO Bamia crucreMa ucrnob3yet UEFL

Ob6ocHogaHue: Hexotopeie npomuBku UEFI cofepxat ommbku, MpuBojsiie K c600 B ciaydyae
3aMnKMCH CJIMIIKOM 00JIbIIOro 00béMa JaHHBIX B 061acTh xpaHeHuA UEFL. UTo xapakTepHO, HUKTO

TOYHO He 3HaeT, HaCKOJIBKO «OO0JIBIIONY» 00BEM NPUBOIUT K TaKOMYy cOOI0.

openSUSE MUHUMU3UPYET OTOT PHCK, 3amnucbiBasg MHWHUMAJIbHBII OOBEM [JaHHBIX,
HeoOxoauMbix Ajia 3arpy3ku OC. [Togq MHMHHMAaJIBHBIM IOHMMAaeTCs yKa3aHue MpPOLINBKe
UEFI Ha pacnosoxenue 3arpy3unka openSUSE. CneljpasibHble BO3MOXHOCTH sfpa Linux,
ucrnoJsib3ywinue o6sacte xpaHeHus UEFI A cBedeHuil o 3arpy3kax u c6osx (pstore), mo
YMOJIYaHUIO OTKJIIOYEeHHL. TeM He MeHee, peKOMEeHyeTCs YCTAaHOBUTh BCE PEKOMEHJOBAHHBIE

MMpOM3BOJUTEJIEM OOHOBJIEHUS IMpOLIMBKH.

1.4 UEFI, GPT, and MS-DOS partitions

BMmecre co cnenudpukaiueii EFI/UEFI npumensieTrcss HOBBHIM criocod pasmertku: GPT (GUID
Partition Table). OH wucnosp3yeT r00aJbHO yHUKaJIbHBIe nAeHTHU(UKaTOpHl (128-OuTHBIE
3HaUeHUsA B BuAe 32 ImiecTHaALATepU4HBIX IUdp) AJIA OompefieieHus YCTPONCTB U TUIOB

pa3aesioB.
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Kpome storo, cnenugukanua UEFI paspeliaeT ucrosib3oBaHUe ycTapeBlnx paszgesioB MBR
(MS-DOS). 3arpy3umku Linux (ELILO wim GRUB2) meiTatloTcsi aBToMaTtuuecku co3nath GUID
JJIA TakuX pasZiejioB U COXpaHUTh HM3MeHeHusA B npomuBke. Takue GUID moryt yacro
U3MEHATHCA, YTO NIPUBOAUT K Iepe3anuiCu JaHHBIX NPOLIWBKU. [lepe3anuch cOCTOUT U3 ABYX

Pa3HbIX ﬂeﬁCTBHﬁ: yAaaJl€eHuA CTapOfI 3alliCH1 1 CO34aHnA HOBOM 3amucu Ha 3aMEHYy CTapOfI.

B coBpeMeHHBIX IpPOIIMBKAaX €CTh COOPIIMK Mycopa, cOOMpalomuil yAajéHHble 3anucu U
0CBOOOXJAIOIMNI NTAMATh, 3ape3epBUPOBAHHYI0 IO CTaphble 3anucy. IIpobsieMa BO3HUKaeT B
cJiyyae, KOrAa IJIIOYHAsA IMPOLIMBKA He OCBOOOXJaeT Takye 3allCH; 3TO MOXeT MPUBECTH K

HEBO3MOXHOCTH 3arpy3KH CHCTEMBI.

YtoOnl 000MTH 3Ty NpobJieMy, CKOHBepTUpyHTe ycTapeBunii pazaes MBR B HOBbII GPT.

2 System upgrade

B aTOM pasfesie nepeurciieHsl 3aMedaHus, CBA3aHHbIE ¢ OOHOBJIEHUEM cucTeMbl. IlogpoGHbIe

MHCTPYKIUU I10 0OHOBJIEHUIO IMpUBEACHBI B AOKYMEHTAIIUU 110 aApPECY:

® https://en.opensuse.org/SDB:System_upgrade 7

® https://doc.opensuse.org/documentation/leap/startup/html/book.opensuse.startup/cha-

update-osuse.html#

Additionally, check Pasdesn 3, «Removed and deprecated packages and features».

3 Removed and deprecated packages and
features

3.1 Deprecated packages and features

Ycrapesire nakeTsl O-IpeXHeMy IIOCTABJIAITCA KaK 4acTh AUCTPUOYTHUBA, HO OyAyT yAasIeHbl
B cienytomieii Bepcun openSUSE Leap. OHu cymiecTBYIOT AJiA o6jierdieHusas MUTpaiyiu, HO UX

HCIIOJIb30BAHNE HE PEKOMEHAYETCA U AJIA HMX MOT'YT OTCYTCTBOBATh OOHOBJIEHUSA.
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YToObbl MMpoBE€PpUTh, UMEIOT JI NIOAAEPXKKY YCTAHOBJIEHHBIE I1IaKETHI, Y6e,E[I/ITer YTO YCTAHOBJIEH

lifecycle-data-openSUSE , a 3aTeM HUCHOJIb3yIiTe KOMAH/Y:

zypper lifecycle

3.2 Removed packages and features

YI[aJ'IéHHbIe rakeThl 60Jiee He MOCTaBJIAIOTCA KaK 4acTh ,[[I/ICTpI/I6YTI/IBa.

® libqt4 and kdelibs4 have been removed because they were unmaintained and had

security issues. For more information, see Pazdesn 5.1, «<KDE 4 and Qt4 have been removeds.

4 Drivers and hardware

4.1 Secure Boot: third-party drivers need to be properly
signed

openSUSE Leap 15.2 and later enable a kernel module signature check for third-party drivers
(CONFIG MODULE SIG=y). This is an important security measure to avoid untrusted code

running in the kernel.

This may prevent third-party kernel modules from being loaded if UEFI Secure Boot is enabled.
Kernel Module Packages (KMPs) from the official openSUSE repositories are not affected,
because the modules they contain are signed with the openSUSE key. The signature check has

the following behavior:

® Kernel modules that are unsigned or signed with a key that is either known as untrusted

or cannot be verified against the system's trusted key data base will be blocked.

It is possible to generate a custom certificate, enroll it into the system's Machine Owner Key
(MOK) data base, and sign locally compiled kernel modules with this certificate's key. Modules
signed in this manner will neither be blocked nor cause warnings. See https://en.opensuse.org/
openSUSE:UEFI 4.
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Since this also affects NVIDIA graphics drivers, we addressed this in our official packages for
openSUSE. However, you need to manually enroll a new MOK key after installation to make
the new packages work. For instructions how to install the drivers and enroll the MOK key, see

https://en.opensuse.org/SDB:NVIDIA_drivers#Secureboot 7.

5 Pabouuni cton

This section lists desktop issues and changes in openSUSE Leap 15.3.

5.1 KDE 4 and Qt4 have been removed

KDE 4 packages are no longer part of openSUSE Leap 15.3. Update your system to Plasma 5 and
Qt 5. Some Qt 4 packages may still remain for compatibility reasons. For more information, see
https://bugzilla.opensuse.org/show_bug.cgi?id=1179613 2.

6 More information and feedback

Yurats Paitiei README Ha ycTaHOBOYHOM HOCUTEJIE.

[TpocMoTpeTh NOAPOOHBIN XypHaI N3MEHEeHNI KOHKPETHOro nakera u3s ero RPM:
rpm --changelog -qp MMS QAWIA. rpm

3amenure MMA_OAWIA Ha nMs naketa RPM.

® XpOHOJIOrMYeCKN XKypHaJl BceX U3MeHeHN B OOHOBJIEHHBIX [TaKeTax NIpUBEEH B (ariyie

ChangelLog Ha BepXHEM ypOBHE OMCKa.
¢ BoJibllle cBeJeHNH Bbl HalJIETe B KaTajiore docu Ha JUCKe.
¢ JlonojHUTeJIbHAsA 1 OOHOBJIEHHAA JOKyMeHTalUs Mo aapecy https://doc.opensuse.org/ A.

® [Tocnennue HoBOCTH OT 0penSUSE no afgpecy https://www.opensuse.org A.

ABtopckue npasa © SUSE LLC
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